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Introduktion

Vi skapar trygghet i en oviss framtid

Som ett av Sveriges ledande forsakringsbolag
erbjuder vi pensions- och férsékringsldsningar for att
ge vara kunder trygghet under livets alla skeenden.
Det omfattar bland annat liv-, sjuk- och vardforsak-
ringar samt avtals- och tjanstepension. Vi &r en del av
SEB och har en stark ambition att 6ka takten mot en
hallbar framtid for manniskor, féretag och samhélle.

Inom fondforsakring erbjuder vi vara kunder ett
brett fondutbud med flertalet hallbarhetsinriktningar
och risknivaer och ger méjlighet for kunden att géra
placeringar inom olika tillgdngsslag, geografiska
omraden och branscher. Utbudet innehéller utvalda
fonder som férvaltas av SEB och andra forvaltare
som ger mojlighet till god riskspridning och bra
avkastningspotential. Fokus ligger pa att erbjuda
kvalitativa alternativ bade for de kunder som pa egen
hand vill komponera sin fondportfélj samt helhets-
l6sningar for de kunder som foéredrar det.

Vi erbjuder &ven traditionell férsékring inom de flesta
produktomradden med ambitionen att ha en stark hall-
barhetsprofil kombinerat med en konkurrenskraftig
avkastning. Vi erbjuder dven depaforsakring.

Férutom personlig radgivning, bade fysiskt och
digitalt, kan vara kunder ta hjélp av ndgon av véra self
service-l6sningar — via SEB:s internetbank, hemsida
eller app. Fér pensionssparande finns &ven en kost-
nadsfri radgivningsrobot som hjélper kunderna att
spara langsiktigt for sin pension.

| vér strategi till 2030 fokuserar vi pa att:

- effektivisera och skapa self service-l6sningar

« skapa flexibla, relevanta och konkurrenskraftiga
l6sningar for vara kunder och distributdrer

- forstérka erbjudandet inom riskférsékringar samt

+ skapa varde genom hallbarhet i fokus
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VD har ordet

Ett handelserikt ar

2023 blev ett handelserikt ar praglat av inflation,
penningpolitik och geopolitisk osédkerhet, vilket
fortsatte att satta press pa hushallens privat-
ekonomi. Det hdga réntelédget som radde under
storre delen av aret hade positiv paverkan pa
det finansiella resultatet och de underliggande
tillgdngsvardena starktes, vilket gav ett stabilt
resultat for bolaget.

Aven borsaret blev handelserikt och tack vare en
stark avslutning pa aret blev totalavkastningen bra
for manga tillgadngsslag. Rantorna foll kraftigt under
arets sista manader, vilket resulterade att langa
réntor foll som helhet pa aret, och att vi for forsta
gangen pa tre ar fick avkastning pa ldnga obligationer.
Detta innebar i sin tur lagre press pa beldnade fore-
tag, vilket yttrade sig i ett rally for aktier och andra
riskfyllda tillgdngar exempelvis krediter. Begreppet
“de magnifika sju” myntades nar vi sag ett fatal stora
amerikanska bolags aktier stiga kraftigt, vilket dven
drev upp breda aktiebdrser som helhet. Den svenska
bdrsen steg dver tjugo procent inklusive utdelningar.
Sammantaget paverkade detta kunder med fondfor-
sakring som fick se en 6kning av sina tillgdngar under
aret med ett genomsnitt pa 13,7 procent. Fér den
traditionella forsakringen for tjianstepension uppgick
avkastningen till 8,8 procent.

Hallbarhet och digitalisering fortsatt i fokus
Hallbarhet och digitalisering fortsatte att st i fokus
for Bolaget. Andelen fonder med héllbara investe-
ringar som mal (artikel 9), har under aret utdkats
med 9 stycken, vilket innebar att dessa nu utgdr 15
procent av utbudet samt att 74 procent av fondut-
budet vid arsskiftet utgjordes av fonder som har
hallbara egenskaper (artikel 8). Totalt gjordes dven
investeringar pa 258 miljoner i gréna obligationer
inom ramen for den traditionella férsakringen, dar
kapitalet investeras i projekt med olika typer av milj6-
massig positiv inverkan.
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Under aret fortsatte digitaliseringsresan bland annat
genom att vi kunde tillhandahalla ny funktionalitet
for foretagskunder och administrationen av deras
tjdnstepensionsldsningar, en helt ny digital kapital-
forsakring, digitala blanketter och vidareutvecklad
funktionalitet for API-integration.

Enkla och lattillgéngliga tjianster i fokus
Under 2024 fortsatter utvecklingen av digital kund-
interaktion, med fokus pa privatpersoner samt att
ge vara radgivare an battre mojligheter att stodja
kunden i sin digitala interaktion, samt pa vidare-
utveckling av APl:er for 6kad funktionalitet i vara
partners granssnitt.

Mycket tyder pa att d&ven 2024 kommer att praglas
av inflation, penningpolitik och geopolitisk osdkerhet
och att bade privatpersoner och foretag kan férvanta
sig att de tuffa tiderna fortsatter. Var férmaga att
mota kunderna pa deras villkor blir darfor fortsatt
viktigt. Var langsiktiga ambition &r att erbjuda enkla
och lattillgangliga tjanster. Hur val vi lyckas avgors av
vara dedikerade, lojala och kompetenta medarbetare
och deras formaga att leverera stdd till vara kunder.

Linnéa Ecorcheville
Verkstallande direktor
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Forvaltningsberattelse

Styrelsen och verkstéllande direktéren fér SEB Pension och Forsékring AB (*Bolaget”) far
harmed avge arsredovisning for bolagets verksamhetsar 2023-01-01 — 2023-12-31. Bolaget
har sitt sate i Stockholm och &r ett helagt dotterbolag till SEB Life and Pension Holding AB,
org.nr 556201-7904, Stockholm, vilket ar ett helagt dotterbolag till Skandinaviska Enskilda
Banken AB (publ), org.nr 502032-9081 (”SEB”), Stockholm.

Skandinaviska Enskilda Banken AB

SEB Life and Pension Holding AB

SEB Pension och Gamla
Forsékring AB Livférsakringsaktiebolaget
SEB Trygg Liv

33%

Forsakringsgirot Sverige AB

Verksamhet

Bolaget bedriver pension- och férsakringsverksam-
het inom fondférsakring, traditionell livférsékring
samt riskforsakring. | forsakringsutbudet ingar
tjdnstepensionsforsakring, kapitalférsakring och
riskforsakring i form av sjukférsakring, livforsakring
samt vardfdrsakring. | mindre omfattning finns
aven privat pensionsférsakring och depaforsakring.
Distribution av Bolagets produkter sker via de olika
distributionskanalerna, bankkontoren och genom
extern férsakringsformedling.

Bolaget har sedan 1999 uppdraget att utféra férsak-

ringsadministration for det traditionella livférsakrings-
bolaget Gamla Livforsakringsaktiebolaget SEB Trygg
Liv (publ) ("Gamla Liv”).

Vasentliga handelser under aret

Efter ett turbulent &r 2022, blev 2023 ett &r dar de
finansiella marknaderna stéarktes, vilket har paverkat
tillgdngsvarden och resultatet fér Bolaget positivt.
En starkt aktiemarknad och ett hogre réntelage har
bidragit till en god avkastning i Bolagets traditionella
och egna portféljer. En viss osékerhet avseende
utvecklingen pa finansmarknaderna och ranteut-
vecklingen kvarstar, mot bakgrund av en fortsatt
turbulent omvarld. Bolagets finansiella stéllning per
balansdagen beddms vara fortsatt god.

Under aret presenterade Collectum resultatet fran
ITP-upphandlingen géllande vilka férsakringsbolag
som kommer vara valbara fér inom tjanstepensio-
nen ITP for aren 2024—2029. Resultatet av denna
innebér att SEB inte kommer vara representerade
inom fondfdrsakring eller traditionell férsakring
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SEB Life and
Pension Baltic SE

SEB Life International
Assurance Company DAC

under nastkommande femarsperiod. Manga av
bolagets kunder har dock aktivt valt att fortsatt fa
sina premier till SEB:s ITP-l6sning och darmed behalla
sitt sparande inom Bolaget. Paverkan pa Bolagets
finansiella resultat och intjaningsférmaga beddéms
vara liten.

Bolaget har under aret ldmnat utdelning om 500 mkr
till moderbolaget SEB Life and Pension Holding AB.

Vasentliga handelser efter arets utgang
Den 10 januari 2024 avgick David Teare som vd
for SEB Pension och Férsakring AB varvid Linnéa
Ecorcheville tilltradde som ny vd fér Bolaget.

Marknad, volymer och finansiell stallning
Premieinbetalningarna pa den svenska marknaden
till konkurrensutsatta pensions- och livforsakringar
Okade till 333 miljarder kronor for helaret 2023,
en 6kning med 1 procent. Privat kapitalforsakring
inklusive depéaforsakring stod for 41 procent eller
135 miljarder kronor av marknaden, vilket &r en
minskning med 12 procent jamfért med for ett ar
sedan. For tjanstepensionsforsakring var premie-
inbetalningen 187 miljarder kronor (56 procent)
vilket ar en 6kning med 13 procent.

Bolagets marknadsandelar pa den svenska livfor-
sakringsmarknaden sett till nyteckning uppgar till
10,6 (11,3)Y procent.

1) Enligt statistik fran Svensk forsakring for fjarde kvartalet 2023.
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Inbetalda premier till konkurrensutsatta pensions- och livférsakringar

per produktomrade, arsvarde per kvartal, 2012-2023
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©® Ovrig livforsakring @

Privat pensionsforsakring

Privat kapitalférsakring

Tjanstepensionsforsakring utanfor valcentral

Tjanstepensionsforsakring via valcentral
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Bolagets totala forsaljningsvolym uppgick till 48 346
(47 171) mkr, matt som vagd volym (dér l6pande
premier réknas upp med faktor 10). Det &r en 6kning
med 2 procent. Den frémsta orsaken till den 6kade
forsaljningsvolymen &r hogre grad av flytt in aktivite-
ter, bade inom tjanstepension och avtalspension.

Inbetalda premier i Bolaget fran forsakringstagarna
uppgick till 17 229 (16 485) mkr.

Arets resultat uppgick till 1 722 (1 643) mkr, en
6kning med 79 mkr eller 5 procent i jamférelse med
foregdende ar. Bolagets resultat for 2023 har
paverkats positivt av den goda utvecklingen pa de
finansiella marknaderna samt ett hdgre rantelage.

Bolagets tillgdngar under foérvaltning 6kade under
aret, frdn 276 miljarder kronor vid arets ingang till
306 miljarder kronor vid arets utgang, vilket &r en
6kning med 11 procent. Férandringen sammanhéanger
med den positiva utvecklingen pa de finansiella mark-
naderna. Driftskostnaderna 6kade med 134 mkr fran
1 460 mkr till 1 594 mkr jamfort med féregaende ar.
Okningen &r framst hanforlig till hdgre personalkost-
nader och distributionsersattningar.

Framtida utveckling

Bolagets arbete med att investera i effektivisering
av processer i kundflédet med syftet att underlatta
for kundernaii alla led av pensionsresan, kommer att
fortsétta. Senaste aret har ett flertal nya tjanster
tillkommit som foérenklar féretagens administration
av sina forsakringslosningar och under den narmaste
framtiden kan vi férvanta oss forbattringar i kundens
mdjlighet att ha kontroll ver sin pensionssituation
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och férenkla fér beslut. Bolaget har dven beslutat
att undersdka mojligheterna att ersétta de befintliga
kérnsystemen for forsékringsadministration och

har inlett ett samarbete med en ledande aktér

pa marknaden.

Ett okat fokus pa hallbara investeringar ifrdn kun-
der och omvarlden, tillsammans med tillkomsten av
nya och uppdaterade regelverk inom omradet, gor att
hallbarhetsfragor kommer att vara fortsatt en stor
del av Bolagets verksamhet d&ven kommande ar. Las
mer om Bolagets arbete inom hallbarhetsomradet i
avsnitt “Hallbarhet och ansvarsfulla investeringar”.

Fondutbudet fér fondférsékring

Fondutbudet har under aret forstarkts ytterligare
genom att ett flertal nya fonder tagits med i utbudet
och vissa fonder har exkluderats. Erbjudandet har
forstarkts med 16 nya artikel 8- och 9-fonder, det vill
séga fonder som har héllbara egenskaper samt har
hallbara investeringar som mal enligt EU:s hallbar-
hetskategorisering av fonder. De nya fonderna har
olika placeringsinriktningar, till exempel réntefonder
med olika risknivaer samt aktiefonder med olika
teman, vilket ocksa ger ett bredare utbud. Vidare har
de nya aktiefonderna bland annat fokus pa globala
vérdebolag, artificiell intelligens, fastigheter och bio-
logisk mangfald. Drygt 97 procent av fondkapitalet &r
placerat i fonder som har hallbara egenskaper eller
har hallbara investeringar som mal.

Flertalet fonder, bade aktie-, bland- och rantefon-
der, har utvecklats positivt under aret och avkast-
ningen pa kundernas samlade fondinnehav uppgick
till 13,7 (-12,1) procent under aret.

Kapitalférvaltning for traditionell férsakring
Kapitalférvaltning och styrning

Kapitalférvaltning av de traditionella férsakrings-
bestanden &r central for forsékringstagarnai
Bolaget, eftersom resultatet av férvaltningen

avgodr avkastningen pa forsakringarna. Malet &r att
forvalta tillgdngarna pa ett sddant satt att de ger
férsékringstagarna hégsta mojliga avkastning, givet
bestamd riskniva.

Bolaget har en intern investeringsorganisation som
ansvarar for allokeringsbeslut, investeringsbeslut,
styrning och uppféljning av Bolagets investeringar
samt generella kapitalforvaltningsfragor. De viktigaste
uppgifterna &r att ansvara for riskhantering av Bolagets
ataganden gentemot forsakringstagarna samt svara
for tillgadngsallokering i portféljerna, eftersom denna




Forvaltningsberéttelse

har en dominerande inverkan pa avkastningen.
Genom att sprida investeringarna mellan olika
tillgangsslag och olika forvaltare minskar den totala
risken i portféljerna. Bolaget anlitar ett flertal kapital-
forvaltare déribland SEB Investment Management AB
som forvaltar en betydande del av tillgéngarna.

Vid utgangen av 2023 uppgick det sammanlagda
forvaltade kapitalet, nettotillgdngarna, i Bolaget till
38 033 (34 457) mkr. Totalavkastningen i Bolaget
uppgick till 7,9 (=12,7) procent efter avdrag for
férvaltningskostnader.

Portféljstruktur

Forvaltningen av Bolagets tillgdngar ar uppdelad
i fem olika portféljer for att matcha motsvarande
ataganden till forsékringstagarna, tva portfoljer
for traditionell forsékring och tre portféljer for
riskférsékring, tjinstepension egen personal och
egna medel. | efterféljande tabeller redogors

for portféljférdelning och avkastning i de tva
traditionella portféljerna.

Totalavkastningstabell, Traditionell livférsakring, tjanstepension

Tillgdngar som omfattas Ingdende marknads-  Utgdende marknads- Férdelning, Totalavkastning Totalavkastning Totalavkastning
av placeringsriktlinjer varde 2023, Mkr varde 2023, Mkr procent 2023, Mkr 2023*, procent 2022*, procent
Aktier 2270 3338 16,9 568 21,7 -21,8
Réantebarande 4515 5257 26,6 256 5,2 —-6,6
Likvida Krediter 1238 1661 8,4 110 8,8 -11,8
Ilikvida Krediter 3019 2688 13,6 197 6,7 4,6
Illikvida Réntebarande 118 69 0,4 7 6,7 35
Alternativa placeringar 5300 5571 28,2 115 1,9 9.4
Fastigheter 412 412 21 -33 -7,6 6,5
Strategiska placeringar®) —235 11 0,1 311 - -
Oppen valutaexponering 40 739 3,7 49 0,3 0,5
Totalt 16 677 19746 100,0 1580 9.0 -15,5

Totalavkastningstabell, Traditionell livférsakring, évrig livforsakring

Tillgdngar som omfattas Ingdende marknads-  Utgdende marknads- Férdelning, Totalavkastning Totalavkastning Totalavkastning
av placeringsriktlinjer vérde 2023, Mkr véarde 2023, Mkr procent 2023, Mkr 2023*, procent 2022*, procent
Aktier 1085 1402 15,3 274 23,8 -21,7
Réntebarande 2055 1573 17,2 90 6,0 -73
Likvida Krediter 701 745 8,1 61 91 -12,4
Illikvida Krediter 1933 1624 177 119 6,5 4,1
Illikvida Rantebarande 100 60 0,7 6 6,7 3,5
Alternativa placeringar 3133 3124 34,1 63 19 99
Fastigheter 228 224 2,4 -29 -11,7 10,3
Strategiska placeringar? -65 23 0,2 124 - -
Oppen valutaexponering 23 390 4,3 30 0,4 0,6
Totalt 9193 9165 100,0 738 8,4 -15,3
* Fore avdrag for forvaltningskostnader

1) Rénte-, aktie- samt valuta-overlay vilket bland annat inkluderar swappar och swaptioner.
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Finansiell marknad

Infér 2023 var konsensus bland marknadens aktérer
att det férhojda réntelaget kraftigt 6kat sannolik-
heten fér recession. Signaler om motsténdskraftig
ekonomi, framfor allt frdn USA, tillsammans med
férvantningar pa en fallande inflation och sjunkan-
de obligationsrantor fick aktiemarknaden att stiga

i borjan av aret. Inflationen fortsatte att vara hog
under inledningen av aret men forvantan var att
takten skulle avta relativt snabbt och att vérldens
centralbanker ddrmed skulle kunna avsluta sin
réantehdjningscykel. Med anledning av detta inled-
des aret med fallande obligationsrantor och kraftigt
stigande aktiemarknader.
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Den inledande kraftiga uppgangen pa véarldens
aktiemarknader utraderades snabbt da det uppstod
problem inom vissa delar av banksektorn, bade i
USA och Europa. Det hela slutade med att ett antal
regionala banker i USA gick under eller togs 6ver
av nagon utav de storre bankerna. | Europa var det
framfor allt Credit Suisse som hade problem, vilket till
slut ledde till att UBS forvarvade den krisande ban-
ken. Oron for en ny global finanskris stillades relativt
snabbt tack vare att ett antal centralbanker vérlden
Over intervenerade och sdkerstéllde likviditet i det
finansiella systemet.

Efter att problemen i den finansiella sektorn hante-
rats riktade marknaden aterigen fokus mot inflation,
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penningpolitik och konjunktur. Inflationen fortsatte
att vara alltfér hdg drivet av en fortsatt stark eko-
nomi med stark arbetsmarknad som f6ljd. Det stod
da klart att den penningpolitiska héjningscykeln inte
var 6ver och centralbanker fortsatte att hdja sina
styrrantor. Inflationsproblematiken resulterade i att
obligationsréntor steg och sentimentet bland investe-
rare férsémrades.

Det hoga inflationstrycket, som var patagligt under
storre delen av aret, avtog till slut under hosten och
dérefter borjade centralbankerna kommunicera kring
en paus géllande réntehdjningar, och i forlédngningen
berdrde de till och med framtida rantesénkningar
i sin kommunikation. Detta resulterade aterigeni
en omsvangning av sentimentet bland marknadens
aktorer och riskaptiten 6kade gradvis under arets
sista kvartal.

Aret som helhet, ur ett avkastningsperspektiv, blev
gynnsamt for saval aktie- som rénteinvesteringar
trots arets alla utmaningar. Flertalet aktiemarknader
uppvisade avkastningar pa éver tjugo procent och
obligationsmarknader genererade mellan fem till tio
procent beroende pa rante- och kreditrisk. P4 sa satt
star &r 2023 i stark kontrast gentemot féregdende ar.

Aterbéringsrénta

For sparforsakringar med traditionell forsékring
utjamnas kapitalavkastningen fran tillgdngsport-
féljerna och fordelas till férsékringstagarna genom
aterbéringsrantan.

Under 2023 har den genomsnittliga aterbarings-
réntan, fére avdrag for skatt och avgifter, varit 1,0
(2,8) procent for tjanstepensionsverksamhet och 1,0
(2,8) procent for dvrig livforsakringsverksamhet.

Hallbarhet och ansvarsfulla investeringar
Ansvarsfulla och hallbara investeringar &r en viktig
deli omstallningen mot ett koldioxidsnalt och cirku-
lart samhalle. For att bidra i denna omstaéllning och
begrénsa den negativa paverkan pa bland annat
klimat, miljé och méanskliga rattigheter ar hallbarhet
enintegrerad deli Bolagets investeringsarbete.
Bolaget utvarderar verksamhetens paverkan pa
miljé, manniskor och samhallet i stort och tillvaga-
gangssattet ligger i linje med SEB:s 6vergripande
hallbarhetsambitioner och sker i ndra samarbete med
fondbolaget SEB Investment Management. Detta om-
fattar fondforsékring och traditionell férsékring, som
bada framjar miljérelaterade och sociala egenskaper
(artikel 8-produkter).

| vér traditionella forsakring sker férvaltningen
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med fokus pé att investera langsiktigt och genom

en val diversifierad portfélj skapas forutsattningar
fér jamn och god avkastning dver tid, samtidigt som
hallbara egenskaper framjas. Under 2023 gjordes
investeringar pa drygt 250 miljoner kronor i grona
obligationer dar kapitalet anvands i projekt med olika
typer av miljémassig positiv inverkan.

Under aret forstarktes fonderbjudandet for forsak-
ring genom att fler fonder med hallbara investeringar
som mal adderades — totalt 9 stycken. Totalt har
15 procent av fonderna i Bolagets utbud hallbara
investeringar som mal — s kallade artikel 9-fonder
enligt EU:s transparenslagstiftning for finansiella pro-
dukter SFDR. De nya fonderna har olika placerings-
inriktningar, till exempel aktiefonder med fokus pa
teman sé som biologisk mangfald, cirkular ekonomi
och framtida transporter, vilket ocksa ger ett bredare
utbud att valja pa for Bolagets kunder. Utdver detta
ar 74 procent av fonderna i utbudet klassade som
artikel 8-fonder, vilket innebér att de atagit sig att
frémja miljé och/eller sociala egenskaper. Detta ger
goda forutsattningar for kunder med stort fokus pa
hallbara investeringar att kunna vélja placeringar som
ligger i linje med deras preferenser. SEB:s fondlista
har ocksa uttkats med ytterligare hallbarhetsin-
formation och funktionalitet for att tydliggdéra samt
underlatta kundens fondval.

Pa EU-niva finns en strategi for hallbar finansiering,
vars syfte ar att stérka det finansiella systemets
formaga att stodja omstallningen till en hallbar
ekonomi med tillhérande regelverk for att styra
detta. | korthet handlar regelverken om att underlatta
for investerare och privatpersoner att fatta hallbara
investeringsbeslut, samt att hallbarhetsrisker ska
integreras i det finansiella systemet for att styra
kapitali en mer hallbar riktning. Reglerna innebar
bland annat en skyldighet att ldmna sarskild hallbar-
hetsinformation i forkdpsinformation, arsbesked och
pa webbplats.

Som en féljd av detta, rapporterade Bolaget under
aret for forsta gdngen en samlad rapport 6ver inves-
teringsbeslutens konsekvenser for hallbarhetsfakto-
rer, aven kallad PAl-rapportering. Rapporten redogor
fér foljderna av de investeringsbeslut som fattats
av Bolaget och omfattar miljérelaterade, sociala
och personalrelaterade fragor, respekt for mansk-
liga rattigheter samt bek&mpning av korruption och
mutor. De huvudsakliga negativa konsekvenserna for
hallbarhetsfaktorer dkar transparensen for investe-
ringarnas paverkan pa omvarlden och redovisas med
hjélp av indikatorer som bland annat visar utslapp
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Forvaltningsberattelse

av vaxthusgaser, exponering mot féretag som ar
verksamma inom sektorn for fossila brénslen och
kdnsfordelning i styrelsen.

En central del for att kunna bedéma och méta en
investerings paverkan pa exempelvis klimat och miljé
eller sociala aspekter s som méanskliga rattigheter
samt transparent kunna redogéra for det ar tillgdngen
till ESG-data. Som en del av SEB-koncernen arbetar
vi gemensamt for att sékerstalla tillgangen till extern
ESG-data och utvecklar dven en egen plattform for
detta syfte. Okad tillgang till ESG-data bidrar till att
ytterligare kunna stérka investeringsprocessen och
mota regelverkens transparenskrav.

Bolaget uppréttar i enlighet med ARL 6 kap. 10 §
arsredovisningslagen (1995:1554) inte ndgon egen
hallbarhetsrapport. Bolaget ingar i SEB-koncernen
och dess hallbarhetsrapport som upprattas av
moderbolaget SEB.

SEB:s hallbarhetsrapport publiceras pa webben:

— https://sebgroup.com/sv/vart-erbjudande/rappor-
ter-och-publikationer/ars-och-hallbarhetsrappor-
ter

Risker och riskhantering

Bolaget ar framst exponerat for forsakringsrisk,
finansiell risk, operativ risk och affarsrisk vilka kan
paverka Bolagets resultat och finansiella stallning.

Bolagets verksamhet har tva dvergripande syften,
att uppfylla de dtaganden som foljer av forsakrings-
avtalen, samt att ge bade forsakringstagarna och
aktiedgarna god riskjusterad avkastning dver tid.
Utifran dessa syften har en dvergripande riskstra-
tegi utformats i syfte att sdkerstélla och vidare-
utveckla Bolagets langsiktiga konkurrenskraft och
marknadsposition.

Styrelsen har huvudansvaret fér hanteringen av de
risker Bolaget ar exponerat for. Bolagets styrmodell
for riskhantering utvarderas arligen i syfte att saker-
stalla en tydlig organisation samt &ndamalsenliga
styrdokument och principer.

Ytterligare information om Bolagets riskhanterings-
system, riskexponering samt kanslighet for risker
finns beskrivetinot 2, Upplysningar om risker.

Solvens
Solvens &r ett matt pa forsakringsbolags finansiella
stallning och styrka i syfte att sékerstélla att
bolaget har tillrackligt kapital for fullféljande av sina
ataganden gentemot forsakringstagarna.

Solvens 2 innebér att bolagens kapitalbehov ska
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baseras pa de risker som verksamheten &r utsatt
for. Alla risker ska beaktas, det vill saga risken att
tillgadngarna faller i vérde, risken att avsattningarna
Okar samt risker férknippade med den l6pande
verksamheten.

Bolaget tillampar Solvens 2-regelverket for hela
forsékringsverksamheten.

Kapitalbasen per den 31 december 2023 tackte
med god marginal solvenskapitalkravet (se sid 10,
Flerarsoversikt).

Styrelse och ledning
Bolagets ledningsorgan utgors av dess styrelse och
verkstallande direktor. Styrelsen har genom ett in-
ternt styrdokument avseende Bolagets organisation
och verksamhet beslutat om Bolagets dvergripande
organisation. Verkstéllande direktdren har i sin tur
genom en instruktion faststallt den ndrmare utform-
ningen av verksamheten och organisationen.
Bolagets organisation ar indelad i enheter och
staber. Vid sidan av denna indelning har Bolaget fyra
centrala funktioner: aktuariefunktionen, compliance-
funktionen, internrevisionsfunktionen och riskfunk-
tionen. Bolaget har &ven kommittéer och ndmnder for
olika &ndamal. Fér samrad infor beslut av verkstal-
lande direktoren i fragor av vasentlig betydelse for
afférsverksamheten, finns en féretagsledning dér de
flesta enheter och staber &r representerade.
Bolagets styrelse har ett revisions- och complian-
ceutskott, ett riskutskott och ett ersattningsutskott.
Av den av styrelsen faststéllda arbetsordningen
framgar hur ofta styrelsen ska sammantrada, i vilka
arenden styrelsen ska besluta samt vilka rapporter
som ska redovisas infor styrelsen och med vilken
frekvens. Dértill ska hdndelsestyrd rapportering i
enlighet med styrelsens arbetsordning eller i enlighet
med styrelsens interna styrdokument ske.
Verkstéllande direktoren har inrattat en riskkommitté
som &r ett berednings- och beslutsorgan for risk- och
kapitalférvaltningsfragor.

Medarbetare

Arets medarbetarundersdkning visar att medar-
betarna fortsatt &r mycket engagerade med starka
nyckeltal jimfért med snittet for finansbranschen.
Medarbetarna uttrycker att féretagets arbetsmiljo
k&nnetecknas av ett gott ledarskap, en stark gemen-
skap, goda méjligheter att balansera arbete och fritid
samt mojlighet att utvecklas och avancera.
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Forvaltningsberéttelse

Under aret har stort fokus lagts pa kompetens-
utveckling inom flera, for féretaget, strategiska
omraden sasom hantering av data, hallbarhet,
digitalisering och ledarskap vilket inneburit goda
forutsattningar for vara ledare och medarbetare att
utveckla nya kompetenser och genom detta avan-
cerainom foretaget. For att végleda medarbetarna i
deras utveckling har de tillgéng till plattformen "SEB
Campus” for sjalvdrivet larande.

Som en del av SEB har vi under aret lanserat ”"SEB
Behaviours” — viktiga beteenden for att skapa en
langsiktig och hallbar framtid. Alla medarbetare har

fatt mojlighet att delta i faciliterade gruppdiskus-
sioner med syfte att forsta hur vi tillsammans kan
Addera virde, Agera ldngsiktigt och Skapa positiva
relationer och hur dessa positivt bidrar till SEB:s
Overgripande syfte.

Féretaget erbjuder alla anstéllda tjanster och
formaner samt friskvardsbidrag for att bidra till en
hélsosam och balanserad livsstil. Mgjligheten att
arbeta hemifran upp till tva dagar per vecka erbjuds
till stora delar av personalen och &r en viktig faktor
fér att vara en fortsatt attraktiv arbetsgivare.

Antalet anstéllda uppgick till 514 (510) vid

arets utgang.
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Femarsoversikt

Resultat, Mkr 2023 2022 2021 2020 2019Y
Premieinkomst/intékt f.e.r S5 4248 4730 4249 4229
Avgifter fran investeringsavtal 658 629 789 740 1077
Ovriga tekniska intakter 2682 2324 2433 2090 1738
Kapitalavkastning, netto 450 —-6544 3058 954 1755
Forsakringserséattning f.e.r —-1848 -1790 -1591 -1460 -1087
Driftskostnader -1597 -1460 -1 674 1659 -1623
Skadeforsakringsrorelsens tekniska resultat -76 -23 20 -10 —24
Livforsakringsrorelsens tekniska resultat 1367 1593 1852 1230 1413
Arets resultat 1722 1643 1868 1245 1357
Ekonomisk stéllning, Mkr

Placeringstillgangar 312732 288789 335758 277 959 267 441
Kassa och bank 9236 6708 5290 5318 3952
Eget kapital 10220 9289 7879 6910 5815
Forsakringstekniska avsattningar 306 757 276 091 327230 270308 261218
Nyckeltal, skadeférsakringsrorelsen

Skadeprocent 1079 89,6 77,6 86,5 91,5
Driftskostnadsprocent 16,6 18,0 15,8 17,1 17,0
Totalkostnadsprocent 1245 107,6 93,4 103,6 108,5
Nyckeltal, livférsékringsrorelsen

Forvaltningskostnad, procent 0,5 0,5 0,6 0,6 0,7
Direktavkastning, procent? 39 2,7 1,5 1,7 1,6
Totalavkastning, procent® 79 -12,7 9,2 3,2 71
Nyckeltal Solvens, Mkr#

Kapitalbas for foretaget 18 698 18733 22309 8158 6949
Primérkapital for féretaget 18 698 18733 22309 8158 6949
Solvenskapitalkrav for féretaget (SCR) 13579 12947 17 480 3432 3163
Minimikapitalkrav for foretaget (MCR) I 3237 4370 1544 1423
Solvenskvot for féretaget (SCR), procent 1,38 1,45 1,28 2,38 2,20
Solvenskvot for foretaget (MCR), procent 515l 5,79 5,10 5,28 4,88
Kapitalbas for forsakringsgruppen 75916 71893 67 505 41740 44721
Primérkapital for forsakringsgruppen 73816 69793 65 405 39 640 42621
Solvenskapitalkrav for forsakringsgruppen (SCR) 69 499 64 678 61044 35172 38316
Solvenskvot for forsakringsgruppen (SCR) 1,09 1,11 1,11 1,19 1,17

1) Aret 2019 &r inte férandrade med avseende pa omklassificering mellan rader 2021.

2) Direktavkastning i procent.

3) Totalavkastning i procent. Till skillnad fran de redovisningsprinciper som tillampas i de finansiella rapporterna redovisas totalavkastningen i enlighet med Svensk forsakrings

rekommendation.

4) | gruppsolvensen konsolideras Gamla Livs kapitalbas och solvenskapitalkrav med avraknings- och sammanléggningsmetoden. Det &r en skillnad mot den finansiella rapporteringen

dar Gamla Liv inte konsolideras. Bolaget har fram till och med den 30 december 2021, valt att tillampa 6vergangsregler som innebar att dldre bestammelser anvands enligt

forsakringsroérelselagens solvensregler (Solvens 1) pa tjanstepensionsverksamheten medan évrig verksamhet beraknas enligt Solvens 2. Fran och med den 31 december 2021

tilldmpar Bolaget Solvens 2-regelverket for hela férsakringsverksamheten.
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Forslag till resultatdisposition

Till bolagsstédmmans férfogande star enligt balansrékningen
9911116 690 kr.

Styrelsen och verkstallande direkt6ren foreslar att vinst-
medlen disponeras enligt féljande:

Balanserade vinstmedel 8189256 012 kr
Arets resultat 1721860678 kr
Att disponera 9911116 690 kr

Att utdela till aktiedgaren
466,67 kr per aktie 700000 000 kr
Balanseras i ny rakning 9211116 690 kr

Resultatet av arets verksamhet och Bolagets stéllning per den
31 december framgar av resultat- och balansrakning med dartill
fogade kommentarer.

Soliditeten och solvensen ar betryggande mot bakgrund
av att Bolagets verksamhet fortsatt bedrivs med l6nsamhet.
Likviditeten beddms kunna uppratthallas pa en likaledes
betryggande niva.
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Resultatrakning

Resultatrakning

Mkr Not 2023 2022

Teknisk redovisning av skadeforsakringsrorelsen

Premieintakter, f.e.r
Premieinkomst (fore avgiven dterférsdkring) 4 312 313
Kapitalavkastning 6verférd frén finansrérelsen 7 9 0
F6réndring avsdttning ejf intjénade premier och kvarvarande risker,

Fére avgiven aterforsdkring -9 -5
Summa 312 309
Forsakringsersattningar, f.e.r

Utbetalda férsdkringsersdttningar
Fére avgiven aterforsdkring 5 -288 -256
F6réndring i avsdttning for oreglerade skador

Fore avgiven dterforsékring —49 =21
Summa -336 =277
Driftskostnader 11 -52 -56
SKADEFORSAKRINGSRORELSENS TEKNISKA RESULTAT -76 -23
Teknisk redovisning av livférsakringsrorelsen
Premieinkomst, f.e.r

Premieinkomst (fére avgiven dterforsdkring) 6 3202 4123
Premier fér avgiven dterforsékring 6 -179 -184
Summa 3023 3939
Kapitalavkastning, intakter 7 7777 2696
Orealiserade vinster pa placeringstillgangar 8 1913 -
Vardeodkning av placeringstillgangar for vilka livforsakringstagaren bar placeringsrisk 34479 -
Avgifter fran investeringsavtal 658 629
Ovriga tekniska intakter 9 2682 2324
Forsakringsersattningar, f.e.r
Utbetalda férsékringsersdttningar
Fére avgiven dterférsdkring 10 -1927 -1921
Aterférsdkrares andel 81 72
F6rdndring i avsdttning f6r oreglerade skador

Fére avgiven dterférsdkring 8 79

Aterférsdkrares andel -10 =20
Summa -1848 -1790
Féréndring i andra férsakringstekniska avsattningar

Livférsékringsavsdttning -1857 1216
Forsdkringsteknisk avsdttning for liviérsdkringar for vilka
forsdkringstagaren bdr risk, fére avgiven dterforsdkring

Villkorad dterbdring -1372 2048

Fondférsékringsdtagande —34 448 42537
Summa -37 678 45801
Driftskostnader n —1542 -1 405
Kapitalavkastning, kostnader 12 -7170 -3099
Orealiserade forluster pa placeringstillgangar 13 - —4 435
Vérdeminskning av placeringstillgangar for vilka livforsakringstagaren bar placeringsrisk - —42610
Ovriga tekniska kostnader 15 -928 —457
LIVFORSAKRINGSRORELSENS TEKNISKA RESULTAT 1367 1593
Icke-teknisk redovisning
Skadefdrsakringsrorelsens tekniska resultat -76 -23
Livférsakringsrorelsens tekniska resultat 1367 1593
Kapitalavkastning, intakter 7 400 94
Orealiserade vinster pa placeringstillgangar 8 45 -
Kapitalavkastning, kostnader 12 - 14
Orealiserade forluster pa placeringstillgdngar 13 - -57
Ovriga intakter 16 266 252
Ovriga kostnader 17 -138 -140
Resultat fore skatt 1863 1706
Skatt pa arets resultat 18 —142 -63
ARETS RESULTAT 1722 1643
Rapport 6ver totalresultat
Mkr 2023 2022
Periodens resultat 1722 1643
Ovrigt totalresultat - -
SUMMA TOTALRESULTAT 1722 1643
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Balansrakning

Balansrakning

Mkr Not 2023 2022
TILLGANGAR
Immateriella tillgangar
Immateriella tillgangar 19 159 136
Placeringstillgangar
Aktier och andelar iintressebolag 21 19
Andra finansiella placeringstillgangar
Aktier och andelar 20 11379 9352
Obligationer och andra réntebérande vérdepapper 21 13837 12567
Ovrigalan 22 1 1
Derivat 23 3326 9254
Ovriga finansiella placeringstillgangar 24 10499 11219
Summa placeringstillgangar 39063 42412
Placeringstillgangar for vilka livférsakringstagaren bar placeringsrisk
Fondférsakringstillgéngar 273669 246377
Aterforsikrares andel av forsakringstekniska avsattningar
Avsattning for oreglerade skador 25 72 81
Fordringar
Ovriga fordringar 29 904 1679
Andra tillgangar
Kassa och bank 9236 6708
Forutbetalda kostnader och upplupna intékter
Férutbetalda anskaffningskostnader 30 466 595
Ovriga férutbetalda kostnader och upplupna intékter 32 58
Summa 498 653
SUMMA TILLGANGAR 323600 298 045
EGET KAPITAL, AVSATTNINGAR OCH SKULDER
Eget kapital
Aktiekapital 150 150
Fond for utvecklingsutgifter 159 133
Balanserat resultat 8189 7362
Arets resultat 1722 1643
Summa 10220 9289
Forsakringstekniska avsattningar, fore avgiven aterfoérsakring
Ejintjdnade premier och kvarvarande risker 31 82 73
Livférsékringsavséattning 32 21631 19774
Oreglerade skador 33 1459 1419
Ovriga forsakringstekniska avsattningar 34 163 148
Summa 23334 21414
Forsakringsteknisk avsattning for livforsékringar, for vilka forsékringstagaren bér risk
Villkorad aterbaring 35 9627 8266
Fondférsakringsataganden 36 273796 246412
Summa 283423 254678
Andra avsattningar
Skatter 37 176 64
Skulder
Skulder avseende direkt férsakring 15 18
Skulder avseende aterforsakring 38 0 13
Ovriga skulder 39 6317 12451
Summa 6332 12 482
Upplupna kostnader och férutbetalda intékter 40 115 120
SUMMA EGET KAPITAL, AVSATTNINGAR OCH SKULDER 323600 298 045
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Rapport éver férandring i eget kapital

Rapport over forandring i eget kapital

Mkr Bundet eget kapital Fritt eget kapital

Fond for utveck- .
2023-12-31 Aktiekapital” lingsutgifter Balanserad vinst Arets resultat Summa
Ingéende eget kapital 150 133 7 362 1643 9289
Vinstdisposition 1643 —1643 0
Utvecklingsutgifter 25 -25 0
Arets resultat 1722 1722
Ovrigt totalresultat
Summa totalresultat 150 159 8981 1722 11011
Personaloptionsprogram 15 15
Transaktioner med aktiedgare
Koncernbidrag? —-385 -385
Skatt pa koncernbidrag 79 79
Utdelning -500 =500
Summa transaktioner med aktiedgare -791 -791
UTGAENDE EGET KAPITAL 150 159 8189 1722 10220
2022-12-31
Ingdende eget kapital 150 73 5788 1868 7879
Vinstdisposition - 1868 -1868 0
Utvecklingsutgifter - 60 -60 - 0
Aretsresultat - - - 1643 1643
Ovrigt totalresultat - - - - -
Summa totalresultat 150 133 7596 1643 9522
Personaloptionsprogram - - 14 - 14
Transaktioner med aktiedgare
Koncernbidrag? - - -312 - -312
Skatt pa koncernbidrag - R 64 - 64
Summa transaktioner med aktiedgare - - —247 - —247
UTGAENDE EGET KAPITAL 150 133 7362 1643 9289

1) Aktiekapital: Bolaget har 1.500.000 aktier till kvotvarde 100 kr.
2) Koncernbidrag har lamnats till SEB Life and Pension Holding AB.
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Resultatanalys

Resultatanalys

Mkr Skade-
Livfoérsakring forsakring
. — . Sjuk- och
Teknisk redovisning av liv- och Férmans- Individuell Fond- Depa-  premiebefrielse- Gruppliv
skadeforsakringsrorelsen bestamd trad trad  forsakring  forsakring férsakring TGL Sjukvard Totalt
Premieinkomst fére avgiven aterférsakring 38 2667 28 0 323 147 312 3514
Premier for avgiven aterforséakring 0 —43 -3 0 -15 -118 0 -179
Kapitalavkastning 6verford fran finansrérelsen 0 0 0 0 0 0 9 9
Forandring i avsattning ej intjanade premier 0 0 0 0 0 0 -9 -9
Summa 38 2624 25 0 308 28 312 3335
Kapitalavkastning, intakter 177 7 554 0 0 47 0 0 7777
Orealiserade vinster pa placeringstillgangar 170 1742 0 0 1 0 0 1913
Vardeforandring av placeringstillgangar for vilka
livforsakringstagare bar placeringsrisk 0 0 34 448 31 0 0 0 34479
Avgifter fran investeringsavtal 0 0 657 1 0 0 0 658
Ovriga tekniska intékter 0 4 2678 0 0 0 0 2682
Forsakringsersattningar f.e.r
Utbetalda férsdkringserséttningar
Fére avgiven dterférsikring —-136 —-1562 -10 0 -166 —-54 -288 -2215
Aterférsdkrares andel 0 21 4 0 13 43 0 81
F6réndring i avsdttning fér oreglerade skador

Fére avgiven dterférsikring 0 -8 1 0 17 -1 —49 —41

Aterférsdkrares andel 0 0 0 0 -9 0 0 -10
Summa -135 -1549 -6 0 -145 -12 -336 -2185
Foréndring i andra forsakringstekniska avsattningar -114 -1745 0 0 2 -1 0 -1857
Férandring villkorad aterbaring 0 -1341 0 =31 0 0 0 -1372
Forandring fondforsakringsatagande 0 0 34448 0 0 0 0 34448
Driftskostnader -6 -151 -1361 0 -84 60 -52 -1594

0
Kapitalavkastning, kostnader -182 —-6974 0 0 -14 0 0 -7170
Orealiserade forluster pa placeringstillgangar 0 0 0 0 0 0 0 0
Ovriga tekniska kostnader -4 -113 -811 0 0 0 0 -928
Forsakringsrorelsens tekniska resultat -56 51 1180 2 115 75 -76 1291
Forsakringstekniska avsattningar,
fore avgiven aterforsakring
Avséttning for ej intjanad premie 0 0 0 0 0 0 82 82
Livforsakringsavsattning 2017 19576 4 0 22 13 0 21631
Oreglerade skador 4 74 5 0 1009 42 325 1459
Ovriga forsakringstekniska avsattningar 0 0 163 0 0 0 0 163
Forsakringstekniska avsattningar for
livforsakringar for vilka férsakringstagaren
bar risk (fore avgiven aterforsakring)
Fondférsékringsataganden 0 0 273796 0 0 0 0 273796
Villkorad aterbéaring 0 9323 0 304 0 0 0 9627
Aterforsikrares andel av
forsékringstekniska avsattningar
Oreglerade skador 0 0 0 0 72 0 0 72
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Not 1 Vasentliga redovisnings- och varderingsprinciper

Allmént

Bolagets foretagsnamn ar SEB Pension och Forsakring AB och Bolagets org.nr
ar 516401-8243. Bolaget ar ett dotterbolag till SEB Life and Pension Holding AB,
org.nr 556201-7904, Stockholm, vilket &r ett dotterbolag till Skandinaviska
Enskilda Banken AB (publ), org.nr 502032-9081, Stockholm. Bolaget &r registre-
ratiSverige med sate i Stockholm. Huvudkontorets adress &r Stjarntorget
4,Solna.

Bolaget bedriver forsakringsverksamhet inom fondférsakring, traditionell
livférsakring samt riskforsakring. | férsakringsutbudet ingér tjanstepensions-
forsakring, kapitalférsakring och riskférsakring i form av sjukforsakring,
livférsakring samt vardférsakring. | mindre omfattning finns dven privat
pensionsforsakring och depaforsakring.

De finansiella rapporterna avser verksamhetsaret 2023-01-01— 2023-12-31.
Rapporterna har godkants av styrelsen och vd den 17 april 2024 och kommer att
forelaggas bolagsstdmman under 2024 for faststéllande.

Sammanfattning av viktiga redovisningsprinciper

De nedan angivna redovisningsprinciperna har tillampats konsekvent pa samt-
liga perioder som presenteras i de finansiella rapporterna, om inte annat anges.
Tillgangar och skulder ar redovisade till anskaffningsvarde, forutom finansiella
tillgdngar och skulder som vérderas till verkligt varde.

Grund for rapporternas upprattande
Arsredovisningen for Bolaget har upprittats enligt lagen (1995:1560) om arsre-
dovisning i forsakringsforetag (ARFL), Finansinspektionens foreskrifter och all-
méanna rad (FFFS 2019:23) om arsredovisning i forsakringsforetag och tjanste-
pensionsforetag och Radet for finansiell rapporterings rekommendation, Redo-
visning for juridiska personer (RFR 2). Det innebar att samtliga av EU godkanda
internationella redovisningsstandarder (IFRS) och uttalanden tilldmpasiden
utstrackning det ar mojligt enligt svensk lagstiftning pa redovisningsomradet
(sa kallad lagbegransad IFRS).

Svenska kronor &r funktionell valuta och rapporteringsvaluta. Samtliga
belopp presenteras i miljoner kronor ominget annat anges.

Nya standarder samt &ndringar och tolkningar av befintliga
standarder 2023

Nya och &ndrade redovisningsstandarders och tolkningar fran International
Accounting Standards Board ("IASB”) som skall tillampas férsta gangen 2023;

IFRS 17 Forsékringsavtal
Den 1januari 2023 tradde den nya standarden IFRS 17 Férsakringsavtal i kraft.
Standarden antogs av EU i november 2021 och ersatter IFRS 4 Forsakringsavtal.
IFRS 17 faststaller principer for redovisning, vérdering, presentation och upplys-
ningar for forsakringsavtal. Den kraver ocksa att liknande principer tillampas pa
aterforsakringsavtal och investeringskontrakt med diskretionéra delar.

Med stdd av en andringsforeskrift till (FFFS 2019:23) med tilldampning fran 1
januari 2023, tilldmpar Bolaget inte IFRS 17 i juridisk person.

IAS 1, Utformning av finansiella rapporter

Fran och med 1januari 2023 har en andring i IAS 1 tratt i kraft. Andringen innebar
att en vasentlighetsbedémning ska géras for de upplysningar om redovisnings-
principer som lamnas i arsredovisningen. Efter genomgang av redovisningsprin-
cipernaienlighet med de nya vésentlighetskriterierna i IAS 1har Bolaget gjort
beddmningen att &ndringen inte far nagon vasentlig paverkan, da de upplys-
ningar som lamnas ar vasentliga fér en extern lasare av arsredovisningen.

Viktiga uppskattningar och bedémningar fér redovisningsandamal
Vasentliga beddmningar vid tillAmpning av redovisningsprinciperna

Fér uppréattande av redovisning krévs att ledningen gér antaganden som paver-
kar tilldmpningen av redovisningsprinciperna och de redovisade beloppen av
intakter, kostnader, tillgdngar och skulder. Vasentliga beddmningar vid tillamp-
ning av redovisningsprinciperna har gjorts vid val att redovisa finansiella instru-
ment till verkligt varde via resultatet samt vid beslut att klassificera samtliga
fondférsakringsavtal som investeringsavtal. Bedémningarna redogérs

fér nedan.

Uppskattningar med vésentlig osékerhet

Det kravs att ledningen gor uppskattningar och bedémningar som paverkar de
redovisade beloppen av intakter, kostnader, tillgangar och skulder. De omraden
dar ledningen gjort bedémningar och uppskattningar ar framfor allt relaterade
till alternativa investeringar som redovisas i aktier och andelar och évriga finan-
siella placeringstillgangar samt forsakringstekniska avsattningar. Dessa upp-
skattningar och bedémningar &r baserade pé historiska erfarenheter och grun-
dar sig pa den basta informationen som fanns tillganglig pa balansdagen. Det
verkliga utfallet kan avvika fran dessa uppskattningar och bedémningar. Upp-
skattningarna och antagandena ses 6ver regelbundet. En beskrivning av
anvénda antaganden och varderingsmetoder finns i redovisningsprinciperna for
respektive tillgang och skuld.

17 — Arsredovisning 2023 — SEB Pension och Forsakring AB, o
Transaktion 09222115557515318095

Investeringsavtal

Investeringsavtal ar avtal som inte verfor nagon betydande forsakringsrisk
fran forsakringstagaren till Bolaget och avser framst sparandeprodukter.
Samtliga Bolagets fond- och depaférsakringsavtal har klassificerats som
investeringsavtal.

Alternativa investeringar

Alternativa investeringar omfattar exempelvis private equity, hedgefonder,
infrastrukturfonder, illikvida krediter och distressed debt. Varderingen upprat-
tasi samarbete mellan respektive fonds forvaltningsbolag, fondadministratoér
ochiférekommande fall sérskilda varderingsforetag. Varderingen i Bolagets
redovisning bygger pa de senaste tillgéngliga rapporterna, och Bolaget gor en
bedémning om nagon justering behdver géras. Se dven Redovisning av finan-
siella instrument nedan och not 2 Upplysningar om risker.

Forsakringstekniska avsattningar

Varderingen av vissa forsakringstekniska avsattningar, sdsom livforsakringsav-
sattning och avsattning for oreglerade skador, innehaller flera bedémningar och
antaganden. Det antagande om diskonteringsrénta som Bolaget anvander utgar
ifran de metoder som ligger till grund i Solvens 2-regelverket, vilket innebér att
diskonteringsrantan harleds utifran marknadsnoteringar for rénteswappar jus-
terade for kreditrisk och for langre optider beror pa en modellerad langsiktig
terminsrénta. Antaganden gérs om bland annat dddlighet, driftskostnader och
annullationer. De dédlighetsantaganden som tilldmpas har framst sin grund i
Bolagets erfarenhet och beaktar den framtida férvantade minskningen av
daédligheten. Driftskostnads- och annullationsantaganden bygger pa Bola-

gets erfarenhet.

Transaktioner i utlandsk valuta
Bolagets rapporteringsvaluta &r svenska kronor. Transaktioner i utléndsk valuta
omréknas till den funktionella valutan till den valutakurs som foreligger pa
transaktionsdagen. Monetéra tillgdngar och skulder i utlandsk valuta raknas om
till den funktionella valutan till den valutakurs som foreligger pa balansdagen.
Icke-monetéra tillgdngar och skulder som redovisas till historiska anskaffnings-
varden omraknas till valutakurs vid transaktionstillfallet. Icke-monetéra till-
gangar och skulder som redovisas till verkligt varde omréknas till den funktio-
nella valutan till den kurs som rader vid tidpunkten for vardering till verk-
ligt vérde

Vinster och forluster som uppkommer pa grund av valutakursférandringar,
vid avyttring eller omréakning av monetéra och icke-monetéra poster, redovisas i
resultatrékningen.

Koncernbidrag
Koncernbidrag som lédmnas eller tas emot redovisas som minskning respektive
okning av fritt eget kapital efter justering for aktuell skatt.

Skatter

Avkastningsskatt

Bolaget betalar avkastningsskatt som baseras pa en beraknad avkastning pa

nettotillgangarna som forvaltas for forsakringstagarnas rakning samt pa fond-

och depaférsakringstillgdngarna. Premier pa kapitalférsakringar i den avkast-

ningsskattepliktiga verksamheten ingar ocksa i underlaget for avkastningsskatt.
Avkastningsskatten redovisas som en teknisk kostnad i resultatrakningen.

Inkomstskatt

Vissa verksamhetsgrenar (huvudsakligen sjuk-, vard- och grupplivforsékring)
och 6vrig verksamhet i Bolaget som inte &r férsékringsverksamhet, beskattas
enligtinkomstskattelagen. Resterande verksamhetsgrenar beskattas med
avkastningsskatt.

Aktuell skatt ar skatt som betalas eller erhalls avseende aktuellt ar, med
tilldmpning av de skattesatser som ar beslutade eller i praktiken beslutade per
balansdagen. Hit hor dven justering av aktuell skatt hanforlig till tidigare
perioder. Skattesatsen ar 20,6 procent.

Redovisning av finansiella instrument

Finansiella tillgangar

Finansiella tillgdngar redovisas nér Bolaget blir part i instrumentens kontraktu-
ella villkor och varderas vid férsta redovisningstillfallet till verkligt varde.
Transaktionskostnader laggs till det verkliga vardet férutom om tillgangen
avser finansiella tillgangar varderade till verkligt varde via resultatet da trans-
aktionskostnader redovisas i resultatet.

En finansiell tillgang tas bort fran balansrakningen nar de avtalsenliga rattig-
heterna till kassaflodena fran den finansiella tillgdngen upphor, om Bolaget i allt
vasentligt dverfor samtliga risker och férdelar som ar férknippade med dgandet
eller vid en vasentlig modifiering. Overlatelse av finansiella tillgangar dar
huvudsakligen alla risker och fordelar kvarstar ar aterkdpstransaktioner och
vardepapperslan. Finansiella tillgdngar varderade till verkligt varde redovisas i
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balansrakningen pa affarsdagen, vilket utgor den dag da Bolaget forbinder sig
att férvarva eller avyttra tillgangen. Detta géller inte for alternativa investe-
ringar dar Bolaget har férbundit sig att sdnda in medel under en viss 6ptid, vilka
redovisas i balansrakningen pa likviddagen. Ej likvidreglerade affarer per
balansdagen redovisas som fordran respektive skuld till motparten under évriga
fordringar eller 6vriga skulder. Om clearing sker via ett clearinginstitut redovi-
sas posten netto.

Bolaget klassificerar och varderar finansiella tillgdngar i kategorierna: finan-
siella tillgdngar varderade till verkligt varde via resultatet och upplupet anskaff-
ningsvarde. Klassificeringen beror pa om den finansiella tillgangen &r ett skul-
dinstrument, eget kapitalinstrument eller ett derivat.

Skuldinstrument (lanefordringar och rénteb&rande vardepapper)
Klassificeringen gors pa grundval av affarsmodellen for forvaltningen av de
finansiella tillgdngarna och huruvida de avtalsenliga kassaflédena endast
utgdrs av kapitalbelopp och ranta. Bedémningen baseras pa scenarier som rim-
ligen kan forvantas intraffa och beaktar hur portféljen utvarderas och rapporte-
ras till ledningen; risker som paverkar portféljens resultat och hur dessa risker
hanteras; ersattningsmodeller; samt frekvens, varde och tidpunkt for forsalj-
ningar inklusive skalen till forsaljningar. Vid bedémning om kassaflédena endast
utgdrs av kapitalbelopp och rénta, har kapitalbelopp definierats som verkligt
vérde av skuldinstrumentet vid forsta redovisningstillfallet vilket kan féréandras
over optiden om det forekommer aterbetalningar eller kapitalisering av ranta.
Kassafléden hanforliga till ranta innefattar ersattning for pengars tidsvérde,
kreditrisk, likviditetsrisk samt &ven administrativa kostnader och vinstmarginal.
Om det finns kontraktuella villkor som introducerar en exponering fér andra ris-
ker eller volatilitet, s& beddms kassaflodena inte utgéra endast betalningar av
kapitalbelopp och rénta. Skuldinstrument inkluderas i féljande balansposter:
Obligationer och ranteb&rande vardepapper samt derivat. Posterna inkluderar
instrument i féljande vérderingskategorier:

Verkligt vdrde via resultatet: Skuldinstrument klassificeras i denna kategori da
kriterierna for att varderas till upplupet anskaffningsvérde eller verkligt varde
via Ovrigt totalresultat inte ar uppfyllda. Detta ar fallet om affarsmodellen for
portfoljen r attinnehas fér handel, dar finansiella tillgangar klassificeras om de
innehas i syfte att séljas pa kort sikt for att generera vinst. Instrument &r obliga-
toriskt varderade till verkligt varde dver resultatet om tillgangarna forvaltas och
utvarderas baserat pa verkligt vérde eller om tillgdngarna innehavs med avsikt
att saljas, alternativt om de avtalsenliga kassaflédena inte utgdrs av endast
kapitalbelopp och ranta. Instrument som annars skulle varderas till verkligt
vérde via dvrigt totalresultat eller upplupet anskaffningsvarde inkluderasi
denna kategori om Bolaget, vid forsta redovisningstillfallet, valt att klassificera
till denna kategori (verkligtvardeoptionen). Verkligtvérdeoptionen kan endast
tillampas om det minskar inkonsekvenser i vérdering eller redovisning.

Bolaget har som princip att hanféra samtliga placeringstillgangar som &r
finansiella tillgngar till kategorin finansiella tillgdngar varderade till verkligt
vérde via resultatet. Detta da kapitalférvaltningens verksamhet [6pande utvér-
deras pa basis av verkliga varden.

Upplupet anskaffningsvérde: Skuldinstrument klassificeras i denna kategori
om foljande tva kriterier ar uppfyllda: a) affarsmodellens mal ar att inneha till-
gangarnai syfte att erhalla avtalsenliga kassafloden och b) de avtalsenliga kas-
saflédena utgdrs endast av kapitalbelopp och rénta. Det redovisade bruttovér-
det for dessa tillgangar beréknas med effektivrantemetoden och justeras for
forvantade kreditforluster.

Eget kapitalinstrument

Eget kapitalinstrument klassificeras som finansiella tillgangar véarderade till
verkligt vérde via resultatet. Ett oaterkalleligt val att klassificera eget kapitalin-
strument (som inte innehas fér handel) till verkligt varde via 6vrigt totalresultat
kan goras vid férsta redovisningstillfallet. Detta val har inte tillampats i Bolaget.

Derivat
Derivat ska klassificeras som finansiella tillgdngar varderade till verkligt varde
via resultatet (innehas for handel).

Derivat med positiva verkliga varden redovisas som placeringstillgangar
medan derivat med negativa verkliga varden redovisas som skulder. Derivat
anvénds for att ekonomiskt sékra risker avseende rénte-, aktie- och valuta-
kursexponeringar som bolaget &r utsatt for samt for att effektivisera kapitalfor-
valtningen. Bolaget tillampar inte sakringsredovisning.

I de fall det finns noterade kurser anvands dessa. For derivat som saknar
noterade kurser gors vardering genom vedertagna teoretiska modeller baserat
pa information om underliggande instrument.

Finansiella skulder

Nar finansiella skulder redovisas forsta gdngen varderas de till verkligt varde.
Nar det géller finansiella skulder som varderas till verkligt varde via resultatet
redovisas transaktionskostnader som &r direkt hanforliga till férvarvet eller
emissionen av den finansiella skulden i resultatrékningen. For 6vriga finansiella
skulder redovisas transaktionskostnader som en justering av det verkliga var-

det. Finansiella skulder tas bort fran balansrakningen nar de utslécks, det vill
séga nar atagandet upphor, annulleras eller fullgors.

Finansiella skulder vdrderade till verkligt vérde via resultatet

Kategorin finansiella skulder varderade till verkligt varde via resultatet
innehaller finansiella skulder som innehas for handel och finansiella skulder som
Bolaget vid forsta redovisningstillfallet valt att fora till denna kategori (verklig-
tvardeoptionen). Klassificering av finansiella skulder under verkligtvérdeoptio-
nen kan ske om ett av féljande kriterier ar uppfyllt: kontrakten innehaller ett
eller flera inbaddade derivat, instrumenten férvaltas och utvarderas baserat pa
verkligt varde, alternativt om det minskar inkonsekvenser i vardering eller redo-
visning. Skulder till férsakringstagare for fondférsakringsavtal och depaforsak-
ringsavtal har denna klassificering. Finansiella skulder som innehas fér handel
ar foretradesvis korta positioner i rantebarande vardepapper och derivatinstru-
ment som inte &r sakringsinstrument.

Ovriga finansiella skulder

| kategorin Ovriga finansiella skulder ingar annu ej likvidreglerade vardepap-
persaffarer, leverantorsskulder och aterkdpsavtal. Ovriga finansiella skulder
(exkl. aterkopsavtal) varderas [6pande efter forsta redovisningstillfallet till
upplupet anskaffningsvarde genom anvandande av effektivrantemetoden.

Finansiella transaktioner som nettoredovisas

Finansiella tillgangar och skulder nettoredovisas i balansrakningen nér det finns
en legal rattighet att nettoredovisa transaktioner och det finns en avsikt att er-
lagga likvid netto eller realisera tillgangen och erlagga likvid for skulden samtidigt.

Aterkopstransaktioner
Med aterkopstransaktioner, eller repotransaktioner, avses avtal dér parterna
samtidigt har kommit 6verens om forséljning och aterkdp av ett visst vardepap-
per till ett i forvag bestamt pris och pa avtalat datum. Vardepapper som salts i
en repotransaktion kvarstar i balansrakningen och redovisas dessutom som
stalld sékerhet for egna skulder nér kontantsékerhet erhalls. Erhallen likvid
redovisas som Ovriga skulder. P& motsvarande satt nar Bolaget képer vérde-
papper med ett dtagande att sélja dem till ett i forvag bestamt pris, s kallad
omvéand repotransaktion, redovisas inte vardepappret i balansrékningen. Den
erlagda likviden redovisas som 6vriga finansiella placeringstillgangar.
Aterkopstransaktioner redovisas till verkligt varde via resultatet.

Realiserade och orealiserade vardeférandringar
Realisationsvinster och realisationsférluster definieras som skillnaden mellan
forsaljningspris och anskaffningsvéarde. For rantebarande obligationer och for-
lagslan &r anskaffningsvardet det upplupna anskaffningsvardet och for 6vriga
placeringstillgdngar det historiska anskaffningsvardet. Vid forsaljning av place-
ringstillgdngar aterfors tidigare orealiserade vardeférandringar som justerings-
post under posterna orealiserade vinster pa placeringstillgangar respektive
orealiserade forluster pa placeringstillgéngar. Realiserade och orealiserade vin-
ster och forluster redovisas netto per tillgangsslag.

Sadana vardeforandringar som forklaras av valutakursfoérandringar redovi-
sas som valutakursvinst eller valutakursforlust under posten Kapitalavkastning,
intékter, alternativt Kapitalavkastning, kostnader.

Kapitalforvaltningskostnader

Alla kostnader for kapitalférvaltning redovisas som kapitalférvaltningskostna-
der, férutom fasta och rérliga arvoden i vissa former av fondlésningar som redo-
visas som avdrag fran kapitalavkastningen.

Kapitalforvaltningskostnader delas upp i fast och rérligt arvode. Fast arvode
innefattar kostnader for férvaltning, administration och vérdepappersdepaer.
Rorligt arvode kan uppsta nar avkastning i ett tillgangsslag dverstiger jamforel-
seindex eller avtalad procentsats.

Courtage vid kép och forséljning av finansiella instrument redovisas som
transaktionskostnader som aterfinns under kapitalavkastning, kostnader i
resultatrakningen.

Férsakringsavtal

Forsakringsavtal redovisas och vérderas i resultat- och balansrékning i enlighet
med sin ekonomiska innebdrd och inte efter dess juridiska form, i de fall dessa
skiljer sig at. Sasom forsékringsavtal redovisas de avtal som éverfor betydande
forsakringsrisk fran forsakringstagaren till Bolaget och dér Bolaget avtalat att
kompensera forsakringstagaren eller annan formanstagare om en forutbe-
stdmd forsékrad handelse skulle intréffa.

Samtliga riskforsakringar i Bolaget klassificeras som férsakringsavtal och
redovisas enligt lagbegrénsad IFRS. Traditionell livforsékring innehaller en
diskretionar del.. Detta innebér att forsakringstagaren kan erhalla, som komple-
ment till garanterade erséattningar, ytterligare ersattningar eller aterbéaring.
Dessa avtal redovisas i sin helhet enligt de principer som etablerats for
forsakringsavtal. Aven forsakringskomponenten i ett fondforsakringsavtal
sarredovisas (s.k. unbundling) medan investeringskomponenten redovisas som
investeringsavtal.
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Redovisning av forsakringsavtal

Intéktsredovisning/Premieinkomst

Som premieinkomst inom livférsakring redovisas inbetalda belopp under raken-
skapsaret enligt forsakringsavtal for direktforsakring, oavsett om dessa helt
eller delvis avser ett senare rakenskapsar. Den del av premien som inte ar intja-
nad avsatts till livforsakringsavsattning.

Som premieinkomst inom skadeférsakring redovisas den totala bruttopre-
mien for direktférsakring som inbetalts eller kan tillgodoféras. Bolaget for for-
sakringsavtal dar forsakringsperioden pabdrjats fore rakenskapsarets utgang.
Som premieinkomst redovisas ocksa premier for forsakringsperioder som
paborjas forst efter rakenskapsarets utgang, om de enligt avtal forfaller till
betalning under rakenskapsaret. Premieintakten motsvarar den del av premie-
inkomsten som &r intjanad. Den del av premien som inte &r intjdnad avsatts till
Avséttning for ej intjdnade premier.

Forsdkringstekniska avsdttningar

Forsakringstekniska avsattningar utgdrs av avsattning for ej intjdnade premier,
livforsakringsavsattning, avsattning for oreglerade skador, 6vriga forsakrings-
tekniska avsattningar samt villkorad aterbéring.

Avsdttning for ef intjdnade premier och kvardrdjande risker

Avsattning for ej intjdnade premier i skadeforsakringsrorelsen beraknas indivi-
duellt enligt pro rata temporis-metoden, vilket innebar att avsattningen normalt
ar tidsproportionell under férsékringsavtalens [6ptid. Vid berakningen gérs en
uppskattning av de férvantade kostnaderna fér skador som kan komma att
intraffa under dessa forsakringars aterstaende (6ptid samt for forvaltningskost-
naderna under denna tid. Om premienivan bedéms vara otillracklig for att tacka
de férvantade skade- och driftskostnaderna, ska avsattning for ej intjanade pre-
mier forstarkas med avsattning for kvardrdjande risker. Samma metod anvands
for sjukforsakring, grupplivforsakring och individuell dodsfallsférsakring inom
livforsakringsomradet.

Livférsdkringsavsdttning

Livférsakringsavsattning utgdrs av det berdknade nuvardet av Bolagets fram-
tida forpliktelser for garanterade ataganden minskat med nuvéardet av de pre-
mier Bolaget ytterligare har att uppbara. Vid berékningen har hansyn tagits till
de kostnader som reglering av framtida forsakringsfall medfér. Beloppet redovi-
sas inklusive eventuellt forekommande garanterad aterbaring. Fér verksamhet
med aterbaringsmetod enligt pensionstillaggsmetod ingar den av styrelsen
beslutade forvéantade utbetalning av pensionstillagg for det kommande aret i
livférsakringsavsattningen.

Tjanstepensionsverksamhet vérderas enligt sa kallade aktsamma antagan-
den. Detta paverkar framforallt valet av diskonteringsranta, vilken utgér ifran
riskfria marknadsrantor. Aven for vrig livforsakringsverksamhet anvénds i
redovisningssammanhang aktsamma antaganden med skélet att dessa anta-
ganden ger en redovisning som &r mer relevant men inte mindre tillforlitlig (jam-
fort med om betryggande antaganden hade tillampats). I not 32 redogdrs for
effekten pa livforsakringsavsattning for 6vrig livforsakring om betryggande
antaganden hade tillampats.

Vid vardering av nominella férpliktelser i redovisningen har diskonteringsrén-
tan utgatt utifran de metoder som &r i Solvens 2-regelverket. Det innebar bland
annat att diskonteringsrantan hérleds utifran marknadsnoteringar for rén-
teswappar justerade for kreditrisk medan den for langre Optider beror pa en
antagen langsiktig terminsrénta.

Avdrag fran diskonteringsréntorna gors for kapitalforvaltningskostnad samt
for avkastningsskatt. Ett antagande om statslaneranta ligger till grund for den
schablonavkastning som avkastningsskatten baseras pa. Antagandet om stats-
lanerénta utgors av tioariga terminsrantor for statsobligationer. Framtida drifts-
kostnader beaktas med utgangspunkt fran aktuella skattade driftskostnader
fér administration per kvarvarande férsakringsavtal, uppréknade med prisinfla-
tion, med ett paslag om en procentenhet. Prisinflationen harleds fran mark-
nadsnoteringar for svenska statsobligationer och svenska statens realobligatio-
ner for upp till 10 ars &ptid, darefter antas en arlig prisinflation pa tva procent.

Dédlighetsantagandet ar en sé kallad generationsdddlighet, med olika anta-
ganden for en given alder beroende pa fodelsear som tar hansyn till den forvan-
tade fortsatta dédlighetsminskningen for yngre generationer. Antaganden som
anvands bygger framst pa egen statistik fran den svenska delen av de traditio-
nella livforsakringsbestanden i koncernen, men dven pa branschgemensamma
dddlighetsundersdkningar (DUS), och beaktar den framtida férvantade minsk-
ningen av dodligheten enligt SCB:s prognoser.

Forsakringstagarnas rattigheter att andra avtalen beaktas genom antagande
om fribrevsfrekvens pa l6pande premier beroende pa produkt, flyttfrekvens pa
flyttbara pensionsforsakringar samt aterkdpsfrekvens pa kapitalférsakringar
beroende pa uppnadd duration. Samtliga antaganden baseras pa Bolagets
erfarenhet.

For all verksamhet géller att del av periodiserad premie eller ersattning som
hanfor sig till tid efter respektive fore balansdagen har periodiserats linjart.
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Avsdttning for oreglerade skador

Avséttning for oreglerade skador bestér av avsattning for intraffade men annu
inte rapporterade skador, avsattning for sjukrantor och sjukvardskostnader for
redan intraffade och kanda forsakringsfall samt faststalld forsakringsersattning
och tilldelad aterbaring vilka har forfallit till betalning men &nnu ej utbetalats.

Avsattning for intraffade men @annu inte rapporterade skador utgérs av den
vid balansdagen forvantade redan intraffade skadekostnaden, vilken dock vid
balansdagen &r okand for Bolaget. Avsattningen skattas fran Bolagets kanda
riskexponering, férvantad skadefrekvens och en skattning av férdréjningen vid
rapportering av skadefall baserad pa Bolagets erfarenhet.

Avséttning for sjukrantor har gjorts for pagaende periodiska ersattningar for
intraffade sjukskador. | det avseendet justeras de ranteantaganden som tillam-
pas vid diskontering av nominella ataganden med ett antagande om inflation
hérlett frin marknadsnoteringar for svenska statsobligationer och svenska sta-
tens realobligationer, da forpliktelserna i regel &r knutna till ett index avsett att
spegla framtida inflation. Efter 10 &r antas inflationen vara 2 procent arligen.
Antagande om framtida avveckling av pagaende sjukskador baseras pa Bola-
gets erfarenhet.

Avséattningen for skadeforsakring, sjukvardsforsakringar och dylikt, utgdrs av
den uppskattade slutliga kostnaden for att tillgodose alla krav som beror pa for-
sakringsfall vilka intraffat fore rakenskapsarets slut.

Framtida skaderegleringskostnader av foérsakringsersattningen for sjukfor-
sakring respektive for sjukvardsforsakring baseras pa antaganden utifran Bola-
gets erfarenhet och ingdr i avsattningen for oreglerade skador.

Ovriga férsdkringstekniska avsdttningar

Ovriga forsakringstekniska avsattningar bestar av avsattning for faststalld
ersattning, och avser till betalning forfallna men annu inte utbetalda forsak-
ringsersattningar.

Villkorad Gterbdring — Forsakringsteknisk avsdttning for livforsékringar for vilka
forsdkringstagaren bér risk

Villkorad aterbaring férekommer inom traditionell forsakring med av Bolaget
nominella utfastelser. Villkorad aterbaring berédknas kollektivt per delbestand:
kollektivavtalade tjanstepensionsavtal med formansbestamda pensioner, 6vrig
tjanstepensionsverksamhet samt vrig livférsakring, och definieras till skillna-
den, i den man den &r positiv, mellan verkligt vérde pa de tillgangar som hanfor
sig till dessa avtal och de forsakringstekniska avsattningarna for de garante-
rade atagandena. Resultatet av kapitalavkastning och forsakringsrisker tillfaller
eller belastar delbestanden och dérmed foérsakringstagarna medan Bolaget
svarar for driftskostnadsrisken. Forluster i kapitalavkastning och férsakringsris-
ker tacks av delbestanden sa lange villkorad aterbaring racker till, darefter
belastas Bolagets resultat. Villkorad aterbaring som redovisas under denna
post avser endast férsakringsavtal.

Forlustprévning

Bolagets tilldmpade redovisnings- och varderingsprinciper for forsakringstek-
niska avséattningar innebar automatiskt en prévning av att avsattningarna ar till-
rackliga med avseende pa forvantade framtida kassafloden. For forsakringstek-
niska avséattningar gors detta genom att de férvantade framtida kassaflédena
for de garanterade atagandena diskonteras och jamfors med motsvarande del-
bestands tillgangsmassa. Om tillgdngarna inte &r tillrackliga sa redovisas ett
underskott direkt i resultatrakningen.

Avgiven Gterforsdkring

Som premie for avgiven aterforsakring redovisas belopp som betalats ut under
rakenskapsaret eller belopp som tagits upp som en skuld till forsakringsforetag
som mottagit aterforsékring enligt ingdngna aterforsakringsavtal, inklusive
portféljpremier. Premierna periodiseras sa att kostnaden fordelas till den period
som forsakringsskyddet avser. Aterforsikrares andel av forsakringstekniska
avsattningar motsvarar aterforsakrares ansvar for forsakringstekniska avsatt-
ningar enligt ingdngna avtal. Om atervinningsvardet pa balansdagen ar lagre &n
redovisat varde pa tillgangen skrivs tillgangen ned till atervinningsvardet och
nedskrivningen kostnadsfors i resultatrédkningen.

Investeringsavtal

Investeringsavtal ar avtal som inte 6verfor nagon betydande forsakringsrisk
fran forsakringstagaren till Bolaget utan framst avser sparandeprodukter.
Samtliga Bolagets fond- och depaférsékringsavtal har klassificerats som
investeringsavtal.

Redovisning av investeringsavtal

Sa kallad deposit accounting tillampas for investeringsavtalen. Det innebar att
insattningar och uttag ur férsakringen fors direkt mot balansrékningen utan
redovisning i resultatréakningen. Endast Bolagets intékter i form av férsakrings-
avgifter och driftskostnader syns i resultatrakningen. Darmed kommer Bolaget
inte att redovisa nagon premieinkomst i resultatrakningen for dessa avtal och
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Not 1 fortsdttning ~ Visentliga redovisnings- och vdrderingsprinciper

inte heller utbetalda férsakringserséattningar. Dessa fléden tillsammans med
forandring i forsakringstekniska avsattningar framgar som avstamningsposter
i noter till avsattningar i balansrakningen. Intékter i form av avgifter redovisas i
resultatrakningen under "Avgifter fran investeringsavtal”, Aterforda forvalt-
ningsarvoden fran fondforvaltare redovisas i "Ovriga tekniska intakter” vari
&ven avgiftsuttag for avkastningsskatt ingar.

Intéktsredovisning

De olika typer av avgifter som debiteras kunderna for férvaltning av investe-
ringsavtalintaktsfors i takt med att Bolaget tillhandahaller forvaltningstjanster
tillinnehavarna av avtalen. Tjansterna tillhandahalls jamnt férdelade under
avtalens l6ptid.

Fondforsakringsatagande — Forsakringsteknisk avsattning

for livforsakringar for vilka forsakringstagaren bar risk
Fondforsakringsatagandet klassificeras som investeringsavtal. Skulderna var-
deras till verkligt varde pa de fonder som &r kopplade till avtalen. Det verkliga
vérdet faststalls med hjélp av aktuella fondvarden som speglar det verkliga var-
det pa de finansiella tillgdngar som finns i de fonder till vilka skulderna ar l&n-
kade, multiplicerat med antalet andelar som tillréknas forsakringstagaren pa
balansdagen. Aven inbetalda premier som annu inte hunnit bli placerade i fon-
der ingér i denna avsattning. Avsattningen justeras dven for upplupna avgifter
(minskning av avsattning) samt for upplupen aterforing av fondférvaltningsra-
batter (6kning av avsattning). Om de férvantade framtida intakterna &r lagre an
forvantade rorliga kostnaderna, ska en avsattning goras.

Villkorad aterbaring — Forsakringsteknisk avsattning

for livférsakringar for vilka forsékringstagaren bér risk

Depaforsakring klassificeras som investeringsavtal och skulderna tas upp som
villkorad aterbéring. Avsattning for villkorad aterbaring motsvarar minst vardet
av de tillgdngar som hor till forsakringen och oplacerade premier justerat for
upplupna riskpremier och avgifter samt fér upplupen aterféring av fondforvalt-
ningsrabatter.
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Forutbetalda anskaffningskostnader

Direkta anskaffningskostnader som har ett klart samband med tecknande av
avtal, samt om de har ett vasentligt varde for Bolaget kommande ar aktiveras
som férutbetalda anskaffningskostnader och skrivs av under avtalens uppskat-
tade intjanandetid. Fran och med ar 2022 ar det endast premieprovisioner inom
traditionell forsékring som aktiveras och dessa skrivs av linjart under fem ar.
Restvérdet for de forutbetalda anskaffningskostnaderna redovisas i balansrék-
ningen och testas arligen for nedskrivningsbehov.

Leasing

Bolaget tillampar méjligheten i RFR 2 att inte tillampa IFRS 16 i juridisk person.
Bolaget agerar som leasingtagare och redovisar leasingavgifter som kostnad pa
linjar basis éver hyrestiden (dvs. som en operationell lease). Bolagets leasing-
kostnader redovisas i resultatrdkningen som driftskostnader och avser hyra av
lokaler och IT-utrustning.

Immateriella tillgdngar

Immateriella tillgangar &r identifierbara icke-monetéra tillgangar utan fysisk
form. Immateriella tillgangar redovisas i balansrakningen endast om det &r tro-
ligt att de férvantade framtida ekonomiska férdelarna som kan hénféras till till-
gangen kommer att tillfalla Bolaget samt om tillgangens anskaffningsvérde kan
beraknas pa ett tillforlitligt satt.

Vid forsta redovisningstillfallet varderas immateriella tillgangar till anskaff-
ningsvarde och darefter till anskaffningsvarde efter avdrag for eventuella acku-
mulerade avskrivningar och ackumulerade nedskrivningar. Immateriella till-
gangar med begransad nyttjandeperiod skrivs av linjart dver den faststéllda
nyttjandeperioden och prévas for nedskrivning en géng per ar och nar handel-
ser eller férandringar i forhallanden indikerar att det redovisade vardet inte ar
atervinningsbart.
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Not 2 Upplysningar om risker

Bolagets affarsverksamhet ger frimst upphov till forsakringsrisker, finansiella
risker, operativa risker och affarsrisker vilka kan paverka Bolagets resultat och
finansiella stallning. Styrelsen har huvudansvaret fér hanteringen av de risker
Bolaget ar exponerat for.

Bolagets verkstallande direktdr har det Svergripande operativa ansvaret for
entillfredstéallande riskhantering i Bolaget. Den l&pande riskhanteringen inom
Bolaget &r decentraliserad genom att samtliga chefer ansvarar for riskhante-
ringen inom sin respektive enhet samt fér de processer som enheten hanterar.

Inom Bolaget finns en oberoende riskfunktion som har till uppgift att analy-
sera och 6vervaka Bolagets risker samt sdkerstélla en komplett och regelbun-
den rapportering av Bolagets riskexponering till styrelse och verkstéallande
direktor. Riskfunktionen ska ocksa 6vervaka och utvardera systemet for risk-
hantering, vilket ska uppfylla interna krav och externa regelverk. Riskfunktio-
nen har ett ndra samarbete med aktuariefunktionen.

Vidare sker uppféljning av Bolagets interna kontroll- och regelefterlevnad
genom det arbete som utférs av de oberoende kontrollfunktionerna complian-
cefunktionen och internrevisionsfunktionen.

Bolagets styrmodell fér riskhantering

Bolagets riskhanteringssystem, vilket beskrivs i avsnitten nedan, inkluderar
féljande komponenter:

« Faststallande av Bolagets styrmodell fér riskhantering genom antagande
av instruktioner

Faststéallande av Bolagets risktolerans (baserat pa Bolagets strategi

och affarsmodell)

Hantering och styrning av risker (identifiera, utvardera, mata, dvervaka)
« Egenrisk- och solvensbeddmning (ORSA)

Riskrapportering till Bolagets styrelse och ledning

Bolagets styrmodell for riskhantering utvarderas arligen i syfte att sékerstalla
en tydlig organisation samt &ndamalsenliga styrdokument och principer.

Faststéllande av Bolagets styrmodell for riskhantering genom antagande
av instruktioner
Styrelsen faststéller de riktlinjer som ska gélla for riskhantering, riskrapporte-
ring, intern kontroll och uppfdljning. Styrelsen har antagit en riskinstruktion som
pa en dvergripande niva satter ramarna for Bolagets riskhantering (inklusive rol-
ler och ansvar), en instruktion fér den oberoende riskfunktionen samt en instruk-
tion avseende solvenskapital och den egna risk- och solvensbeddmningen.

| tilldgg har Bolaget specifika instruktioner och riktlinjer som definierar risk-
hanteringen for respektive riskkategori mer i detalj. Exempel pa detta &r Bola-
gets placeringsriktlinjer som reglerar hanteringen av finansiella risker och Bola-
gets forsakringstekniska riktlinjer som reglerar hanteringen av teckningsrisker.

Faststéllande av Bolagets risktolerans
Styrelsen faststaller arligen Bolagets risktolerans genom att anta ett sa kallat
Risk tolerance statement.

Bolagets dvergripande risktolerans definieras genom en miniminiva for
solvenskvot, det vill saga hur stor kapitalbasen ska vara i relation till solvenska-
pitalkravet. Solvenskvoten kontrolleras och rapporteras [6pande.

Ut6ver detta har Bolaget definierat riskmatt per riskkategori, vilka foljs upp
kontinuerligti syfte att skerstalla att verksamheten bedrivs inom ramen for fast-
stalld risktolerans. Exempel pa detta &r maximalt accepterad forlust vid
stresstest av tillgangar och skulder (finansiell risk), skillnad i rantekanslighet mel-
lan tillgangar och skulder (finansiell risk), tekniskt riskresultat i relation till pre-
mier (teckningsrisk) samt belopp kopplat till operativa incidenter (operativ risk).

Styrelsen har faststéllt toleransnivaer per riskmatt vilka avrapporteras vid
varje styrelsesammantrade.

Utover den av styrelsen faststallda risktoleransen finns dven riskméatt med
relaterade toleransnivaer av mer detaljerad och operativ karaktar, som fast-
stalls av VD:s riskkommitté.

Hantering och styrning av risker — Férsakringsrisker

Bolaget tecknar fondférsékring, traditionell livforsakring, sjuk-, gruppliv- och
skadeférsakring till bade foretag och privatkunder. Forsakringsrisker i Bolaget
uppstar primart inom liv- och sjukférsakring och bestar i att utfallet blir samre

Kénslighetsanalys avseende férsékringsrisker, Mkr

an antaget vid premie- och reservséattning, att enskilda stora risker utfaller till
Bolagets nackdel eller att en enskild skadehandelse drabbar flera férsakrade.
Forsakringsrisker delas in i dédlighets-, langlevnads-, sjuklighets- och annulla-
tions- och driftskostnadsrisker. Riskerna begransas genom att Bolaget har teck-
ningsriktlinjer for riskférsakringar och Bolaget har ocksa implementerat tydliga
processer for hur riskbeddmning av kunder ska genomféras. Bolaget anvander
vidare antaganden som bedéms som aktsamma i premieséttningen, dessa anta-
ganden féljs l6pande upp mot utfall och omprévas vid behov.

Dédlighetsrisker bestar i att dodligheten bland de férsakrade i Bolaget blir hégre
ande antaganden som anvants vid prissattning och reservsattning. Bolagets expo-
nering for dodsfallsrisker begrénsas genom tillampning av riktlinjer fér riskbedém-
ningar for att skerstalla att produkterna ar prissatta i motsvarighet till den forsakra-
des hélsostatus och genom begransning av forsakringsbeloppen samt genom ater-
forsakring. Darutéver har Bolaget en ensidig rétt att &ndra premienivaerna varje ar.

Langlevnadsrisker bestdr i att de férsakrade lever langre an de antaganden som
anvants vid prissattning och reservsattning. Bolagets exponering for langlevnads-
risk begrénsas genom att anvéanda forsiktiga antaganden for aterstaende livslangd.
Antaganden om dddlighet innefattar trender med succesivt léngre livslangd och
baseras pa saval bade interna som externa data. Darutdver har Bolaget en ensidig
ratt att andra antaganden for befintliga forsakringsavtal och fér dverskottsdelen
(villkorad aterbéaring) inom traditionell férsakring med ratt till dterbetalning.

Sjuklighetsrisker bestar i att den faktiska sjukligheten bland de forsakrade
blir hégre &n de antaganden som anvants i premiesattningen och/eller att
avvecklingen av pagaende sjukfall tar langre tid an de antaganden som anvants
i reservsattningen. Bolagets exponering for sjuklighetsrisker begransas genom
tilldmpning av riktlinjer for riskbeddmningar for att sakerstalla att produkterna
ar prissatta i motsvarighet till den férsakrades halsostatus och genom aterfor-
sakring. Darutover har Bolaget en ensidig ratt andra premienivaerna varje ar.

Annullationsrisker ar risken att férsakringstagarna upphor att betala pre-
mier, aterkoper, flyttar eller andrar forsakringsavtalet pa ett satt som Bolaget
inte férutsett i sin prissattning eller reservsattning. Annullationsrisker &r néra
kopplade till driftskostnadsrisker.

Driftskostnadsrisker bestar i att utfallet av intékter och kostnader blir samre
an antaget, beroende pa exempelvis negativ utveckling av marknadsvérdet av
férsékringstagarnas placeringar, hdga annullationer av férsakringsavtal eller i
Ovrigt ogynnsam pris- och kostnadsutveckling. Bolagets exponering for annulla-
tions- och driftskostnadsrisker hanteras genom en adekvat produktdesign och
prissattning samt genom frekvent uppféljning av utfall mot gjorda antaganden.

l:\terfbrsékring

Bolagets forsakringsrisker begransas genom det aterférsakringsprogram som
tecknas for vissa sjuk- och dodsfallsrisker. Aterfﬁrsékringsskydd tecknas dels
for att begransa exponering per risk, dels for katastrofskydd. Sjalvbehallet for
enskild risk, det vill séga den maximala riskexponering Bolaget bar for varje for-
sakrad, uppgar till en miljon kronor i risksumma for affar tecknad till och med
den 31december 2004.

Fran och med den 1januari 2008 har Bolaget for affar tecknad fran och med
den 1januari 2005 samt all gruppforsakringsaffar ingatt ett nytt aterforsak-
ringsprogram. Fér Bolagets del innebér detta att dodsfallsrisker aterférsakras
till 80 procent. Utfallet i total skadekostnad for samtliga dodsfalls- och sjukris-
ker jamfdrs med en férvantad riskskadekostnad. Blir utfallet i faktisk skadekost-
nad samre an det forvantade far Bolaget tackning for detta fran aterforsak-
ringsbolaget upp till en maximal utjamningskapacitet. Vid ett utfall som ar
battre an forvantat betalar Bolaget detta riskresultat till aterforsakringsbola-
get. Programmet reducerar séledes svangningar i riskresultatet.

Aterfbrsékringsavtal har ingatts med aterforsakrare dar motpartsrisken
bedéms som mycket lag.

Kénslighetsanalys avseende férsékringsrisker
Inom livforsakring ar de forsakringstekniska avsattningarna kansliga fér férand-
ringar i antaganden sasom dédlighet, sjuklighet och driftskostnader. Kanslighets-
analysen genomfors genom att mata effekten pa eget kapital av forandringar i
centrala antaganden. Justering gors for effekter pa eget kapital av villkorad
aterbaring, vilken fungerar som en buffert och reducerar kapitalkravet. Effek-
terna har méatts antagande fér antagande, med 6vriga antaganden konstanta.
Tabellen nedan anger férhallande per den 31december 2023, belopp anges i mkr.

Effekt pa villkorad aterbaring Effekt pa eget kapital (fore skatt)
Férsékringsrisk Kortfattad beskrivning 2023 2022 2023 2022
Dédlighet Det mest ogynnsamma scenariot av en hjning eller sénkning -50 -36 -53 —49
(i detta fall: sénkning) av dodlighets-antagandet med 10 procent per
ar i berakning av forsakringstekniska avsattningar.
Sjuklighet En sénkning i avvecklingsantagandet med 10 procent per ar i 0 0 —40 —40
berakning av férsakringstekniska avsattningar.
Driftskostnader En 6kning med 10 procent av administrationskostnader under ett ar. 0 0 -59 -53
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Not 2 fortséttning ~ Upplysningar om risker

Koncentrationer av férsakringsrisk

All forsakringsrisk ar tecknad i Sverige, huvudsakligen pa svenska medborgare
och alltid pa fysiska personer. Riskkoncentration forekommer darmed inte i
stdrre utstrackning an vad som i princip motsvarar férdelningen av svenska
medborgare i Sverige. Genom aterforséakringsprogram reduceras riskkoncen-
trationen ytterligare.

Faktiska skadeansprak jamfort med tidigare uppskattningar
Avvecklingsresultatet mater hur skadorna avvecklas jamfort med tidigare
uppskattningar. Uppfdljning av avvecklingsresultatet gors framst inom sjukfor-
sakring och skadeforsékring. Under 2023 uppgick avvecklingsresultatet, fore
avgiven aterforsakring, till 70 (121) mkr inom sjukférsakring och —35,5 (—26,3)
mkr inom skadeforsakring. Detta innebér att avsattningarna for tidigare ars
skador har varit tillrackliga inom sjukférsékring men inte tillrackliga inom
skadeforsakring.

Hantering och styrning av risker — Finansiella risker

Bolaget ar exponerat for finansiella risker genom investeringar i sin traditionella
livforsakringsrorelse och i riskforsakringsrorelsen, samt vid placering av kapital
for egen rakning.

Avseende fondférsakring, vilken innefattar den stérsta delen av Bolagets
verksamhet, sa star Bolaget inte den direkta marknadsrisken eftersom forsak-
ringstagaren star for placeringsrisken. Intékterna inom fondférsékring bestar
dock till stor del av avgifter fran tillgdngar under férvaltning baserat pa fondan-
delarnas varde och paverkas darfor av fondernas vardeutveckling, vilket i sin
tur &r att betrakta som enrisk i Bolagets framtida intjéning.

Styrelsen satter ramarna for hantering och styrning av Bolagets finansiella
risker genom att formulera en dvergripande riskprofil fér Bolaget (se skrivning
kring risktolerans ovan) samt anta placeringsriktlinjer. Placeringsriktlinjerna
anger Bolagets finansiella riskprofil, strategisk tillgangsférdelning, riskbudget
samt organisation for styrning av finansiella risker. Styrelsen har genom place-
ringsriktlinjerna faststallt ramar for kapitalférvaltningen. Rutiner finns for att
sakerstalla att kapitalférvaltningen bedrivs enligt faststallda riktlinjer samt for
attimplementera och félja upp beslut tagna av VD eller styrelsen avseende
finansiella risker. De finansiella riskerna i de traditionella portféljerna styrs
genom faststallda risktoleranser samt limiter per portfdlj.

Rénterisk

Bolaget &r exponerat for ranterisk genom risken for att marknadsvéardet pa rén-
tebérande tillgangar sjunker da réntan stiger. Ranterisken 6kar med tillgangens
l6ptid. Bolaget ar &ven exponerat for ranterisk pa skuldsidan i och med de
garanterade forsakringsbelopp som forsakringstagarna ar berattigade till. De
livforsakringstekniska avsattningarna diskonteras med marknadsrantor, dér-
med &r en rantenedgang oférdelaktig for Bolaget.

Eftersom Bolagets portfdlj till en betydande del &r investerad i rantebarande
tillgdngar och de forsakringstekniska avsattningarna till stor del diskonteras till
marknadsrantor &r analys av rantekansligheten i tillgadngarna respektive avsatt-
ningarna centrali kapitalférvaltningen. For att balansera dessa risker har Bola-
get ett ranteimmuniseringsprogram dér derivat anvands for att begrénsa odn-
skade utfall till foljd av férandrade marknadsrantor.

Se tabellen nedan for réntebindningstider for obligationer och andra rante-
barande vardepapper exklusive derivat:

Rantebindningstider
2023 2022

Tid Andel, procent Andel, Mkr Andel, procent Andel, Mkr
0-1ar 2,2 306 7.4 927
1-3ar 62,0 8575 62,1 7806
3-5ar 33,2 4591 26,2 3289
5-10ar 2,0 283 3,7 471
>10ar 0,6 81 0,6 74
TOTALT 100,0 13836 100,0 12567
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Nedanstaende tabeller visar andelen odiskonterade kassafldden for angiven
|6ptidsfordelning for livférsakringsavsattningar tillsammans med forfallostruk-
turen pa Bolagets réantebarande tillgangar inklusive repofinansierade tillgangar
och pantsatta finansiella instrument, exklusive derivat. Nettoexponeringen
hanteras genom anvandning av rantederivat.

Loptidsanalys for réntebarande tillgangar
och livforsakringsavsattningar, Mkr®)

Langre én
2023 Inom14r 1-54r 5-10 ar 10 4r
Livférsékringsavséattningar 1672 6312 6167 16 680
Réntebarande tillgangar 673 13688 1120 88
1) Tabellen visar odiskonterade vérden.

Langre an
2022 Inom 14r 1-54r 5-10 ar 104r
Livforsakringsavséattningar 1506 5912 6236 15548
Rantebarande tillgangar 1050 11183 1639 81
1) Tabellen visar odiskonterade varden.

I nedanstaende tabell visas 6ptidsanalys for derivat.
Loptidsanalys for derivat, Mkr?
2023 <3man 3man<1ar 1-5ar >5 ar
Derivatinstrument som
innehas fér handel
Derivat, inflode 24709 4249 2527 2292

Derivat, utfléde 24095 4633 3011 1818
Derivat, nettoflode 614 —384 —484 474

2) Tabellen visar odiskonterade varden.

2022 <3man 3man<1lar 1-5ar >5ar
Derivatinstrument som
innehas fér handel
Derivat, infléde 15863 12267 4460 5136
Derivat, utfléde -15740 —-12481 —-4615 5341
Derivat, nettoflode 123 -214 -155 -205

2) Tabellen visar odiskonterade vérden.

Aktiekursrisk
Aktiekursrisk ar risken att marknadsvardet pa Bolagets aktieplaceringar sjun-
ker pa grund av marknads- och samhéllsekonomiska faktorer.

Aktiekursrisk hanteras framst genom diversifiering éver ett antal marknader
och sektorer, vilket bidrar till att minska effekten av individuella faktorer pa
Bolagets aktieportfélj. Bolaget har &ven méjlighet att anvanda aktiederivat for
att effektivisera forvaltningen av portféljernas aktieexponering. Derivat kan
ocksa anvandas for att begrénsa risken i aktieplaceringar.

Kreditspreadrisk
Kreditspreadrisk &r risken for att marknadsvardet pa Bolagets placeringar i
obligationer sjunker pa grund av att skillnaden mellan marknadsréantan pa
dessa tillgdngar och den riskfria rantan okar.

Kreditspreadrisken hanteras genom definierade limitstrukturer samt
stresstester.

Valutarisk
Valutarisk uppstar nér Bolagets forsakringstekniska avsattningar méats i svenska
kronor, medan delar av Bolagets placeringar vérderas i utldndsk valuta.

Fastighetsprisrisk
Med fastighetsprisrisk avses risken for att marknadsvardet pa Bolagets
placeringar i fastigheter sjunker pa grund av marknads- och samhélls-
ekonomiska faktorer.

Fastighetsprisrisken hanteras framst genom diversifiering 6ver ett flertal
geografiska lagen och fastighetstyper.

Kreditrisk

Kreditrisk &r risken att en motpart till Bolaget inte kan fullgéra sina ataganden.
Risken kan delas upp i emittentrisk, motpartsrisk samt avvecklingsrisk.
Emittentrisk definieras som risken att lantagare i obligationsmarknaden inte kan
fullgdra sina forpliktelser. Bolagets emittentrisk styrs genom en ratingbaserad
limitmodell.

Motpartsrisk i derivatkontrakt &r risken att en motpart inte lever upp till sina
kontraktuella ataganden da Bolaget har en fordran pa motparten i form av ett
positivt marknadsvarde till Bolagets férdel.




Noter
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Motpartsrisken begransas genom nettningsavtal dar samtliga positiva och
negativa marknadsvéarden under ett kontrakt kan kvittas pa motpartsniva, samt
genom standardavtal for hantering av sakerhet fran motparterna for orealise-
rade vinster fran derivatmarknaden. Motpartsrisk uppstar ocksa genom de
aterforsakringsprogram som tecknas och risken begransas genom noggrant
urval av motparter dar hansyn tas till kreditbetyg, kompetens, erfarenhet, sol-
vens och serviceniva.

Med avvecklingsrisk avses risken att en motpart inte fullgdr sitt dtagande i
samband med att en transaktion gér till forfall, och att priset pa vérdepapperet
har férandrats nér affaren maste géras om med en ny motpart till ett nytt pris.
Dennarrisk &r ett resultat av att leverans och betalning av vardepapper inte all-
tid ar synkroniserade. Avvecklingsrisken begransas genom att i mgjligaste man
avveckla enligt vedertagna branschnormer.

Féljande tabell visar Bolagets kreditkvalitet pa obligationer och andra rante-
barande véardepapper inklusive repofinansierade tillgdngar och pantsatta finan-
siella instrument exklusive derivat.

Kreditkvalitet obligationer och andra réntebérande vardepapper
Standard & Poor rating per 31 december 2023

2023 AAA AA A  BBB BB  Totalt
Statsskuldvaxlar 0,00
Svenska staten 12,10 6,80 18,90
Svenska bostadsinstitut 52,30 0,70 1,80 54,80
Ovriga svenska emittenter 150 11,60 2,30 15,40
Utlandska stater 1,30 1,30
Ovriga utlandska

emittenter 510 1,50 290 0,10 9,60
TOTALT 70,80 10,50 16,30 2,40 0,00 100,00

Likviditetsrisk

Med likviditetsrisk avses risken for att Bolaget far svarigheter att fullgéra de

ataganden som ar férenade med forsakringsskulder och finansiella skulder.
Likviditetsrisken hanteras genom l6pande 6vervakning av framtida betal-

ningar och genom limiter som syftar till att uppréatthalla tillracklig likviditet i

Bolagets investeringsportfolj. Minst 30 procent av tillgdngarna i portféljen ska

utgoras av tillgangsslag med hog likviditet.

Koncentrationsrisk

Vad géller maximala exponeringar mot specifika geografiska marknader, instru-
menttyper och enskilda motparter sa regleras och begransas dessa inom ramen
for Bolagets placeringsriktlinjer.

Bolagets traditionella portfoljer &r mycket vél diversifierade. De stérsta kon-
centrationerna, bortsett fran andelar i val diversifierade fonder, &r obligationer
med hog kreditvardighet i form av svenska statsobligationer eller sékerstallda
obligationer, samt likvida aktier.

Risk i alternativa investeringar

Risk i alternativa investeringar avser bland annat tillgangsslagen private equity,
infrastrukturfonder och kreditfonder. Da underliggande investeringar ofta
utgdrs av onoterade tillgangar uppstar utover till exempel aktiekursrisk och kre-
ditrisk dven varderings- och likviditetsrisk. Vardet pa de onoterade innehaven
kan 6ka eller minska pa grund av ett antal olika faktorer, sdsom férandringar i
trender pa aktiemarknaden eller variation i kreditspreadar.

Kanslighetsanalys avseende finansiella risker, Mkr

Risker férknippade med alternativa investeringar hanteras genom diversifiering
Sver ett antal olika typer av tillgangsslag och sektorer. Kanslighetsanalyser och
l6pande analys av varderingsosakerhet utfors regelbundet. Gallande mark-
nadslikviditetsrisk gérs prognoser for in- och utbetalningar.

Riskkanslighet avseende marknadsrisk

Kanslighetsanalyser genomfors genom att méta effekten pa eget kapital av for-
andringar i vasentliga marknadsvariabler. Justering gors for effekter av villko-
rad aterbaring, vilken fungerar som en buffert och reducerar den negativa
effekten pa eget kapital, se tabellen nedan.

Hantering och styrning av risker — Operativa risker

Bolagets operativa risker hanteras framst genom ett tydligt férdelat ansvar for
Bolagets processer, riskanalys i affarsplaneringsprocessen samt etablerade
interna kontroller. Bolaget har definierat tydliga roller och ansvarsomradenide
instruktioner som faststalls av styrelse och verkstéllande direktor. Pa lagre niva
ar det operativa ansvaret for en god intern kontroll definierat genom kontrollka-
taloger pa grupp/enhetsniva.

Bolaget genomfor [6pande 6vningar som syftar till att identifiera och hantera
vasentliga operativa risker inom olika delar av verksamheten. Exempel pa detta
ar uppféljning och analys av incidenter, godkédnnande processen kring nya pro-
dukter, kontinuitetsplanering samt vervakning av informationssékerhet och
cybersakerhet. | de fall riskhanteringen inte beddms som tillracklig identifieras
nodvandiga forbattringsatgarder.

Uppfdljning av Bolagets compliancerisk, det vill séga risken att Bolaget inte
foljer lagar och regler, gors av den oberoende compliancefunktionen.

Rapportering av operativa risker sker [6pande till Bolagets styrelse och vd.

Hantering och styrning av risker — Affarsrisker
Utdver de risker som beskrivs i tidigare avsnitt &r Bolaget &ven exponerat for
affarsrisker och hallbarhetsrisker.

Affarsrisker
Affarsrisker hanteras i Bolagets affarsplanering samt i den [6pande uppfdl;-
ningen av verksamheten.

Affarsplaneringen baseras bland annat pa konkurrent- och omvérldsbevak-
ning, analyser av utvecklingen i férsakringsmarknaden samt analyser av fore-
slagna forandringar i regelverk och hur dessa kan paverka Bolaget. Iterativt
med affarsplaneringen genomférs en framatriktad bedémning av Bolagets ris-
ker och kapitalsituation, vilken delvis sker genom Egen risk- och solvensbedém-
ning, processen beskrivs vidare nedan.

| syfte att [6pande identifiera, utvardera och hantera affarsrisker har
verkstéllande direktdr implementerat féljande strukturer fér uppféljning och
rapportering:

o Minst manadsvis sker uppféljning av forsaljningsstatistik, resultatutfall och
vasentliga affarsbesluti verkstallande direktérens foretagsledning

o Vasentliga affarsbeslut (t.ex. pris- och rabattnivéer) bereds i ett separat
foruminnan slutligt beslut fattas i enlighet med Bolagets delegeringsordning

» Detoperativa arbetet i Bolaget koordineras |6pande via ledningsgrupperna
for Bolagets huvudsakliga enheter. Respektive enhetschef &r en del av verk-
stallande direktorens foretagsledning.

Effekt pa villkorad aterbaring Effekt pa eget kapital (fore skatt)

Finansiella risker Kortfattad beskrivning 2023 2022 2023 2022
Rénterisk Parallellforflyttning av marknadsrantor pa rantekurvan nedat -257 -213 0 0
med 50 baspunkter m.m

Aktiekursrisk Kursfall av exponering i aktier med —10 procent. -517 -389 -17 -16
Kreditrisk Okning av kreditspreaden med 50 baspunkter. -98 -82 -107 -88
Risk i alternativa Férandring av véardet av alternativa investeringar sasom -1358 -1409 -65 -71
investeringar och riskkapitalfonder, hedgefonder och kreditfonder samt

fastigheter fastigheter med —10 procent.

Valutarisk En valutakursféréandring med —10 procent gentemot -207 -350 -3 -2

svenska kronan for respektive utldndska valutor.
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Hallbarhetsrisker

Med hallbarhetsrisk avses risker som &r hanforliga till faktorer kring miljoméas-
siga, sociala och styrningsrelaterade faktorer, sa kallade ESG-faktorer. Hallbar-
hetsrisker har under de senaste aren ckat alltmer i betydelse och &r nu ett
omrade med stort fokus. Dessa risker kan dven ha inverkan pa andra riskkate-
gorier sasom finansiell risk, affarsrisk och operativ risk.

Den framsta risken for Bolaget ér att ESG-faktorer, handelser eller férutsatt-
ningar, om de intr&ffar, skulle kunna ha en direkt eller indirekt negativ effekt pa
vérdet av eninvestering. Brister inom hallbarhetsomradet skulle ocksa kunna
paverka Bolagets trovérdighet och anseende.

Bolaget arbetar kontinuerligt med att sékerstalla att ESG-aspekter ar inte-
greradei affarsprocesser ochitilldmpliga styrdokument samt i det strategiska
arbetet. Hallbarhetsrisker utvarderas l6pande.

Bolaget har en 6vergripande hallbarhetsinstruktion. Policyer och metoder for
att analysera och bedéma hallbarhetsrisker i investeringsbeslutsprocessen
samt hallbarhetsrelaterade stéllningstaganden i form av exkluderingskriterier
faststélls i de placeringsriktlinjer som styr Bolagets investeringsverksamhet.
Infér nya investeringar eller val av nya fonder genomfér Bolaget en analys- och
utvarderingsprocess som syftar till att identifiera betydande eller sannolikt
betydande negativa konsekvenser for aktuella hallbarhetsfaktorer. | utvarde-
ringen av ESG-arbete hos fonder och investeringar beaktas hur hallbarhetsfra-
gor har integrerats i investeringsprocessen fér underliggande innehav och i
eventuellt 4gararbete, dessutom gors en utvardering av investeringens eller
fondens rapportering och uppféljning av hallbarhetsfragor till investerare. Ett
kontinuerligt arbete bedrivs for att 6ka tillgangen till hallbarhetsdata fran fon-
der och underliggande investeringar for att méjliggdra en god riskhantering for
hallbarhetsrisker.

Hallbarhetsarbetet koordineras med SEB-koncernens satsningar och ambi-
tioner inom omradet.
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Egen risk- och solvensbedémning (ORSA)

Det 6vergripande syftet med ORSA-processen &r att analysera och utvardera
om identifierade risker och Bolagets kapitalbehov &r acceptabla och hanterbara
eller om strategin bor omproévas for att balansera riskprofilen i forhallande till
Bolagets finansiella stéllning.

ORSA-processen genomfors arligen, men om det sker vasentliga férand-
ringar i Bolagets riskprofil ska Bolaget utvardera om det finns behov att initiera
en extra ORSA. Instruktionen avseende kapital och den egna risk- och solvens-
beddémningen, som antagits av styrelsen, foreskriver att Bolagets kapitalisering
ska vara riskbaserad och framatblickande. ORSA-processen ar utformad for att
uppfylla detta &ndamal och den &r uppbyggd kring foljande aktiviteter:

1. Faststalla instruktionen avseende kapital och den egna risk-
och solvensbedémningen
Faststalla affarsstrategi och identifiera vasentliga risker
Utvardera standardformelns lamplighet
Uppratta finansiell plan och kapitalplan
Definiera och godkénna stressade scenarier
Prognostisera Bolagets finansiella stéllning utifran stressade scenarier
Analysera resultatet fran de stressade scenarierna
Faststalla Bolagets risktolerans
Utvardera Bolagets kapitalbehov

. Granska och godkanna ORSA-rapporten
Kommunicera ORSA-resultat till berérda parter

0O NOOTNGN

—_
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Riskrapportering till Bolagets styrelse och ledning

Rapportering av Bolagets aggregerade riskposition sker genom skriftliga risk-
rapporter som presenteras av den oberoende riskfunktionen pa styrelsesam-
mantréaden samt med regelbundenhet pa riskkommittémaéten. Riskrapporten
innehaller en 6vergripande avrapportering gentemot faststalld risktolerans,
Bolagets 6vergripande risklandskap samt avsnitt per riskkategori som beskri-
ver riskexponeringen mer i detal;.
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Not 3 Transaktioner med narstaende

Noten beskriver vasentliga transaktioner mellan Bolaget och koncernbolag.
Vissa av narstaendeavtalen innebar att Bolaget uppdrar at andra féretag
inom SEB-koncernen att utféra arbete eller funktioner somingér i Bolagets for-

sakringsverksamhet. For sadana avtal har Bolagets styrelse faststéllt en
instruktion avseende outsourcing som innehaller de principer och minimikrav
som Bolaget ska tillampa vid sadana uppdrag. Instruktionen reglerar sarskilt
vad som géller vid outsourcing inom SEB-koncernen och fértydligar roller och
ansvar i Bolaget for att hantera uppdragen. Outsourcingavtal som bedéms vara
vasentliga for Bolaget beslutas och féljs upp av Bolagets styrelse.

Styrelsen i Bolaget har faststallt en instruktion avseende intressekonflikter.
Instruktionen &r avsedd att vara en végledning nér det géller attidentifiera,
hantera och om méjligt, undvika situationer som inte ar férenliga med framfér
allt forsékringstagarnas och andra erséttningsberéattigades intressen. Intresse-
konflikter ska sarskilt beaktas vid koncerninterna transaktioner.

Gamla Livforsakringsaktiebolaget SEB Trygg Liv (publ)

Bolaget har avtal med Gamla Liv som innebér uppdrag att utféra dess forsékrings-
administration. Avtalet for forsakringsadministration galler till och med 2066.
Bolaget har ocksa avtal med Gamla Liv om mottagen aterforsakring avseende liv-,
sjuk- och premiebefrielseférsakring samt avtal om vissa andra tjanster.

Under rakenskapsaret uppstar fordran eller skuld till Gamla Liv, bland annat
pa grund av att betalstrommar som avser premieinbetalning och utbetalning av
forsakringsersattningar fér andra koncernbolags rakning gar via Bolagets egna
bankkonton. Dessa fordringar eller skulder likvidregleras manadsvis inklusive
rénta, vilken utgdrs av SEB:s internrantesats. Den genomsnittliga internrante-
satsen har under 2023 varit 3,46 (1,33) procent.

Mellanhavanden, Mkr

Skandinaviska Enskilda Banken AB (publ.)
Bolaget har under aret haft avtal med SEB samt SEB Internal Supplier AB avse-
ende koncerngemensamma kostnader och tjanster som enligt uppdrag tillhan-
dahalls av SEB, till exempel inom marknadsforing, lokal- och fastigheter, perso-
naladministration, IT, regelefterlevnad, riskkontroll, sékerhet, foérsakringsadmi-
nistrativa tjanster och inkép. Darutover har Bolaget avtal med SEB pa
kapitalférvaltningsomradet rorande sakerhetshantering och vissa administra-
tiva tjanster.

Bolaget har ocksa avtal avseende férmedling av férsékringar med SEB.

SEB Investment Management AB

Bolaget har enligt avtal uppdragit at SEB Investment Management AB och SEB

att utféra kapitalforvaltning och vissa administrativa tjanster at Bolaget.
Bolaget har enligt férvaltningsavtal uppdragit &t SEB Investment Manage-

ment AB att tillhandahalla férvaltningstjénster avseende kapital som omfattas

av Bolagets fondplaceringstjanst.

SEB Life and Pension Holding AB
TillSEB Life and Pension Holding AB har koncernbidrag om 385 mkr och utdel-
ning om 500 mkr l@mnats.

SEB Life International Assurance Company DAC

Bolaget har avtal avseende tjénster rorande forsakringssystem for depaforsak-
ring. Gentemot SEB Life International Assurance Company DAC fanns ocksa
mellanhavanden géllande kostnader fér bland annat marknadsféring, produkt-
och IT-utveckling.

Kostnad (—)/Intékt (+)

Motpart 2023 2022
Gamla Livforsakringsaktiebolaget SEB Trygg Liv (publ)

Forsdljning av tjdnster 177 175

varav Gterforsékring 5) 9
Skandinaviska Enskilda Banken AB

Kdp av tjdénster -688 -695
SEB Investment Management AB

Férsdljning av tjénster 1611 1695

Kdp av tjénster —43 -38
Forsakringsaktiebolaget Skandinaviska Enskilda Captive

Kop av tjdnster -2 -2
SEB Life and Pension Holding AB

Kdp av tjénster -2 -2

Forsdljning av tjdnster 21 27
SEB Life International Assurance Company DAC

Forsdljning av tjdnster 11 12
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Not 4 Premieinkomst skadeforsakring (fore avgiven aterforsakring)

Mkr 2023 2022
Premieinkomst avseende avtal tecknade i Sverige 312 313
Not 5 Utbetalda forsa kringsersattningar, skadeforsakring (fore avgiven aterforsakring)
Mkr 2023 2022
Utbetalda ersattningar —241 -218
Skaderegleringskostnader —46 =37
SUMMA —288 -256
Not & Premieinkomst, livforsakring (fore avgiven aterforsakring)
Mkr 2023 2022
Premier fér individuell férsékring 985 2183
Gruppforsakringspremier 2216 1941
Summa 3202 4123
Periodiska premier 1889 1873
Engangspremier 1333 2269
Premieskatt 21 _19
Summa 3202 4123
Premier for ej aterbaringsberattigade avtal 571 587
Premier for dterbaringsberattigade avtal 2631 3537
SUMMA 3202 4123
Av premieinkomsten har 17 (19) mkr avgivits till narstaende bolag.
Not / Kapitalavkastning, intakter
Mkr 2023 2022
Utdelningar
Utdelningar utléndska aktier och andelar 150 157
Obligationer och andra réntebdrande vérdepapper
Rénteintakter
Obligationer och andra rdntebdrande vdrdepapper 667 155
Ovriga rdnteintékter 682 651
varav rdnteintdkter f6r ef marknadsvdrderade finansiella tillgangar och skulder 84 12
Realisationsvinster
Aktier och andelar 397 1334
Obligationer och andra réntebdrande vérdepapper 2 -
Derivat 4167 -
_ Ovriga finansiella placeringstillgdngar 524 494
Ovriga intakter kapitalavkastning 1597 -
Summa 8186 2791
varav Skadeférsdkringsrdrelsen 9 0
varav Livférsdkringsrorelsen 7777 2697
varav Icke-teknisk redovisning 400 94
8186 2791
Not 8 Orealiserade vinster pa placeringstillgangar
Mkr 2023 2022
Aktier och andelar 298 -
Ovriga finansiella placeringstillgangar 1660 -
Summa 1958 -
varav Livférsékringsrorelsen 1913 -
varav Icke-teknisk redovisning 45 -
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Noter

Not @ Ovriga tekniska intakter

Mkr 2023 2022
Forvaltningskostnadserséattning 1852 1918
Avgift for avkastningsskatt 731 322
Ovrigt 100 84
SUMMA 2682 2324
Not 10 Utbetalda forsakringsersattningar, livforsakring (fore avgiven aterforsakring)
Mkr 2023 2022
Utbetalda férsakringsersattningar -1515 -1432
Annullationer och aterkép —402 —-480
Skaderegleringskostnad -10 -9
SUMMA -1927 -1921
Not 11 Driftskostnader
Mkr 2023 2022
Anskaffningskostnader —855 -934
Forandring av férutbetalda anskaffningskostnader -128 -118
Administrationskostnader -719 -527
Provisioner och vinstandelar i avgiven aterforsakring 108 120
Summa -1594 -1460
varav Livfdrsdkringskostnader -1542 —-1408
varav Skadeférsdkring -52 -56
Av anskaffningskostnader utgor provisioner for direkt férsakring —466 —453
Specifikation av totala driftskostnader
Skaderegleringskostnader -57 —46
Kapitalférvaltningskostnader —48 —48
Driftskostnader i férsakringsrorelsen enligt ovan _1594 —1460
Totala driftskostnader -1698 —1554
Varav
Personalkostnader -559 -522
Lokalkostnader —46 —48
Provisioner och distributionsersdttningar -608 -593
Ovrigt —485 -391
Summa -1698 -1554
Arvoden och kostnadsersattningar till utsedda revisorer och revisionsbolag
EY
Revisionsuppdraget -1 -1
Not 12 Kapitalavkastning, kostnader
Mkr 2023 2022
Kapitalférvaltningskostnader -34 -50
Réantekostnader -1210 -592
varav rintekostnader for ef marknadsvdrderade finansiella tillgangar och skulder - -
Valutakursforluster -1912 -546
Realisationsforluster
Aktier och andelar
Réntebdrande placeringstillgdngar —4013 -73
Derivat 0 -1851
Summa -7170 -3113
varav Livforsékringsrérelsen -7170 -3099
varav Icke-teknisk redovisning 0 —14
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Noter

Not 13 Orealiserade forluster pa placeringstillgangar

Mkr 2023 2022
Aktier och andelar - -2315
Réntebérande placeringstillgangar - -630
Derivat - -1270
Ovriga placeringstillgangar 0 -277
Summa 0 -4 492
varav Livférsékringsrérelsen 0 —4435
varav Icke-teknisk redovisning 0 -57
Not 14 Nettoresultat per kategori av finansiella tillgangar och skulder
2023 Verkligt vérde via Verkligt véarde via Verkligt vérde via
Mkr resultatet som resultatet resultatet Upplupet
Finansiella tillgdngar innehas for handel obligatoriskt identifierad anskaffningsvarde Summa
Aktier och andelar 688 688
Obligationer och andra réntebarande véardepapper 286 436 722
Ovrigalan 0
Kassa och bank 41 41
Derivat 803 803
Ovriga fordringar -32 2 -29
Ovriga finansiella placeringstillgangar 619 619
Summa 803 1593 404 43 2843
Verkligt varde via Verkligt varde via Verkligt varde via
resultatet som resultatet resultatet Upplupet
Finansiella skulder innehas for handel obligatoriskt identifierad anskaffningsvarde Summa
Derivat - - - - 0
Ovriga skulder - - 0
SUMMA 0 0 0
2022 Verkligt vérde via Verkligt vérde via Verkligt véarde via
Mkr resultatet som resultatet resultatet Upplupet
Finansiella tillgangar innehas for handel obligatoriskt identifierad anskaffningsvarde Summa
Aktier och andelar -220 -220
Obligationer och andra ranteb&rande vardepapper -2 -619 -621
Kassa och bank 86 86
Derivat -5462 -5462
Ovriga fordringar -11 -53 —64
Ovriga finansiella placeringstillgdngar 1482 1482
Summa -5462 1260 -630 33 -4799
Verkligt varde via Verkligt varde via Verkligt vérde via
resultatet som resultatet resultatet Upplupet
innehas for handel obligatoriskt identifierad anskaffningsvarde Summa
Derivat - - - - -
Ovriga skulder - - 1
SUMMA - - 1
Not 15 Ovriga tekniska kostnader
Mkr 2023 2022
Avkastningsskatt fond- och depaforsakring -726 -320
Avkastningsskatt traditionell forsékring -115 -54
Ovriga tekniska kostnader -86 -83
SUMMA -928 —457
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Noter

Not 16  Ovriga intakter

Mkr 2023 2022
Uppdragsverksamhet 172 164
Fondplaceringstjanst 70 64
Ovriga intakter 23 24
SUMMA 266 252
Not 17 Ovriga kostnader
Mkr 2023 2022
Uppdragsverksamhet -121 -123
Ovriga kostnader =17 =17
SUMMA -138 -140
Not 18 skatter
Mkr 2023 2022
Aktuell skattekostnad —142 -63
Specifikation av aktuell skattekostnad

Avkastningsskatt —843 -374

Avkastningsskatt uttagen 842 376

Inkomstskatt -141 —64
Summa -142 -63
Avstamning effektiv skattesats avseende inkomstskatt
Resultat fore skatt 1863 1706
Avgar resultat i avkastningsbeskattad verksamhet -1181 -1394
Summa 683 312
Skatt enligt géllande skattesats —141 —64
Ej avdragsgilla kostnader 0 0
Ej skattepliktiga intakter 0 1
SUMMA -141 -63
Not 19 Immateriella tillgangar
Mkr 2023 2022
Ingdende anskaffningsvarde 193 123
Inkép 42 71
Utgéende anskaffningsvarde 236 193
Ingdende avskrivningar -57 _44
Arets avskrivningar -20 -13
Utgaende avskrivningar 77 -57
UTGAENDE PLANENLIGT RESTVARDE 159 136
Not 20 Aktier och andelar
Mkr 2023 2022
Anskaffningsvarde 8319 6628
Bokfort véarde 11379 9352
2023 Varav andelar i rantefonder Anskaffningsvarde Bokfort varde
Ovriga emittenter 884 828
2022 Varav andelar i rantefonder Anskaffningsvarde Bokfort varde
Ovriga emittenter 479 421
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Noter

Not 21 Obligationer och andra rantebarande vardepapper

2023
Mkr Nominellt belopp Upplupet anskaffningsvarde Bokfort varde
Noterade
Svenska staten 1056 1114 1180
Svenska bostadsinstitut 7755 7781 7594
Ovriga svenska emittenter 3520 3507 3556
Ovriga utléndska emittenter 1500 1497 1507
SUMMA 13832 13899 13837
2022
Mkr Nominellt belopp Upplupet anskaffningsvarde Bokfort varde
Noterade
Svenska staten 992 1024 1083
Svenska bostadsinstitut 7363 7298 6905
Ovriga svenska emittenter 3227 3199 3228
Ovriga utldndska emittenter 1354 1346 1351
SUMMA 12936 12867 12567
Forfallostruktur fér obligationer och andra rantebarande vardepapper
Mkr 2023 2022
<lar 306 927
1-3ar 8575 7806
3-5ar 4591 3289
>5ar 364 545
SUMMA 13836 12567
Not 22 Ovriga l&n
Mkr 2023 2022
Livforsakringslan 1 1
Not 23 Derivat
Derivat upptagna i balansrakningen
2023 Rénta Valuta Aktie
Bokfort/ Nominellt Bokfort/ Nominellt Bokfort/ Nominellt Totalt Bokfort/
Mkr verkligt varde belopp verkligt varde belopp verkligt varde belopp verkligt varde
Derivat med positiva véarden eller varde noll
Optioner 29 169 22 0 51
Terminer 1251 1241 0 0 1251
Swappar 2024 25444 2024
Summa 2024 25444 1280 1410 22 0 3326
varav clearat 650 0 11
Derivat med negativa varden
Optioner -19 -95 -19
Terminer -50 -50 0 0 -50
Swappar —-2094 -21532 -2094
Summa -2094 —21532 -69 —145 0 0 -2163
varav clearat -979 0
Avvecklingstid pa derivat
2023
Mkr <3 man 3man<1ar 1-5ar 5-10 ar >10 ar Totalt
Verkligt vérde
Positiva 1257 349 398 1117 205 3326
Negativa -86 -157 -1024 —496 —400 -2163
Summa 1171 192 -626 621 -195 1163
Nominellt belopp
Positiva 1741 13677 3873 6650 913 26854
Negativa —1550 -3964 -12809 —1684 -1670 -21677
SUMMA 191 9713 -8936 4966 -757 5177
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Noter

Not 23 fortsdittning ~ Derivat

Derivat upptagna i balansrakningen

2022 Rénta Valuta Aktie

Bokfort/ Nominellt Bokfort/ Nominellt Bokfort/ Nominellt Totalt Bokfort/
Mkr verkligt varde belopp verkligt varde belopp verkligt vérde belopp verkligt varde
Derivat med positiva varden eller varde noll
Optioner 24 299 24
Terminer 276 252 0 0 276
Swappar 8954 57 604 8954
Summa 8954 57 604 300 551 0 0 9254

varav clearat 4074
Derivat med negativa varden
Optioner -8 -381 -8
Terminer -198 -210 0 0 -198
Swappar -9 449 —110642 -9 449
Summa -9 449 -110642 -206 -591 0 0 -9 655
varav clearat -4 438

Avvecklingstid pa derivat
2022
Mkr <3man 3man<lar 1-5ar 5-10 ar >10 ar Totalt
Verkligt vérde
Positiva 605 520 1195 5085 1848 9254
Negativa -281 —487 -3113 -4 004 -1769 -9 655
Summa 324 33 -1918 1081 79 —401
Nominellt belopp
Positiva 3481 7184 19559 17748 9584 57556
Negativa -3496 —4 472 -51903 —45707 —4892 -110470
SUMMA -15 2712 —32344 -27 959 4692 -52914
Not 24 Ovriga finansiella placeringstillgangar
Mkr 2023 2022
Anskaffningsvarde 8120 8830
Bokfort varde 10 499 11219
Not 25 Aterforsakrares andel av forsakri ngstekniska avsattningar
Mkr 2023 2022
Avsattning for oreglerade skador
Ingdende balans 81 101
Arets avsattning -10 -20
UTGAENDE BALANS 72 81
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Noter

Not 26 Kategorier av finansiella tillgdngar och skulder och deras verkliga varden

Finansiella tillgdngar, Bokfort varde

2023 Verkligt varde via Verkligt varde via
resultatet som resultatet Verkligt vérde via Upplupet

Mkr innehas for handel obligatoriskt resultatet identifierad anskaffningsvarde Summa
Aktier och andelar 11379 11379
Obligationer och andra rantebarande vardepapper 6365 7471 13836
Fondférsakringstillgangar 273 669 273 669
Kassa och bank 9236 9236
Derivat 3326 3326
Fordringar 1 1
Ovriga finansiella placeringstillgangar 10499 10499
FINANSIELLA TILLGANGAR 3326 301912 7471 9237 321946

Finansiella tillgdngar, Verkligt varde

2023 Noterade Vérderingsteknik Vérderingsteknik

marknadsvarden baserad pa observerbara indata baserad pa ej observerbara
Mkr (Niva1) (Niva 2 indata (Niva 3) Summa
Aktier och andelar 5739 5640 11379
Obligationer och andra ranteb&rande vardepapper* 1137 12 699 13836
Fondférsakringstillgangar 273669 0 273 669
Kassa och bank 0
Derivat 22 3092 212 3326
Fordringar 0
Ovriga finansiella placeringstillgangar 40 10459 10499
SUMMA 280607 15791 16311 312709

Finansiella tillgdngar Bokfort varde

2022 Verkligt vérde via Verkligt vérde via

resultatet som resultatet Verkligt varde via Upplupet
Mkr innehas fér handel obligatoriskt resultatet identifierad anskaffningsvarde Summa
Aktier och andelar - 9352 - - 9352
Obligationer och andra rantebarande vardepapper - 5902 6665 - 12567
Fondforsakringstillgangar - 246 377 - - 246377
Kassa och bank - - - 6708 6708
Derivat 9254 - - - 9254
Ovriga lan - - - - 1
Fordringar - - - 0 0
Ovriga finansiella placeringstillgdngar - 11219 - - 11219
SUMMA 9254 272850 6665 6708 295477
Finansiella tillgangar Verkligt varde
2022 Noterade Vérderingsteknik Vérderingsteknik

marknadsvarden baserad pa observerbara indata baserad pa ej observerbara

Mkr (Niva1) (Niva 2) indata (Niva 3) Summa
Aktier och andelar 3954 0 5398 9352
Obligationer och andra rantebarande vardepapper* 10129 2438 - 12567
Fondfdrsakringstillgdngar 246 005 - 372 246377
Ovriga lan 0 9254 - 9254
Derivat 0 0 - 0
Ovriga finansiella placeringstillgangar 47 0 11172 11219
SUMMA 260135 11692 16942 288769

* Under 2023 har Bolaget valt att andra metod for klassificeringen av Obligationer och andra rénteb&rande vardepapper enligt verkligt vardehierarkin. Den nya metoden innebar att finansiella
instrument som vérderas med indikativa kurser ska klassificeras som niva 2 i stéllet for niva 1. Effekten har blivit att 9 950 mkr har 6verforts fran niva 1till niva 2, per 2023-12-31.

Finansiella skulder Bokfort varde

2023 Verkligt vérde via Verkligt vérde via

resultatet som resultatet Verkligt varde via Upplupet
Mkr innehas fér handel obligatoriskt resultatet identifierad anskaffningsvarde Summa
Fondférsakringsataganden —273796 —273796
Derivat —2163 -2163
Ovrigt -809 -10 -819
SUMMA -2163 -273796 -809 -10 —283918

Finansiella skulder Verkligt varde

2023 Noterade Vérderingsteknik Varderingsteknik

marknadsvarden baserad pa observerbara indata baserad pa ej observerbara
Mkr (Niva1) (Niva 2) indata (Niva 3) Summa
Fondférsakringsataganden —273796 0 -273796
Derivat —-2163 -2163
Ovrigt -809 -809
SUMMA —-273796 -2972 0 -276768
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Noter

Not 26 fortsdittning ~ Kategorier av finansiella tillgéngar och skulder och deras verkliga vérden

Finansiella skulder Bokfort varde

2022 Verkligt vérde via Verkligt vérde via
resultatet som resultatet Verkligt varde via Upplupet

Mkr innehas for handel obligatoriskt resultatet identifierad anskaffningsvarde Summa
Fondférsékringsataganden —246 412 —246 412
Derivat —9655 -9 655
Ovriga skulder —467 0 —467
SUMMA -9 655 —246 412 —467 0 —256534
Finansiella skulder Verkligt varde
2022 Noterade Vérderingsteknik Vérderingsteknik

marknadsvérden baserad pa observerbara indata baserad pa ej observerbara
Mkr (Niva1) (Niva 2 indata (Niva 3) Summa
Fondférsékringsataganden —246040 -372 —246 412
Derivat —9655 -9 655
Ovriga skulder —467 —467
SUMMA —246 040 -10122 -372 —256534

Not 27 Tillgangar och skulder till verkligt varde

Vardering till verkligt varde

Syftet med vardering till verkligt varde ar att komma fram till det pris till vilket
en ordnad transaktion skulle ske mellan marknadsaktérer vid varderingstid-
punkten pa affarsmassiga villkor. Verkligt varde beréknas i regel individuellt for
finansiella instrument.

Bolaget anvander olika metoder for att komma fram till det verkliga vardet
for finansiella instrument: noterade priser pa aktiva marknader, varderings-
tekniker som innehaller observerbara parametrar samt véarderingstekniker
baserade pa icke observerbara parametrar. Bolaget har en kontrollmiljo som
syftar till att sékerstalla verkliga varden for finansiella instrument. Regelbundna
kontroller genomfors for att tillse kvalitet pa marknadsdata fran externa kéllor.
En fran verksamheten oberoende uppféljning av vérderingsmodeller for olika
typer av finansiella instrument, inklusive alternativa investeringar, utfors.
Varderingsmetoder behandlas generellt i Bolagets Varderingskommitté.

For upplysningsandamal klassificeras finansiella instrument varderade till
verkligt varde i en varderingshierarki som aterspeglar i vilken grad parametrar
som anvants vid varderingen ar observerbara. Klassificeringen, som ar kopplad
till regler inom IFRS 13, granskas regelbundet. Riskfunktionen ansvarar for
klassificeringen av finansiella instrument i hierarkin for verkligt varde.

Niva 1: Noterade marknadsvéarden
Vérderingar i niva 1bestams av noterade marknadsvarden, for det faktiska
instrumentet eller for identiska instrument, pa aktiva marknader. En aktiv mark-
nad &r en marknad dar transaktioner sker med tillracklig volym och frekvens for
att ge kontinuerlig prisinformation.

Exempel pa finansiella instrument i niva 1inom Bolaget &r statsobligationer,
boérshandlade derivat samt aktie- och rantefonder som handlas pa en aktiv
marknad eller dar innehaven ar likvida och fonden prissatts dagligen.
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Niva 2: Varderingsteknik som utgar fran observerbar indata
| vérderingstekniker i niva 2 saknas noterade marknadsvéarden men fair value
kan harledas fran direkt eller indirekt observerbara parametrar sasom valuta-
kurser och marknadsrantor eller priser pa andra instrument som dvervégande
ar lika. Varderingstekniker i niva 2 inkluderar diskonterade kassafléden och
optionsvarderingsmodeller.

Exempel pa finansiella instrument i niva 2 inom Bolaget &r bostadsobligationer
och féretagsobligationer samt valuta- och réntederivat

Niva 3: Varderingsteknik med signifikant icke observerbara indata

Inom varderingstekniker i niva 3 anvands i hog utstrackning parametrar som
inte &r observerbara. Det kan i vissa fall finnas en begransad tillgang till dessa
parametrar for Bolaget.

Exempel pa tillgéngar i niva 3 inom Bolaget &r fonder med innehav inom till-
gangsslagen private equity, infrastruktur och illikvida krediter. Portféljerna ar
véldiversifierade med avseende pa alternativa investeringar, med ett stort antal
underliggande tillgangar av olika karaktar.

Vardering av alternativa investeringar utfors huvudsakligen av extern part,
oftast av oberoende tredje part, meni vissa fall av forvaltaren. Varderingen
foljer etablerade riktlinjer och redovisningsregler, sdsom IPEVs riktlinjer
(International Private Equity and Venture capital) och US GAAP, och baseras
pa en eller en kombination av vedertagna metoder.

Som en deliinvesteringsprocessen for nya investeringar gors en utvardering
av forvaltarens varderingsprocess inklusive tillhérande kontrollramverk for att
sakerstalla en korrekt vardering. Kontroller och analyser genomférs [6pande
under investeringens livslangd for att beddma om vérderingen ar rimlig med
hansyn tillinvesteringens placeringsprofil.

For ytterligare information om varderingstekniker, se avsnittet Alternativa
investeringar i Not 1 Vasentliga redovisnings- och varderingsprinciper.

Féljande tabell visar férandringarna for instrument i niva 3 under aret.
Tillgangarna utgors av bland annatinnehav i fonder som placerar i Private
Equity, infrastruktur ochillikvida krediter.




Noter

Not 27 fortsdttning  Tillgdngar och skulder till verkligt vérde
Tillgangar

2023 Redovisat vérde Verkligt varde vardering vid utgangen av perioden baserat pa:
Noterade Varderingsteknik baserad pa Varderingsteknik baserad pa
marknadsvarden observerbara indata ej observerbara indata
Mkr Niva1 Niva 2 Niva 3
Aktier och andelar 11379 5739 - 5639
Obligationer och andra réntebarande véardepapper 13837 1137 12 699 -
Fondférsakringstillgangar 273 669 273 669
Derivat 3326 22 3092 212
Ovriga lan - - - -
Fordringar =
Ovriga finansiella placeringstillgangar 10499 40 - 10458
SUMMA 312710 280607 15791 16 309
Skulder
2023 Redovisat vérde Verkligt varde vardering vid utgangen av perioden baserat pa:
Noterade Varderingsteknik baserad pa Varderingsteknik baserad pa
marknadsvarden observerbara indata ej observerbara indata
Mkr Niva1 Niva 2 Niva 3
Fondforsakringsataganden -273796 -273796
Derivat -2163 0 -2163 -
Ovriga skulder —809 - -809 -
SUMMA -276768 -273796 -2972 0
Skillnaden mellan fondforsakringstillgangar och fondférsakringsataganden
beror pa inbetalda premier som ingdr i fondférsékringsatagandena men som
annu inte &r placerade i fonder. Vardedkningar respektive vardeminskningar av
fondforsakringstillgdngarna som inte beror pa inséttningar eller uttag redovisas i
resultatrakningen men ger ingen resultateffekt i arets resultat eller paverkan av
eget kapital d& motsvarande férandringar redovisas pa fondférsakringsatagan-
dena ochiresultatrakningen.
Tillgangar varderade till verkligt vérde baserat pa niva 3, férandringsanalys
Mkr 2023 2022
Ingadende balans 16942 14175
Realiserat resultat 593 531
Orealiserat resultat -301 1474
Forvarv 1983 3409
Regleringar -2703 -3019
Flytt till/fran niva 3 169 372
UTGAENDE BALANS 16 683 16942

Summa vinster under perioden redovisade i resultatrakningen for tillgadngar som

innehas vid utgangen av perioden 401 (1569) mkr.

Tillgangar
2022 Redovisat varde Verkligt varde vardering vid utgangen av perioden baserat pa:
Noterade Varderingsteknik baserad pa  Varderingsteknik baserad pa

marknadsvérden observerbara indata ej observerbara indata
Mkr Niva1 Niva 2 Niva 3
Aktier och andelar 9352 3954 - 5398
Obligationer och andra réntebarande vérdepapper 12567 10129 2438 -
Fondférsakringstillgangar 246377 246005 - 372
Derivat 9254 0 9254 -
Ovriga finansiella placeringstillgangar 11219 47 - 11172
SUMMA 288769 260135 11692 16942
Skulder
2022 Redovisat varde Verkligt varde vardering vid utgangen av perioden baserat pa:

Noterade Varderingsteknik baserad pa Varderingsteknik baserad pa

marknadsvérden observerbara indata ej observerbara indata
Mkr Niva1 Niva 2 Niva 3
Fondforsakringsataganden —246 412 —246 040 - -372
Derivat -9 655 - -9 655 -
Ovriga skulder —467 - —467 -
SUMMA -256 534 —246 040 -10122 -372
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Noter

Not 28 Finansiella tillgdngar och skulder som kvittas eller lyder under nettningsavtal

Tabellen visar redovisade finansiella tillgdngar och skulder som presenteras
brutto i balansrakningen samt har potentiella rattigheter férknippade med
rattsligt bindande ramavtal om nettning eller liknande avtal, tillsammans med
relaterade sakerheter. Derivat mot centrala clearing-motparter som Bolaget
har avtal med &r exempel pa instrument som presenteras i nedan tabell. | enlig-
het med IFRS 7 kan nettobeloppet aldrig bli lagre &n 0. Tillgdngar och skulder
som inte kvittas eller lyder under nettningsavtal, exempelvis sddana som bara
omfattas av ett avtal om sdkerheter, presenteras i kolumn évriga instrument.

Finansiella tillgangar och skulder som kvittas eller lyder under nettningsavtal

2023 Ovriga instrument
som ej lyder
Bruttobelopp i Nettobelopp i Ramavtal Sékerheter under Summai
Mkr balansrakningen Kvittade balansrakning om nettning  erhallna/stéllda Nettobelopp nettningsavtal  balansrékningen
Tillgangar
Derivat 3326 3326 —884 -1118 1324 3326
Omvanda repor 0 0 0
Summa 3326 0 3326 —884 -1118 1324 0 3326
Skulder
Derivat 2163 2163 —884 1279 2163
Repor 809 809 809 809
SUMMA 2972 0 2972 —884 0 2088 0 2972
2022 Ovriga instrument
Bruttobelopp i Nettobelopp i Ramavtal Sékerheter som ej lyder under Summai
Mkr balansrakningen balansrakning om nettning erhallna/stallda Nettobelopp nettningsavtal balansrakningen
Tillgangar
Derivat 9254 9254 -4014 -771 4469 - 9254
Omvénda repor - 0 - - 0 - 0
Summa 9254 9254 -4014 =771 4469 0 9254
Skulder
Derivat 9655 9655 -4014 - 5641 - 9655
Repor 467 467 - - 467 - 467
SUMMA 10122 10122 -4014 0 6108 0 10122
Not 29 Ovriga fordringar
Mkr 2023 2022
Fordringar koncernféretag 157 95
Fordringar narstadende féretag 705 1342
Ovriga fordringar 43 242
SUMMA 904 1679
Not 30 Férutbetalda anskaffningskostnader
Mkr 2023 2022
Ingéende balans 595 713
Arets aktivering 14 43
_ varav traditionell férsékring 14 43
Arets avskrivning -143 -161
varav fondfdrsékring —94 -121
varav traditionell férsdkring —49 -39
UTGAENDE BALANS 466 595
Not 31 Avsattning for ej intjanade premier och kvarvarande risker
Mkr 2023 2022
Ingéende balans 73 68
Arets avsattning for ej intjdnade premier och kvarvarande risker 9 6

UTGAENDE BALANS 82 73




Noter

Not 32 Livforsakringsavsattning

Mkr 2023 2022
Ingédende balans 19774 20990
Inbetalda premier for aterbaringsberattigade avtal 2605 3513
Utbetalda forsakringsersattningar for aterbaringsberattigade avtal -1223 -1214
Upprékning med diskonteringsréanta (netto efter skatt och omkostnader) 564 -66
Effekt av andrade marknadsrantor (netto efter skatt och omkostnader) 1071 -2335
Effekt av andrad langsiktig terminsranta 0 124
Kostnadsuttag (antagna) -71 -67
Effekt av omvardering fran premieberakning -1078 -1048
Effekt av andrade dddlighetsantaganden 0 -30
Effekt av &ndrade annullationsantaganden -26 54
Effekt av &ndrade driftskostnadsantaganden 5 =37
Effekt av modellandring 29 -5
Effekt av andrad avsattning fér garantii Trygg pension 0 -13
Effekt av omklassificering till FTA for oreglerade skador 0 -39
Ovriga forandringar -16 -56
UTGAENDE BALANS 21631 19774

Om betryggande antaganden hade tillampats for dvrig livférsakringsverksamhet

hade livforsakringsavsattningen 6kat med 144 (151) mkr kronor. Samtidigt hade

avsattning for villkorad aterbaring minskat med motsvarande belopp.
Not 33 Avsattning for oreglerade skador
Mkr 2023 2022
Skadeférsakring
Intraffade och rapporterade skador
Ingéende balans 196 152
Arets avsattning 9 44
Utgaende balans 206 196
Intréffade men ej rapporterade skador
Ingéende balans 49 72
Arets avsattning 36 -23
Utgaende balans 85 49
Avsattning for skaderegleringskostnader
Ingéende balans 31 31
Arets avséttning 4 0
Utgaende balans 35 31
Totalt
Ingéende balans 277 256
Arets avsattning 49 21
Utgaende balans skadeforsakring 325 277
Livfoérsakring
Avséttning for faststallda och icke faststallda skador
Ingédende balans 350 346
Arets avsattning -30 5
Utgaende balans 320 350
Avséttning for skadelivrantor och sjukréntor
Ingaende balans 792 875
Effekt av byte av diskonteringsréntekurva 0 1
Avséttning for nyregistrerade skador under aret vid periodens slut 172 236
Utbetalda forsakringsersattningar pa skador som var registrerade vid periodens bérjan -118 -107
Faktisk avveckling av skador som var registrerade vid periodens bérjan -180 -183
Forvéntad avveckling av skador som var registrerade vid periodens bérjan 85 74
Upprakning med diskonteringsranta =37 8
Effekt av &ndrad diskonteringsrénta 62 -86
Effekt av @ndrade avvecklingsantaganden -10 -
Effekter av féréandrad sjukskrivningsgrad mm 25 -13
Effekter av 6vriga forandringar 23 -14
Utgaende balans 813 792
Totalt
Ingéende balans 1142 1220
Arets avséttning via resultatrékningen -9 -78
Arets avsattning via balansrakningen 0 -
Utgaende balans livforsakring 1133 1142
TOTALT UTGAENDE BALANS 1459 1419
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Noter

Not 34 Ovriga forsakringstekniska avsattningar

Mkr 2023 2022
Avsattning for faststallda ersattningar 163 148
Not 35 Vvillkorad aterbaring

Mkr 2023 2022
Ingdende balans 8266 10312
Arets foréndring traditionell férsakring 1341 -2330
Arets férandring pa depaforsakring 21 284
UTGAENDE BALANS 9627 8266
Not 36 Fondforsakringsataganden

Mkr 2023 2022
Ingdende balans 246 412 294226
Inbetalningar 13744 12069
Utbetalningar -19301 -16286
Vardefoérandringar (inklusive utdelning) 34 448 —42537
Uttag for avgifter inklusive fondplaceringstjanster -727 -705
Uttag for avkastningsskatt —726 =319
Ovriga forandringar -53 -36
UTGAENDE BALANS 273796 246 412
Not 37 Avsittning for skatter

Mkr 2023 2022
Avkastningsskatt och inkomstskatt 175 63
Ovrig skatt 2 2
SUMMA 176 64
Not 38 skulder avseende aterforsakring

Mkr 2023 2022
Skulder till externa parter 0 13
SUMMA 0 13
Not 39 Ovriga skulder

Mkr 2023 2022
Derivat 2011 9305
Upplupna réantekostnader derivat 152 350
Skulder till koncernforetag 73 312
Skulder till narstaende foretag 714 459
Prelimindrskatt anstéllda och férsékringstagare 181 171
Akta aterkopsavtal 809 467
Ovrigt 2379 1387
SUMMA 6319 12451
Not 40 u pplupna kostnader och férutbetalda intakter

Mkr 2023 2022
Upplupna personalkostnader 73 76
Ovriga upplupna kostnader 42 44
SUMMA 115 120

16401-8243

37 — Arsredovisning 2023 — SEB Pension och Férsékring AB, org
Transaktion 09222115557515318095  §

Signerat TL, AS, IW,

MT, LS, JH, LE, DE



Noter

Not 41 For egna avsattningar stallda sakerheter?

Mkr 2023 2022
Obligationer, kassa och bank 20574 19429
Aktier och andelar 15488 13882
Byggnader och mark, fastighetsfonder 767 851
Ovriga tillgangar 1163 —401
Summa 37992 33761
Avgar ej erforderlig pantsattning -5081 —4154
SUMMA 32911 29607

1) Tillgangar for vilka férsékringstagarna har férmansrétt vid eventuell insolvens. Under rérelsens gang har bolaget rétt att fora tillgangarna in och ut ur registret sa lange som samtli-

ga forsakringsataganden &r skuldtackta enligt forsakringsrérelselagen.

Not 42 Ovriga stallda panter?

Mkr 2023 2022
For forsakringstagarnas rakning registerforda tillgangar

Fondandelar 273365 246093
_ Banktillgodohavanden 440 329
Akta aterkopsavtal 809 467
Ovriga stéllda panter 567 65
SUMMA 275181 246954

2) Tillgangar for vilka motparter har formansréatt vid eventuell insolvens i bolaget.

Not 43 Eventualforpliktelser

Det finns inga eventualférpliktelser i Bolaget, varken innevarande eller
foregaende ar.

Not 44 Ataganden

Bolaget har utéver gjorda investeringar vid arets utgang atagit sig att géra
ytterligare investeringar motsvarande 6 211 (7 686) mkr i framtida ataganden.
Detta galler private equity fonder samt évriga alternativa investeringar.
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Noter

Not 45 Forvantade atervinningstidpunkter

Tillgangar

2023

Mkr Hogst1ar Langre an1ar Totalt
Placeringstillgéngar

Aktier och andelar i intressebolag 21 21
Aktier och andelar? 11379 11379
Obligationer och andra réntebarande vardepapper? 306 13531 13837
Pantsatta finansiella instrument 0
Ovrigalan 1 1
Ovriga finansiella placeringstillgangar 1606 12220 13826
Fondférsakringstillgangar 18982 254 687 273 669
Avséttning for oreglerade skador 18 55 72
Fordringar 0
Ovriga fordringar 904 904
Immateriella tillgangar 159 159
Kassa och bank 9236 9236
Forutbetalda kostnader och upplupna intékter 0
Upplupna rénteintakter 0
Férutbetalda anskaffningskostnader 466 466
Ovriga férutbetalda kostnader och upplupna intékter 32 32
SUMMA TILLGANGAR 31084 292516 323600
1) Allt kan men kommer inte att atervinnas inom ett ar.

Skulder och avsattningar

2023

Mkr Hogst1ar Langre én1ar Totalt
Férsdkringstekniska avsdttningar, fére avgiven dterforsékring

Ejintjanade premier 82 0 82
Livférsakringsavséattning 1474 20157 21631
Avséttning for oreglerade skador 556 902 1459
Ovriga forsakringstekniska avsattningar 163 0 163
Villkorad aterbaring 629 8998 9627
Fondforsékringsataganden 19114 254681 246 377
Skatter 176 176
Skulder avseende direkt férsakring 15 15
Skulder avseende aterforsakring 0 0
Ovriga skulder 4397 1920 6317
Upplupna kostnader och férutbetalda intakter 115 115
SUMMA SKULDER 26721 286 659 313380
Tillgangar

2022

Mkr Hogst 1ar Langre dn1ar Totalt
Placeringstillgdngar

Aktier och andelar i intressebolag - 19 19
Aktier och andelar? - 9352 9352
Obligationer och andra rantebarande vardepapper? 927 11640 12567
Pantsatta finansiella instrument 0
Ovrigalan - 1 1
Ovriga finansiella placeringstillgéngar 1125 19348 20473
Fondforsakringstillgangar 16 585 229792 246377
Avsattning for oreglerade skador 21 60 81
Ovriga fordringar 1679 - 1679
Immateriella tillgangar - 136 136
Kassa och bank 6708 - 6708
Forutbetalda anskaffningskostnader - 595 595
Ovriga forutbetalda kostnader och upplupna intékter 58 - 58
SUMMA TILLGANGAR 27103 270943 298 045
2) Allt kan men kommer inte att atervinnas inom ett ar.

Skulder och avsattningar

2022

Mkr Hogst 1ar Langre an1ar Totalt
Férsdkringstekniska avsdttningar, fére avgiven dterforsékring

Ejintjanade premier 73 - 73
Livforsakringsavsattning 1323 18 451 19774
Avséttning for oreglerade skador 560 859 1419
Ovriga forsakringstekniska avsattningar 148 0 148
Villkorad aterbaring 534 7732 8266
Fondforsakringsataganden 16585 229827 246 412
Skatter 64 - 64
Skulder avseende direkt forsakring 18 - 18
Skulder avseende aterférsékring 13 - 13
Ovriga skulder 3564 8887 12451
Upplupna kostnader och férutbetalda intékter 120 - 120
SUMMA SKULDER 23000 265756 288756
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Noter

Not 46 Personal

Anstéllda

Styrelsen har faststéllt en instruktion avseende ersattningar som géller for alla
anstallda. Instruktionen har som mal att attrahera och behalla talanger samt
starka en kultur som méater och belnar resultat och beteenden som ligger till
grund for en sund riskhantering och ett hallbart langsiktigt vardeskapande i linje
med kundernas och aktiedgarnas intressen. Grunden for ersattningsstrukturen
vilar pa tre huvuddelar: fast ersattning, resultatandelsprogram samt pension
och andra formaner. Ett fatal utvalda seniora chefer samt 6vriga nyckelpersoner
omfattas ocksa av SEB:s langfristiga aktiebaserade program. Bolagets personal
ska ha en lamplig balans mellan fast och rorlig ersattning.

Pensioner

Medarbetarna omfattas av den kollektivavtalade tjanstepensionsplanen for
finansbranschen, BTP. Personal anstélld efter den 1 maj 2013 omfattas av den
s.k. BTP-1 planen som &r helt premiebestamd. Ovrig personal omfattas av BTP-2
som &r huvudsakligen formansbestamd. Tjanstepensionsatagandet tryggas via
forsakring.

Avgangsvederlag

Avgangsvederlag utfasts och utbetalas huvudsakligen enligt lokalt faststallda
partsgemensamma villkor eller efter en msesidig 6verenskommelse med
berérd medarbetare i samband med t.ex. 6vertalighet eller annan effektivisering.

Styrelsen

Styrelsens ledaméter har erhallit arvoden om 860 (860) Tkr, vilket har fordelats
enligt tabellen nedan. Ledaméter och suppleanter som ar anstéllda i Bolaget
eller SEB erhaller inget arvode utéver 16n.

Verkstéllande direktoren
Erséattning och andra villkor for VD beslutas av styrelsen. Pensionsmedférande
16n bestar huvudsakligen av fast [6n. Pensionsaldern ar 65 ar. Vid uppsagning
fran Bolaget sida utgar, forutom 12 manaders uppsagningstid, ett avgangs-
vederlag om 12 manaders 16n. Ersattning fran ny anstallning avraknas fran
avgangsvederlaget.

VD deltar i SEB:s langfristiga aktieprogram. VD har en pensionsldsning som
ar premiebestamd med undantag fér en formansbestamd andel enligt den
kollektivavtalade tjanstepensionen (BTP2).

Ledande befattningshavare

Ledande befattningshavare kan komma i fraga for SEBs langfristiga aktiepro-
gram. Pensionsmedférande l6n bestar, for de som omfattas av BTP1och for
majoriteten av de som omfattas av BTP2, av fast l6n medan det for vissa alder-
skategorier inom BTP2 bestar av fast l6n och semesterl6netilldgg. Ledande
befattningshavare kan, utéver den kollektiva tjanstepensionsplanen, ocksa
erbjudas en premiebestdmd pensionsplan som komplement.

Langfristiga aktieprogram

SEB introducerade langfristiga aktiebaserade incitamentsprogram forsta
gangen ar 1999 och detta har darefter féljts av ytterligare LTI-programi vilka
samtliga eller sarskilt utvalda SEB-anstéllda varit deltagare. En beskrivning av
nu aktiva program finns pa SEB:s webbplats www.sebgroup.com under flikarna
Om SEB — Bolagsstyrning-Ersattningssystem - Aktiebaserad ersattning.

Inlésen och matchning av tidigare ars program

Under aret har aktieratter fran tidigare ars program 16sts till ett formansvarde
av 511Tkr for ledande befattningshavare. Vid matchning eller inlésen belastas
Bolaget med en kostnad for sociala avgifter baserat pa férmansvardet.

Styrelsen
2023 Styrelse- Sociala
Tkr arvode kostnader Summa
Styrelsens ordférande, Thomas Lundstrém 455 143 598
Styrelseledamot, Ingrid Wrebo 405 127 532
Ovriga ledaméter och suppleanter som ar anstéllda i Bolaget eller SEB - - -
SUMMA 860 270 1130
2022 Styrelse- Sociala
Tkr arvode kostnader Summa
Styrelsens ordférande, Thomas Lundstrém 455 143 598
Styrelseledamot, Ingrid Wrebo 405 127 532
Ovriga ledaméter och suppleanter som &r anstéllda i Bolaget eller SEB - - -
SUMMA 860 270 1130
Styrelseledamaéter, antal 2023 2022
Antal pa balansdagen 4 4
varav mén 2 2
varav kvinnor 2 2
Antal anstéllda
2023 2022
Medelantalet anstéllda, antal
Totalt antal anstallda 530 504
varav man 227 218
varav kvinnor 303 286
Verkstallande direktér och andra ledande befattningshavare, antal
Antal pa balansdagen 8 8
varav mén 5 5
varav kvinnor 3 3
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Noter

Not 46 fortsdittning ~ Personal

Léner och ersattningar

2023 Léner och erséttning Kortsiktiga rérliga Langsiktiga Sociala Pensions-
Tkr exkl rorlig del kontanterséattningar aktieprogram kostnader kostnader Total
Léner och andra erséttningar
Verkstallande direktor 4565 0 1763 1877 1589 9794
Ledande befattningshavare 12 665 93 4947 5527 4567 27798
Ovriga anstéllda 317371 11703 7887 122746 49 482 509190
SUMMA 334601 11796 14597 130150 55638 546782
2022 Léner och ersattning Kortsiktiga rorliga Langsiktiga Sociala Pensions-
Tkr exkl rérlig del kontanterséattningar aktieprogram kostnader kostnader Total
Loner och andra erséttningar
Verkstallande direktor 4565 - 1783 1951 1838 10137
Ledande befattningshavare 11813 188 4978 6813 5044 28836
Ovriga anstéllda 290164 11650 7057 110136 51159 470166
SUMMA 306542 11838 13818 118900 58041 509139
Tabellen nedan visar vad som &r intjanade och utbetalda ersattningar samt vad
som &r uppskjutna ersattningar for samtliga anstéllda:
Tkr 2023 2022
Intjdnade och utbetalda ersattningar
Intjanat 350058 333058
Utbetalt, intjanat samma ar 335461 307 402
Ackumulerade uppskjutna ersattningar
Utfasta och utbetalda ersattningar®) 0 11838
Langfristiga aktiebaserade program under intjanande? 14597 13818
Tabellen nedan visar antalet optioner for VD och ledande befattningshavare:
Ledande
Antal optioner [ matchningsaktier VD befattningshavare
Ar2016 26104 0
Ar2017 7123
Ar2018 20628 17 822
Ar2019 27775 32423
Ar2020 25871 41810
Ar2021 17219 28673
Ar2022 20102 37560
Ar2023 19634 33336
SUMMA 157 333 198747

1) Under utfasta och utbetalda ersattningar ingar ersattningar utbetalda inom det forsta kvartalet efter intjanandearet.

2) Den uppskjutna ersattningen far inte férfogas 6ver inom det forsta aret. Kortfristig kontantersattning betalas darefter ut pro rata 6ver tre till fem ar inklusive ranta samt efter
eventuellt riskjustering. Langsiktiga aktiebaserade program &r lasta i minst tre ar.
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Noter

Not 4/ Resultatdisposition

Till bolagsstammans férfogande star enligt balansrékningen 9 911116 690 kr.
Styrelsen och verkstallande direktoren féreslar att vinstmedlen disponeras
enligt féljande:

8189256 012 kr
1721860 678 kr

Balanserade vinstmedel
Arets resultat

Not 48 Hallbarhetsrapport

Att disponera 9911116 690 kr
Till aktiedgaren utdelas

466,67 kr per aktie 700000 000 kr
Balanserasiny rékning 9211116 690 kr

Resultatet av arets verksamhet och Bolagets stallning per den 31 december
framgar av resultat- och balansrakning med dartill fogade kommentarer.

Soliditeten och solvensen &r betryggande mot bakgrund av att Bolagets
verksamhet fortsatt bedrivs med l[6nsamhet. Likviditeten bedéms kunna
uppréatthallas pa en likaledes betryggande niva.

Skandinaviska Enskilda Banken AB (publ) i Stockholm, organisationsnummer

502032-9081 uppréttar arligen en hallbarhetsrapport for hela SEB koncernen.
Lank till hallbarhetsrapport: https://sebgroup.com/sv/vart-erbjudande/rap-

porter-och-publikationer/ars-och-hallbarhetsrapporter

Not 49 Handelser efter balansdagen

Den 10 januari 2024 avgick David Teare som vd fér SEB Pension och Férsékring
AB varvid Linnéa Ecorcheville tilltrddde som ny vd fér Bolaget.
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Underskrifter

Underskrifter

Solna den dag som framgar av vara elektroniska underskrifter

%////Zd b

Thomas Lundstrém
Ordférande,
forsdkringstagarrepresentant

o gt WAL o—

Anna Sjédahl Ingrid Wrebo Mats Torstendahl

; \
Lena Skullman
Arbetstagarrepresentant Arbetstagarrepresentant

Linnéa Ecorcheville
Verkstdllande direktér

Var revisionsberéattelse har ldAmnats den dag som framgar av var elektroniska underskrift
Ernst & Young AB

Auktoriserad revisor
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Definitioner

Definitioner

Annullationer

Annullation innebér att en forsékring upphdr och
gors ogiltig innan dess avtalstid har [6pt ut.
Anledningar till annullation kan bland annat vara
att forsakringstagarens betalningar uteblir, att
forsakringstagaren sager upp férsakringen, att
forsakringsvillkoren andras eller om behovet av
forsakringen upphor. Noterbart &r att uttag franen
kapitalforsakring bendmns som aterkép. Med andra
ord skiljer man mellan annullation och aterkop.

Depéforsakring

Forsakring dar férsakringstagaren sjalv kan valja
att placera premieni till exempel aktier, obligationer,
fonder och strukturerade produkter.

Derivat

Ett samlingsnamn fér en kategori av finansiella
instrument som bland annat innefattar optioner,
terminer och swappar. Vardeutvecklingen for ett
derivat ar generellt sett ndra kopplat till véarde-
utvecklingen pa underliggande tillgang.

Driftskostnader i férsakringsrorelsen
Driftskostnaderna utgdrs huvudsakligen av admi-
nistrationskostnader (till exempel hyra, l6n och
avskrivningar) och férsaljningskostnader. Kostna-
der for kapitalforvaltning och skadereglering ingar
inte i begreppet.

Driftskostnadsprocent
Driftskostnader i férhallande till premieintéakt for
egen rakning i skadeforsakringsrorelsen.

Forsakringstekniska avsattningar
Skuldposter i balansrékningenii livférsékrings- och
skadeforsakringsbolag som avser ataganden
gentemot forsakringstagarna.

Férutbetalda anskaffningskostnader

Avser delar av de rorliga kostnader som ar kopp-
lade till anskaffningen av vissa forsékringskontrakt
och som aktiveras pa balansrakningen.

Foérvaltningskostnadsprocent
Forvaltningskostnadsprocent berdknas som
driftskostnader enligt resultatrakningen plus
skaderegleringskostnader i procent av genom-
snittligt forvaltat kapital.

Foérvaltningsresultat

Forvaltningsresultat ar arets resultat plus férand-
ringar i 6vervarden. Overvarden ar ett alternativt
nyckeltal som inte ar kopplat till den finansiella
redovisningen utan ar en skattning av det férvan-
tade nuvérde av framtida vinster fran tecknade
avtaliBolaget.

Kapitalbas

Kapitalbasen ar det kapital som forsakringsbolaget
kan nyttja for att hantera eventuella uppkomna
forluster till foljd av de risker Bolaget utsétts for.
Kapitalbasen bestar av primart kapital och
eventuellt tillaggskapital. Primarkapitalet mot-
svarar det belopp med vilket tillgadngar 6verskrider
skulder i solvensbalansrakningen efter eventuella
avdragytillagg.

Kapitalférsakring

En kapitalférsakring &r en férsakringsprodukt som
utges av forsakringsbolag. Det finns ett antal skill-
nader mellan en kapitalférsakring och exempelvis
ett vanligt sparkonto, bland annat avseende
skatteregler, agandeform och allménna villkor.
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Kapitalkrav

Det kapital som kravs utifran ett enskilt forsak-
ringsbolags verksamhet och for att Bolaget ska ha
tillracklig kapitaltédckning som skydd mot de risker
som Bolaget stélls infor, vilket inkluderar att ha
tillracklig formaga att sta for sina ataganden
gentemot forsakringstagarna. | forsakringsbolag
finns ett flertal olika kategorier av kapitalkrav.

Minimikapitalkrav (MCR)

Minimikapitalkravet utgdér den minsta storlek pa
det medrakningsbara primarkapitalet som krévs
for att ett forsakringsbolag med 85 procents san-
nolikhet ska ha tillrackligt med kapital under de
kommande tolv manaderna for att tacka vardet av
atagandena gentemot forsakringstagarna och
andra ersattningsberattigade.

Optioner

En kategori av finansiella instrument, som exem-
pelvis kan ge innehavaren ratt att kdpa eller sélja
en underliggande tillgang vid en framtida tidpunkt
till ett bestamt pris.

Riskpremie

Riskpremie ar en andel av premien som forsakrings-
bolaget tar ut for forsakringsskydd, till exempel
efterlevandeskydd eller premiebefrielseférsakring.

Risksumma

Skillnaden i forsakringens varde strax fore och
strax efter den forsékrades dodsfall. For exempel-
vis en grupplivférsakring motsvaras risksumman
av det avtalade forsakringsbeloppet.

Sjukférsakring

En sjukforsakring inkluderar bland annat ersattning
till férsakringstagaren om denne varit sjukskriven
under en langre period.

Skadeprocent

Forsakringsersattningar i forhallande till premie-
intakt for egen rakning i skadeférsakringsrorelsen
samt skaderegleringskostnader.

Solvens 1
Aldre regler for forsakringsbolag som bland annat
inkluderar berakning av kapitalbas och kapitalkrav.

Solvens 2

Ett omfattande regelverk for férsakringsbolag och
forsakringsgrupper som tradde ikraft den 1januari
2016. Ett av huvudsyftena med Solvens 2 ar att
starka den finansiella stabiliteten i forsékrings-
branschen genom regulatoriska krav som bland
annat avser att frimja god soliditet och likviditet

i forsakringsbolag.

Solvenskapitalkrav (SCR)
Solvenskapitalkravet utgér den minsta storlek pa
det medrakningsbar kapital som kravs for att for-
sakringsbolaget med 99,5 procents sannolikhet ska
ha tillrackligt med kapital under de kommande tolv
manaderna for att tacka vardet av dtaganden
gentemot forsakringstagarna och andra ersatt-
ningsberattigade.

Solvenskvot
Kvoten mellan Bolagets kapitalbas och solvens-
kapitalkravet (SCR) i enlighet med Solvens 2.

SPPI test

SPPI-test &r en forkortning av Solely payments of
principal and interest test. Testet ar kopplat till
IFRS? finansiella instrument, vilket ar ett regelverk
som bl.a. innefattar klassificering och vardering av
finansiella instrument. SPPI-test handlar till stor
delom attutvérdera om ettinstrument har vissa
egenskaper. Om ett instrument inte klarar ett
SPPI-test sa redovisas det som verkligt varde via
resultatet obligatoriskt istallet for verkligt varde
via resultatet identifierad.

Swappar

En kategori av finansiella instrument som baseras
pa kontrakt som utbyter en serie av betalningar
mot en annan. Exempelvis kan en valutaswap mel-
lan tva parter innebéra att den ena parten tar en
lang position i en valuta och den andra parten en
lang position i en annan valuta under en tidsperiod
som anges i avtalsvillkoren. Avkastningen kommer
saledes baseras pa utvecklingen av dessa valutor i
relation till varandra under kontraktsperioden.

Terminer
En termin &r ett avtal om ett kdp eller en forsaljning
av egendom vid en framtida tidpunkt till bestamt pris.

Tjanstepension

De flesta arbetstagare far tjanstepension, dven
kallad avtalspension, som betalas in av arbets-
givaren. Denregleras antingeni avtal mellan
arbetsgivare och fackférbund (kollektivavtal) eller
direkt mellan arbetsgivare och arbetstagare.

Totalavkastning

Ett finansiellt begrepp som anvénds for att
beskriva en viss typ av summerad avkastning.

| Bolagets berakning av nyckeltal for livforsakrings-
rorelsen inkluderar totalavkastningen direkt-
avkastning samt féréndring i vérde for en investe-
ring efter avdrag for férvaltningskostnader.

Totalkostnadsprocent
Summan av skadeprocent och driftskostnads-
procent i skadeférsakringsrorelsen.

Villkorad aterbéaring

Overskott uppstar i vissa forsakringsprodukter om
utfallet blir battre an vad som antagits, exempelvis
om forsékringsbolaget placerar férsékringstagar-
nas pengar sa att avkastningen blir hégre an den
garanterade rantan. For dessa forsékringsproduk-
ter fordelas 6verskottet pa forsakringarnai form av
fordelad villkorad aterbéring och betalas senare ut
som tilldggsbelopp utdver forsakringsbeloppet.
Villkorad aterbaring ar inte garanterad utan kan
bade 6ka och minska.

Aterft’;rsékring

Forsakringsbolag aterforsakrar ofta delar av sina
ataganden for efterlevandeskydd, sjukforsakring
och premiebefrielseférsakring gentemot kund hos
aterforsakringsbolag. Med andra ord aterforséakrar
sig forsakringsbolag for att minska risker i form av
ersattningsskyldigheter mot sina kunder.




Revisionsberattelse

Revisionsberattelse

Till bolagsstdmman i SEB Pension och Férsdkring AB, org nr 516401-8243

Rapport om arsredovisningen

Uttalanden

Vi har utfort en revision av arsredovisningen for SEB Pension
och Forsakring AB for ar 2023. Bolagets arsredovisning ingar pa
sidorna 3—43 i detta dokument.

Enligt var uppfattning har arsredovisningen uppréttats i enlig-
het med lagen om arsredovisning i férsakringsforetag och ger eni
alla vasentliga avseenden rattvisande bild av bolagets finansiella
stallning per den 31 december 2023 och av dess finansiella
resultat for aret enligt lagen om arsredovisning i forsakringsfore-
tag. Forvaltningsberattelsen &r forenlig med arsredovisningens
Ovriga delar.

Vi tillstyrker dérfor att bolagsstdmman faststaller resultatrak-
ningen och balansrékningen.

Vara uttalanden i denna rapport om arsredovisningen ar
férenliga med innehallet i den kompletterande rapport som har
Overldmnats till bolagets revisionsutskott i enlighet med Revi-
sorsforordningens (537/2014) artikel 11.

Grund for uttalanden
Vi har utfort revisionen enligt International Standards on Auditing
(ISA) och god revisionssed i Sverige. Vart ansvar enligt dessa
standarder beskrivs ndrmare i avsnittet Revisorns ansvar. Vi
ar oberoende i forhallande till bolaget enligt god revisorssed i
Sverige och har i 6vrigt fullgjort vart yrkesetiska ansvar enligt
dessa krav. Detta innefattar att, baserat pa var basta kunskap
och dvertygelse, inga forbjudna tjanster som avses i Revisors-
forordningens (537/2014) artikel 5.1 har tillhandahallits det
granskade bolaget eller, i férekommande fall, dess moderforetag
eller dess kontrollerade féretag inom EU.

Vianser att de revisionsbevis vi har inhamtat &r tillréckliga och
andamalsenliga som grund for vara uttalanden.

Sarskilt betydelsefulla omraden

Sarskilt betydelsefulla omraden for revisionen &r de omraden
som enligt var professionella bedémning var de mest bety-
delsefulla for revisionen av arsredovisningen for den aktuella
perioden. Dessa omraden behandlades inom ramen for revi-
sionen av, och i vart stéllningstagande till, rsredovisningen som
helhet, men vi gor inga separata uttalanden om dessa omraden.
Beskrivningen nedan av hur revisionen genomférdes inom dessa
omraden ska lésas i detta sammanhang.

Vi har fullgjort de skyldigheter som beskrivs i avsnittet
Revisorns ansvar i var rapport om arsredovisningen ocksa inom
dessa omraden. Déarmed genomfordes revisionsatgarder som
utformats for att beakta var bedémning av risk for vasentliga
feli &rsredovisningen. Utfallet av var granskning och de gransk-
ningsatgarder som genomforts for att behandla de omraden som
framgar nedan utgdr grunden for var revisionsberattelse.
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Vérdering av forsakringstekniska avsattningar
Beskrivning av omrddet

Per den 31 december 2023 uppgick de forsakringstekniska av-
sattningarna i bolaget till 306 757 mkr vilket utgdr 98 % bolagets
totala skulder. Av dessa avser 283 423 mkr forsakringstekniska
avsattningar for livférsakringar, for vilka forsakringstagaren

bar risk (fondférsakringsataganden). Resterande belopp avser
livférsakringsavsattningar. Upplysningar om forsakringstekniska
avséttningar aterfinns i not 1 Redovisningsprinciper och i noterna
31-36.

Forsakringstekniska avsattningar ska tacka de férvantade
framtida utbetalningarna av de garanterade pensionsbeloppen
som utlovats de forsdkrade. Férsékringstekniska avsattningar
ska motsvara nuvérdet av framtida dtaganden gentemot for-
sakringstagarna med hansyn tagen till exempelvis garanterad
avkastning, omkostnader och dddlighet. Avsattningen for
framtida ataganden beraknas med hjalp av statistiska metoder.
Balanspostens storlek i férhallande till totala skulder, samt att
varderingen kréver att bolaget gér bedémningar och antaganden,
innebdr att forsakringstekniska avséattningar har varit ett sarskilt
betydelsefullt omrade i var revision.

Hur detta omrdde beaktades i revisionen
Vi har utvarderat bolagets process for att faststalla forsakrings-
tekniska avsattningar. Vidare har vi utvarderat lampligheten
i tilldmpade metoder och antaganden samt genomfort
sjalvstandiga berékningar av avsattningar for ett urval av
forsakringsprodukterna.

| var revision har vi anvant vara interna aktuarier for att bista
oss i de granskningsatgarder vi utfort.

Vihar dven granskat ldmnade upplysningar i de finansiella
rapporterna angaende forsakringstekniska avsattningar.

Annan information &@n arsredovisningen

Detta dokument innehaller &ven annan information &n arsredo-
visningen och aterfinns pa sidorna 1-2 och 44. Det r styrel-
sen och verkstéllande direktéren som har ansvaret fér denna
andra information.

Vart uttalande avseende arsredovisningen omfattar inte denna
information och vi gor inget uttalande med bestyrkande avseen-
de denna andra information.

| samband med var revision av arsredovisningen ar det vart
ansvar att [dsa den information som identifieras ovan och dver-
vaga om informationen i vasentlig utstrackning ar oférenlig med
arsredovisningen. Vid denna genomgang beaktar vi dven den
kunskap vii dvrigt inhdmtat under revisionen samt bedémer om
informationen i dvrigt verkar innehalla vasentliga felaktigheter.

Signerat TL, AS, IW, MT, LS, JH, LE, DE
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Styrelsens och verkstallande direktérens ansvar

Det ar styrelsen och verkstéllande direktéren som har ansvaret
for att drsredovisningen uppréattas och att den ger en rattvi-
sande bild enligt lagen om arsredovisning i forsakringsforetag.
Styrelsen och verkstéllande direktéren ansvarar dven for den
interna kontroll som de beddmer ar nédvandig for att uppratta en
arsredovisning som inte innehaller ndgra vasentliga felaktigheter,
vare sig dessa beror pa oegentligheter eller misstag.

Vid upprattandet av rsredovisningen ansvarar styrelsen och
verkstallande direktoren for beddmningen av bolagets férmaga
att fortsatta verksamheten. De upplyser, nér sa &r tillampligt, om
forhallanden som kan paverka férmagan att fortsatta verksam-
heten och att anvénda antagandet om fortsatt drift. Antagandet
om fortsatt drift tilldmpas dock inte om styrelsen och verk-
stéllande direktdren avser att likvidera bolaget, upphéra med
verksamheten eller inte har ndgot realistiskt alternativ till att
gora nagot av detta.

Styrelsens revisionsutskott ska, utan att det paverkar styrel-
sens ansvar och uppgifter i 6vrigt, bland annat dvervaka bolagets
finansiella rapportering.

Revisorns ansvar

Vara mal ar att uppna en rimlig grad av sékerhet om att drsredo-

visningen som helhet inte innehaller ndgra vasentliga felaktighe-

ter, vare sig dessa beror pa oegentligheter eller misstag, och att
ldmna en revisionsberattelse som innehaller véra uttalanden.

Rimlig sékerhet ar en hdg grad av sdkerhet, men &r ingen garanti

for att en revision som utférs enligt ISA och god revisionssed i

Sverige alltid kommer att upptécka en vasentlig felaktighet om

en sadan finns. Felaktigheter kan uppsta pa grund av oegent-

ligheter eller misstag och anses vara vasentliga om de enskilt
eller tillsammans rimligen kan férvantas paverka de ekonomiska
beslut som anvéndare fattar med grund i rsredovisningen.

Som del av en revision enligt ISA anvander vi professionellt
omddme och har en professionellt skeptisk instéllning under hela
revisionen. Dessutom:

+ identifierar och beddmer viriskerna fér vasentliga felaktighe-
ter i rsredovisningen, vare sig dessa beror pa oegentligheter
eller misstag, utformar och utfér granskningsatgarder bland
annat utifran dessa risker och inhdmtar revisionsbevis som ar
tillrackliga och &ndamalsenliga for att utgdra en grund for vara
uttalanden. Risken for att inte upptécka en vasentlig felak-
tighet till foljd av oegentligheter ar hdgre an for en vasentlig
felaktighet som beror pa misstag, eftersom oegentligheter
kan innefatta agerande i maskopi, forfalskning, avsiktliga
uteldmnanden, felaktig information eller dsidoséttande av
intern kontroll.

« skaffar vioss en forstaelse av den del av bolagets interna
kontroll som har betydelse for var revision for att utforma
granskningsatgarder som ar ldmpliga med hansyn till om-
sténdigheterna, men inte for att uttala oss om effektiviteten i
deninterna kontrollen.

« utvarderar vi lampligheten i de redovisningsprinciper som an-
vands och rimligheten i styrelsens och verkstallande direktérens
uppskattningar i redovisningen och tillhdrande upplysningar.
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- drar vi en slutsats om [dmpligheten i att styrelsen och verk-
stéllande direktéren anvander antagandet om fortsatt drift vid
uppréattandet av arsredovisningen. Vi drar ocksa en slutsats,
med grund i de inhdmtade revisionsbevisen, om det finns
nagon vasentlig osékerhetsfaktor som avser sddana handel-
ser eller forhallanden som kan leda till betydande tvivel om
bolagets formaga att fortsatta verksamheten. Om vi drar
slutsatsen att det finns en vasentlig osakerhetsfaktor, maste
viirevisionsberattelsen fasta uppmarksamheten pa upplys-
ningarna i arsredovisningen om den vasentliga osékerhetsfak-
torn eller, om s&dana upplysningar ar otillrackliga, modifiera
uttalandet om arsredovisningen. Vara slutsatser baseras pa de
revisionsbevis som inhdmtas fram till datumet for revisionsbe-
rattelsen. Dock kan framtida hdndelser eller férhallanden gora
att ett bolag inte langre kan fortsatta verksamheten.

- utvarderar vi den dvergripande presentationen, strukturen och
innehallet i drsredovisningen, daribland upplysningarna, och
om arsredovisningen aterger de underliggande transaktioner-
na och handelserna pa ett satt som ger en rattvisande bild.

Vi maste informera styrelsen om bland annat revisionens plane-
rade omfattning och inriktning samt tidpunkten fér den. Vi maste
ocksé informera om betydelsefulla iakttagelser under revi-
sionen, daribland de eventuella betydande brister i deninterna
kontrollen som vi identifierat.

Vi maste ocksa forse styrelsen med ett uttalande om att vi har
foljt relevanta yrkesetiska krav avseende oberoende, och ta upp
alla relationer och andra férhallanden som rimligen kan paverka
vart oberoende, samt i tillampliga fall &tgarder som har vidtagits
for att eliminera hoten eller motatgarder som har vidtagits.

Av de omraden som kommuniceras med styrelsen faststéller
vi vilka av dessa omraden som varit de mest betydelsefulla for
revisionen av arsredovisningen, inklusive de viktigaste bedémda
riskerna for vasentliga felaktigheter, och som darfér utgér de for
revisionen sarskilt betydelsefulla omradena. Vi beskriver dessa
omraden i revisionsberattelsen savida inte lagar eller andra
forfattningar forhindrar upplysning om fragan.

Rapport om andra krav enligt lagar
och andra forfattningar

Uttalanden
Utdver var revision av arsredovisningen har vi dven utfort en
revision av styrelsens och verkstallande direktérens férvaltning
av SEB Pension och Forsakring AB for &r 2023 samt av forslaget
till dispositioner betraffande bolagets vinst eller férlust.

Vi tillstyrker att bolagsstdmman disponerar vinsten enligt for-
slaget i férvaltningsberéattelsen och beviljar styrelsens ledaméter
och verkstéllande direktdren ansvarsfrihet for rékenskapsaret.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart an-
svar enligt denna beskrivs ndrmare i avsnittet Revisorns ansvar.
Vi ar oberoende i forhallande till bolaget enligt god revisorssed

i Sverige och har i dvrigt fullgjort vart yrkesetiska ansvar enligt
dessa krav.

01-8243
Signerat TL, AS, IW, MT, LS, JH, LE, DE
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Vianser att de revisionsbevis vi har inhamtat &r tillrackliga och
andamalsenliga som grund for vara uttalanden.

Styrelsens och verkstéllande direktérens ansvar
Det &r styrelsen som har ansvaret for forslaget till dispositioner
betraffande bolagets vinst eller férlust. Vid forslag till utdelning
innefattar detta bland annat en bed®émning av om utdelningen ar
forsvarlig med hansyn till de krav som bolagets verksamhetsart,
omfattning och risker staller pa storleken av bolagets egna kapi-
tal, konsolideringsbehov, likviditet och stallning i dvrigt.
Styrelsen ansvarar for bolagets organisation och forvaltning-
en av bolagets angeldgenheter. Detta innefattar bland annat
att fortlépande beddma bolagets ekonomiska situation, och att
tillse att bolagets organisation ar utformad sa att bokféringen,
medelsférvaltningen och bolagets ekonomiska angelagenhet-
er i dvrigt kontrolleras pd ett betryggande satt. Verkstéllande
direktdren ska skota den [6pande forvaltningen enligt styrelsens
riktlinjer och anvisningar och bland annat vidta de atgérder som
ar nddvandiga for att bolagets bokfdring ska fullgdras i 6verens-
stadammelse med lag och for att medelsforvaltningen ska skotas
pa ett betryggande sétt.

Revisorns ansvar
Vart mal betraffande revisionen av foérvaltningen, och dédrmed
vart uttalande om ansvarsfrihet, ar att inhdmta revisionsbe-
vis for att med en rimlig grad av sékerhet kunna bedéma om
nagon styrelseledamot eller verkstéllande direktdren i ndgot
vasentligt avseende:
- foretagit ndgon atgard eller gjort sig skyldig till ndgon
férsummelse som kan féranleda ersattningsskyldighet
mot bolaget, eller
 pad nagot annat satt handlat i strid med aktiebolagslagen,
forsakringsrorelselagen, lagen om arsredovisning i forsakrings-
foretag eller bolagsordningen.
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Vart mal betraffande revisionen av forslaget till dispositioner av
bolagets vinst eller forlust, och darmed vart uttalande om detta,
ar att med rimlig grad av sékerhet bedéma om forslaget ar féren-
ligt med aktiebolagslagen.

Rimlig sékerhet &r en hdg grad av sdkerhet, men ingen garanti
for att en revision som utférs enligt god revisionssed i Sverige
alltid kommer att upptécka atgarder eller férsummelser som kan
féranleda ersattningsskyldighet mot bolaget, eller att ett forslag
till dispositioner av bolagets vinst eller forlust inte ar forenligt
med aktiebolagslagen.

Som en del av en revision enligt god revisionssed i Sverige
anvander vi professionellt omddme och har en professionellt
skeptisk instéllning under hela revisionen. Granskningen av
férvaltningen och forslaget till dispositioner av bolagets vinst
eller forlust grundar sig framst pa revisionen av rakenskaperna.
Vilka tillkommande granskningsatgarder som utfors baseras
pa var professionella beddmning med utgangspunkt i risk och
vasentlighet. Det innebér att vi fokuserar granskningen pa
sadana atgarder, omraden och forhallanden som ar vasentliga
for verksamheten och dér avsteg och évertradelser skulle ha
séarskild betydelse for bolagets situation. Vi gar igenom och
provar fattade beslut, beslutsunderlag, vidtagna atgérder och
andra forhallanden som &r relevanta for vart uttalande om
ansvarsfrihet. Som underlag for vart uttalande om styrelsens
forslag till dispositioner betraffande bolagets vinst eller forlust
har vi granskat styrelsens motiverade yttrande samt ett urval
av underlagen for detta for att kunna bedéma om férslaget ar
férenligt med aktiebolagslagen.

Ernst & Young AB utsags till SEB Pension och Forsakring ABs
revisor av bolagsstdmman den 12 juni 2023 och har varit bola-
gets revisor sedan 20 juni 2019.

Stockholm den dag som framgar av var elektroniska underskrift

Ernst & Young AB

Daniel Eriksson
Auktoriserad revisor

16401-8243

Signerat TL, AS, IW, MT, LS, JH, LE, DE
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.246

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The initiator Johanna Breitholtz (JB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-07-16 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (thomas.lundstrom@hedwigstaden.se) to Thomas Lundström (TL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anna.sjodahl@seb.se) to Anna Sjödahl (AS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingrid.wrebo@telia.com) to Ingrid Wrebo (IW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mats.torstendahl@seb.se) to Mats Torstendahl (MT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (Lena.Skullman@seb.se) to Lena Skullman (LS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jacqueline.hessner@seb.se) to Jacqueline Hessner (JH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:21.278897 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (linnea.ecorcheville@seb.se) to Linnéa Ecorcheville (LE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 11:54:28.911805 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Thomas Lundström (TL) was delivered.

      


    

  



  

  

    		2024-04-17 11:54:28.948699 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingrid Wrebo (IW) was delivered.

      


    

  



  

  

    		2024-04-17 11:54:28.968168 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mats Torstendahl (MT) was delivered.

      


    

  



  

  

    		2024-04-17 11:54:29.009326 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lena Skullman (LS) was delivered.

      


    

  



  

  

    		2024-04-17 11:54:29.028713 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jacqueline Hessner (JH) was delivered.

      


    

  



  

  

    		2024-04-17 11:54:29.047855 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Linnéa Ecorcheville (LE) was delivered.

      


    

  



  

  

    		2024-04-17 11:54:35.134522 UTC ±17 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Sjödahl (AS) was delivered.

      


    

  



  

  

    		2024-04-17 11:55:18.385604 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      193.15.219.94

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The party Ingrid Wrebo (IW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:55:19.286046 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ingrid.wrebo@telia.com was opened.

      


    

  



  

  

    		2024-04-17 11:55:25.322949 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to linnea.ecorcheville@seb.se was opened.

      


    

  



  

  

    		2024-04-17 11:55:44.092328 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.25

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4 Safari/605.1.15

      

    

    		

      

        The party Linnéa Ecorcheville (LE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:55:45.818775 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.73

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Lena Skullman (LS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:55:49.760951 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to mats.torstendahl@seb.se was opened.

      


    

  



  

  

    		2024-04-17 11:55:52.08819 UTC ±18 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The party Mats Torstendahl (MT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:56:13.096792 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The party Jacqueline Hessner (JH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:56:36.345124 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      193.15.219.94

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The signatory Ingrid Wrebo (IW) changed the text in the text field “ID number” from 

  blank

 to 

  “196301317647”

.  

      


    

  



  

  

    		2024-04-17 11:56:36.345124 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      193.15.219.94

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The signatory Ingrid Wrebo (IW) signed in the signature box “signature 1”.
[image: signature]/@M Whehs







The box’s placement in the Main Document:		Page		X		Y

		45		0.421		0.308



 

      


    

  



  

  

    		2024-04-17 11:56:44.206043 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.73

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Lena Skullman (LS) changed the text in the text field “ID number” from 

  blank

 to 

  “196610101625”

.  

      


    

  



  

  

    		2024-04-17 11:56:44.206043 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.73

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Lena Skullman (LS) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		45		0.199		0.406



 

      


    

  



  

  

    		2024-04-17 11:56:54.684346 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The signatory Mats Torstendahl (MT) changed the text in the text field “ID number” from 

  blank

 to 

  “196108170173”

.  

      


    

  



  

  

    		2024-04-17 11:56:54.684346 UTC ±19 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The signatory Mats Torstendahl (MT) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		45		0.628		0.309



 

      


    

  



  

  

    		2024-04-17 11:56:55.189314 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      193.15.219.94

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Ingrid Wrebo (IW) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: Ingrid Wrebo

  
ID number: 

  196301317647



  
IP: 94.191.152.142
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 11:56:57.027359 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.25

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4 Safari/605.1.15

      

    

    		

      

        The signatory Linnéa Ecorcheville (LE) changed the text in the text field “ID number” from 

  blank

 to 

  “7809074888”

.  

      


    

  



  

  

    		2024-04-17 11:56:57.027359 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.25

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4 Safari/605.1.15

      

    

    		

      

        The signatory Linnéa Ecorcheville (LE) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		45		0.398		0.505



 

      


    

  



  

  

    		2024-04-17 11:57:04.724916 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.73

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Lena Skullman (LS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: LENA SKULLMAN

  
ID number: 

  196610101625



  
IP: 129.178.95.21
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 11:57:07.715942 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.37

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Mats Torstendahl (MT) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: MATS TORSTENDAHL

  
ID number: 

  196108170173



  
IP: 129.178.95.37
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 11:57:20.077724 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.25

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4 Safari/605.1.15

      

    

    		

      

        The document was signed by Linnéa Ecorcheville (LE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: LINNEA ECORCHEVILLE

  
ID number: 

  197809074888



  
IP: 129.178.95.29
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 11:57:23.49498 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/123.0.2420.74 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anna Sjödahl (AS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:57:24.326853 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anna.sjodahl@seb.se was opened.

      


    

  



  

  

    		2024-04-17 11:57:26.433242 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Jacqueline Hessner (JH) changed the text in the text field “ID number” from 

  blank

 to 

  “196209058525”

.  

      


    

  



  

  

    		2024-04-17 11:57:26.433242 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The signatory Jacqueline Hessner (JH) signed in the signature box “signature 1”.
[image: signature]Q&ﬂ%ul/vw dssman







The box’s placement in the Main Document:		Page		X		Y

		45		0.623		0.409



 

      


    

  



  

  

    		2024-04-17 11:57:45.99013 UTC ±20 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      199.247.35.126

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/122.0.0.0 Safari/537.36 Edg/122.0.0.0

      

    

    		

      

        The document was signed by Jacqueline Hessner (JH) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: JACQUELINE HESSNER

  
ID number: 

  196209058525



  
IP: 81.231.230.25
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 11:58:09.829795 UTC ±21 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      104.28.31.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Thomas Lundström (TL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 11:58:12.605609 UTC ±21 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to thomas.lundstrom@hedwigstaden.se was opened.

      


    

  



  

  

    		2024-04-17 11:58:19.692852 UTC ±21 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/123.0.2420.74 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Anna Sjödahl (AS) changed the text in the text field “ID number” from 

  blank

 to 

  “196305287580”

.  

      


    

  



  

  

    		2024-04-17 11:58:19.692852 UTC ±21 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/123.0.2420.74 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Anna Sjödahl (AS) signed in the signature box “signature 1”.
[image: signature]Aha Jidak!







The box’s placement in the Main Document:		Page		X		Y

		45		0.198		0.310



 

      


    

  



  

  

    		2024-04-17 11:58:36.792777 UTC ±21 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      129.178.95.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/123.0.2420.74 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Anna Sjödahl (AS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: ANNA SJÖDAHL

  
ID number: 

  196305287580



  
IP: 129.178.95.27
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 11:59:39.899377 UTC ±23 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      104.28.31.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Thomas Lundström (TL) changed the text in the text field “ID number” from 

  blank

 to 

  “195701028598”

.  

      


    

  



  

  

    		2024-04-17 11:59:39.899377 UTC ±23 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      104.28.31.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Thomas Lundström (TL) signed in the signature box “signature 1”.
[image: signature]%/ﬂt %{mfé/fd///







The box’s placement in the Main Document:		Page		X		Y

		45		0.399		0.200



 

      


    

  



  

  

    		2024-04-17 12:01:44.970089 UTC ±25 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      104.28.31.63

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 16_7_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Thomas Lundström (TL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: THOMAS LUNDSTRÖM

  
ID number: 

  195701028598



  
IP: 78.79.169.255
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 12:01:44.970089 UTC ±25 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (daniel.eriksson@se.ey.com) to Daniel Eriksson (DE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2024-04-17 12:01:50.558257 UTC ±25 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Daniel Eriksson (DE) was delivered.

      


    

  



  

  

    		2024-04-17 12:16:35.544747 UTC ±42 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to daniel.eriksson@se.ey.com was opened.

      


    

  



  

  

    		2024-04-17 12:16:41.748447 UTC ±42 ms

    		2024-04-17 11:40:10.564004 UTC

    		

      146.247.176.107

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/123.0.2420.90 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Daniel Eriksson (DE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 13:15:07.892205 UTC ±33 ms

    		2024-04-17 12:40:12.106968 UTC

    		

      147.161.188.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The party Daniel Eriksson (DE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-04-17 13:16:48.532023 UTC ±35 ms

    		2024-04-17 12:40:12.106968 UTC

    		

      147.161.188.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The signatory Daniel Eriksson (DE) changed the text in the text field “ID number” from 

  blank

 to 

  “197305237112”

.  

      


    

  



  

  

    		2024-04-17 13:16:48.532023 UTC ±35 ms

    		2024-04-17 12:40:12.106968 UTC

    		

      147.161.188.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The signatory Daniel Eriksson (DE) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		45		0.416		0.702



 

      


    

  



  

  

    		2024-04-17 13:16:48.532023 UTC ±35 ms

    		2024-04-17 12:40:12.106968 UTC

    		

      147.161.188.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The signatory Daniel Eriksson (DE) signed in the signature box “signature 2”.
[image: signature]O LI~







The box’s placement in the Main Document:		Page		X		Y

		49		0.473		0.612



 

      


    

  



  

  

    		2024-04-17 13:17:02.206646 UTC ±35 ms

    		2024-04-17 12:40:12.106968 UTC

    		

      147.161.188.127

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/123.0.0.0 Safari/537.36 Edg/123.0.0.0

      

    

    		

      

        The document was signed by Daniel Eriksson (DE) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "SEB PFAB ÅR 23_20240417" med transaktionsnummer 9222115557515318095.












Data returned from 

  the BankID network

:

  
Name: DANIEL ERIKSSON

  
ID number: 

  197305237112



  
IP: 146.247.176.107
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-04-17 13:17:02.206646 UTC ±35 ms

    		2024-04-17 12:40:12.106968 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.07 ms

		standard deviation: 1.44 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈91.688%

		|e| < 5 ms: ≈99.947%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-03-06 21:02:08.408619 UTC and 2024-04-17 12:40:12.106968 UTC:







  		Time collected

  		Clock offset







  

    		2024-03-06 21:02:08.408619

    		-1.6 ms

  





  

    		2024-03-06 22:02:10.228605

    		-2.6 ms

  





  

    		2024-03-06 23:02:13.862769

    		1.7 ms

  





  

    		2024-03-07 00:02:16.453328

    		-0.8 ms

  





  

    		2024-03-07 01:02:18.476017

    		1.5 ms

  





  

    		2024-03-07 02:02:20.930539

    		-0.7 ms

  





  

    		2024-03-07 03:02:22.969148

    		-0.1 ms

  





  

    		2024-03-07 04:02:24.747299

    		-0.3 ms

  





  

    		2024-03-07 05:02:26.746976

    		-1.2 ms

  





  

    		2024-03-07 06:02:30.661989

    		1.6 ms

  





  

    		2024-03-07 07:02:33.11217

    		-0.7 ms

  





  

    		2024-03-07 08:02:35.435364

    		-1.4 ms

  





  

    		2024-03-07 09:02:37.127412

    		-0.3 ms

  





  

    		2024-03-07 10:02:39.135623

    		1.2 ms

  





  

    		2024-03-07 11:02:42.287223

    		0.2 ms

  





  

    		2024-03-07 12:02:44.048476

    		0.1 ms

  





  

    		2024-03-07 13:02:46.241895

    		1.4 ms

  





  

    		2024-03-07 14:02:48.044197

    		-1.0 ms

  





  

    		2024-03-07 15:02:49.595867

    		1.6 ms

  





  

    		2024-03-07 16:02:51.890897

    		0.4 ms

  





  

    		2024-03-07 17:02:54.024177

    		0.3 ms

  





  

    		2024-03-07 18:02:55.724854

    		-2.4 ms

  





  

    		2024-03-07 19:02:58.102839

    		1.4 ms

  





  

    		2024-03-07 20:03:00.998207

    		1.3 ms

  





  

    		2024-03-07 21:03:02.725144

    		-0.7 ms

  





  

    		2024-03-07 22:03:04.494022

    		0.1 ms

  





  

    		2024-03-07 23:03:06.323407

    		-1.4 ms

  





  

    		2024-03-08 00:03:08.073726

    		-1.3 ms

  





  

    		2024-03-08 01:03:10.276417

    		-2.0 ms

  





  

    		2024-03-08 02:03:12.282739

    		-3.5 ms

  





  

    		2024-03-08 03:03:15.155648

    		-2.6 ms

  





  

    		2024-03-08 04:03:18.011875

    		-1.1 ms

  





  

    		2024-03-08 05:03:20.025291

    		-0.9 ms

  





  

    		2024-03-08 06:03:22.073184

    		1.7 ms

  





  

    		2024-03-08 07:03:23.760499

    		-0.4 ms

  





  

    		2024-03-08 08:03:25.964675

    		0.4 ms

  





  

    		2024-03-08 09:03:28.091457

    		0.8 ms

  





  

    		2024-03-08 10:03:31.37905

    		0.3 ms

  





  

    		2024-03-08 11:03:33.355952

    		1.3 ms

  





  

    		2024-03-08 12:03:34.950415

    		3.0 ms

  





  

    		2024-03-08 13:03:36.582305

    		-0.7 ms

  





  

    		2024-03-08 14:03:38.167252

    		1.8 ms

  





  

    		2024-03-08 15:03:39.895505

    		1.7 ms

  





  

    		2024-03-08 16:03:41.614719

    		0.5 ms

  





  

    		2024-03-08 17:03:43.445285

    		-1.3 ms

  





  

    		2024-03-08 18:03:45.63965

    		0.3 ms

  





  

    		2024-03-08 19:03:47.683526

    		-0.2 ms

  





  

    		2024-03-08 20:03:50.540701

    		1.4 ms

  





  

    		2024-03-08 21:03:52.611927

    		-0.7 ms

  





  

    		2024-03-08 22:03:55.16003

    		0.6 ms

  





  

    		2024-03-08 23:03:57.323027

    		-0.8 ms

  





  

    		2024-03-09 00:04:00.803685

    		-1.9 ms

  





  

    		2024-03-09 01:04:02.934098

    		-1.1 ms

  





  

    		2024-03-09 02:04:06.03498

    		1.4 ms

  





  

    		2024-03-09 03:04:09.170524

    		-1.3 ms

  





  

    		2024-03-09 04:04:10.657972

    		-0.5 ms

  





  

    		2024-03-09 05:04:13.07149

    		2.2 ms

  





  

    		2024-03-09 06:04:15.080174

    		1.2 ms

  





  

    		2024-03-09 07:04:17.779543

    		1.4 ms

  





  

    		2024-03-09 08:04:19.44298

    		-0.6 ms

  





  

    		2024-03-09 09:04:21.546099

    		2.3 ms

  





  

    		2024-03-09 10:04:23.688498

    		-0.2 ms

  





  

    		2024-03-09 11:04:25.562946

    		2.0 ms

  





  

    		2024-03-09 12:04:26.982829

    		1.0 ms

  





  

    		2024-03-09 13:04:28.545236

    		-0.7 ms

  





  

    		2024-03-09 14:04:30.2779

    		-0.7 ms

  





  

    		2024-03-09 15:04:33.039306

    		-0.7 ms

  





  

    		2024-03-09 16:04:35.557421

    		0.1 ms

  





  

    		2024-03-09 17:04:37.844708

    		-0.2 ms

  





  

    		2024-03-09 18:04:39.397786

    		1.2 ms

  





  

    		2024-03-09 19:04:41.521277

    		2.0 ms

  





  

    		2024-03-09 20:04:43.359449

    		0.9 ms

  





  

    		2024-03-09 21:04:45.424232

    		-1.4 ms

  





  

    		2024-03-09 22:04:47.204506

    		1.6 ms

  





  

    		2024-03-09 23:04:49.597306

    		-1.5 ms

  





  

    		2024-03-10 00:04:51.196387

    		-1.5 ms

  





  

    		2024-03-10 01:04:53.26056

    		-1.6 ms

  





  

    		2024-03-10 02:04:56.185931

    		-2.0 ms

  





  

    		2024-03-10 03:04:58.44407

    		-0.6 ms

  





  

    		2024-03-10 04:05:00.930211

    		-1.6 ms

  





  

    		2024-03-10 05:05:03.781708

    		0.5 ms

  





  

    		2024-03-10 06:05:06.199768

    		1.3 ms

  





  

    		2024-03-10 07:05:07.856448

    		-0.6 ms

  





  

    		2024-03-10 08:05:09.398479

    		0.9 ms

  





  

    		2024-03-10 09:05:12.006397

    		0.7 ms

  





  

    		2024-03-10 10:05:14.014421

    		-0.6 ms

  





  

    		2024-03-10 11:05:16.195615

    		-0.4 ms

  





  

    		2024-03-10 12:05:19.355303

    		1.3 ms

  





  

    		2024-03-10 13:05:22.697212

    		1.4 ms

  





  

    		2024-03-10 14:05:25.206038

    		-0.4 ms

  





  

    		2024-03-10 15:05:26.890399

    		-0.3 ms

  





  

    		2024-03-10 16:05:30.084589

    		-0.7 ms

  





  

    		2024-03-10 17:05:32.058376

    		-0.7 ms

  





  

    		2024-03-10 18:05:34.2324

    		-1.7 ms

  





  

    		2024-03-10 19:05:35.779437

    		-1.5 ms

  





  

    		2024-03-10 20:05:37.351655

    		-0.3 ms

  





  

    		2024-03-10 21:05:39.599642

    		-0.2 ms

  





  

    		2024-03-10 22:05:41.49651

    		0.9 ms

  





  

    		2024-03-10 23:05:43.265913

    		0.7 ms

  





  

    		2024-03-11 00:05:44.784142

    		-1.1 ms

  





  

    		2024-03-11 01:05:47.367529

    		-1.5 ms

  





  

    		2024-03-11 02:05:49.133107

    		-1.2 ms

  





  

    		2024-03-11 03:05:51.049694

    		-2.0 ms

  





  

    		2024-03-11 04:05:53.903788

    		-1.1 ms

  





  

    		2024-03-11 05:05:56.571751

    		-0.6 ms

  





  

    		2024-03-11 06:05:58.494473

    		0.3 ms

  





  

    		2024-03-11 07:06:00.484903

    		-1.4 ms

  





  

    		2024-03-11 08:06:02.23844

    		0.5 ms

  





  

    		2024-03-11 09:06:03.749436

    		0.7 ms

  





  

    		2024-03-11 10:06:05.62381

    		1.9 ms

  





  

    		2024-03-11 11:06:07.71403

    		2.1 ms

  





  

    		2024-03-11 12:06:09.513353

    		-1.1 ms

  





  

    		2024-03-11 13:06:11.389501

    		-0.1 ms

  





  

    		2024-03-11 14:06:12.904475

    		-0.7 ms

  





  

    		2024-03-11 15:06:14.938552

    		1.1 ms

  





  

    		2024-03-11 16:06:16.525991

    		0.2 ms

  





  

    		2024-03-11 17:06:18.243199

    		1.0 ms

  





  

    		2024-03-11 18:06:19.931953

    		-0.6 ms

  





  

    		2024-03-11 19:06:21.58707

    		-0.5 ms

  





  

    		2024-03-11 20:06:23.295509

    		1.2 ms

  





  

    		2024-03-11 21:06:25.217666

    		-2.0 ms

  





  

    		2024-03-11 22:06:26.894857

    		-0.8 ms

  





  

    		2024-03-11 23:06:29.118766

    		0.0 ms

  





  

    		2024-03-12 00:06:31.411717

    		0.0 ms

  





  

    		2024-03-12 01:06:34.356311

    		-0.4 ms

  





  

    		2024-03-12 02:06:36.623392

    		1.1 ms

  





  

    		2024-03-12 03:06:38.399746

    		1.1 ms

  





  

    		2024-03-12 04:06:41.528752

    		-2.5 ms

  





  

    		2024-03-12 05:06:44.181676

    		1.2 ms

  





  

    		2024-03-12 06:06:48.088496

    		-1.9 ms

  





  

    		2024-03-12 07:06:50.239449

    		3.8 ms

  





  

    		2024-03-12 08:06:52.908354

    		-0.8 ms

  





  

    		2024-03-12 09:06:54.424127

    		-1.6 ms

  





  

    		2024-03-12 10:06:56.598171

    		0.8 ms

  





  

    		2024-03-12 11:06:58.95274

    		4.8 ms

  





  

    		2024-03-12 12:07:00.610889

    		1.8 ms

  





  

    		2024-03-12 13:07:02.260446

    		1.6 ms

  





  

    		2024-03-12 14:07:04.527026

    		0.3 ms

  





  

    		2024-03-12 15:07:08.187806

    		-0.2 ms

  





  

    		2024-03-12 16:07:09.713051

    		5.7 ms

  





  

    		2024-03-12 17:07:11.945628

    		0.4 ms

  





  

    		2024-03-12 18:07:13.64612

    		0.7 ms

  





  

    		2024-03-12 19:07:16.757249

    		-2.8 ms

  





  

    		2024-03-12 20:07:19.837411

    		-0.5 ms

  





  

    		2024-03-12 21:07:21.868358

    		1.4 ms

  





  

    		2024-03-12 22:07:23.847464

    		1.0 ms

  





  

    		2024-03-12 23:07:26.434433

    		-0.1 ms

  





  

    		2024-03-13 00:07:28.447017

    		-0.7 ms

  





  

    		2024-03-13 01:07:31.053095

    		-0.1 ms

  





  

    		2024-03-13 02:07:32.645021

    		-2.0 ms

  





  

    		2024-03-13 03:07:36.228227

    		-1.2 ms

  





  

    		2024-03-13 04:07:38.537794

    		-0.2 ms

  





  

    		2024-03-13 05:07:40.672503

    		-0.8 ms

  





  

    		2024-03-13 06:07:42.637732

    		2.4 ms

  





  

    		2024-03-13 07:07:44.803459

    		0.6 ms

  





  

    		2024-03-13 08:07:46.990467

    		1.7 ms

  





  

    		2024-03-13 09:07:48.987818

    		0.2 ms

  





  

    		2024-03-13 10:07:51.578739

    		0.5 ms

  





  

    		2024-03-13 11:07:54.658146

    		-0.8 ms

  





  

    		2024-03-13 12:07:56.116831

    		-0.7 ms

  





  

    		2024-03-13 13:07:58.644065

    		1.8 ms

  





  

    		2024-03-13 14:08:00.246383

    		-0.3 ms

  





  

    		2024-03-13 15:08:02.746618

    		-0.4 ms

  





  

    		2024-03-13 16:08:05.163761

    		1.1 ms

  





  

    		2024-03-13 17:08:07.338236

    		-1.4 ms

  





  

    		2024-03-13 18:08:08.888468

    		-3.0 ms

  





  

    		2024-03-13 19:08:10.738294

    		-2.1 ms

  





  

    		2024-03-13 20:08:12.696987

    		-1.2 ms

  





  

    		2024-03-13 21:08:14.84986

    		1.1 ms

  





  

    		2024-03-13 22:08:16.772058

    		-1.3 ms

  





  

    		2024-03-13 23:08:18.359839

    		0.2 ms

  





  

    		2024-03-14 00:08:20.709536

    		-0.4 ms

  





  

    		2024-03-14 01:08:23.106355

    		-0.3 ms

  





  

    		2024-03-14 02:08:24.781186

    		-1.0 ms

  





  

    		2024-03-14 03:08:27.881103

    		0.7 ms

  





  

    		2024-03-14 04:08:31.203223

    		2.3 ms

  





  

    		2024-03-14 05:08:33.87378

    		2.0 ms

  





  

    		2024-03-14 06:08:36.294153

    		2.6 ms

  





  

    		2024-03-14 07:08:40.228473

    		1.5 ms

  





  

    		2024-03-14 08:08:41.775288

    		0.0 ms

  





  

    		2024-03-14 09:08:44.564887

    		1.0 ms

  





  

    		2024-03-14 10:08:46.471471

    		-0.1 ms

  





  

    		2024-03-14 11:08:48.295865

    		0.3 ms

  





  

    		2024-03-14 12:08:49.970296

    		1.2 ms

  





  

    		2024-03-14 13:08:51.507556

    		0.9 ms

  





  

    		2024-03-14 14:08:53.290654

    		0.9 ms

  





  

    		2024-03-14 15:08:54.958215

    		-0.7 ms

  





  

    		2024-03-14 16:08:57.107331

    		0.0 ms

  





  

    		2024-03-14 17:08:59.457181

    		0.7 ms

  





  

    		2024-03-14 18:09:02.009905

    		-2.0 ms

  





  

    		2024-03-14 19:09:04.053963

    		-1.3 ms

  





  

    		2024-03-14 20:09:07.30374

    		-2.3 ms

  





  

    		2024-03-14 21:09:10.778606

    		-2.1 ms

  





  

    		2024-03-14 22:09:13.330856

    		-2.3 ms

  





  

    		2024-03-14 23:09:15.487917

    		1.1 ms

  





  

    		2024-03-15 00:09:18.804091

    		0.5 ms

  





  

    		2024-03-15 01:09:20.351419

    		-0.2 ms

  





  

    		2024-03-15 02:09:22.920099

    		-0.7 ms

  





  

    		2024-03-15 03:09:25.41019

    		-1.5 ms

  





  

    		2024-03-15 04:09:27.299702

    		-1.1 ms

  





  

    		2024-03-15 05:09:30.465285

    		1.1 ms

  





  

    		2024-03-15 06:09:32.424142

    		-0.4 ms

  





  

    		2024-03-15 07:09:34.902386

    		-2.0 ms

  





  

    		2024-03-15 08:09:37.050956

    		1.3 ms

  





  

    		2024-03-15 09:09:40.073777

    		-1.9 ms

  





  

    		2024-03-15 10:09:41.81935

    		0.7 ms

  





  

    		2024-03-15 11:09:43.34685

    		2.5 ms

  





  

    		2024-03-15 12:09:45.345388

    		-1.5 ms

  





  

    		2024-03-15 13:09:47.64297

    		0.2 ms

  





  

    		2024-03-15 14:09:49.859809

    		0.2 ms

  





  

    		2024-03-15 15:09:51.398275

    		1.7 ms

  





  

    		2024-03-15 16:09:53.120117

    		0.0 ms

  





  

    		2024-03-15 17:09:55.65174

    		-1.4 ms

  





  

    		2024-03-15 18:09:58.259635

    		0.8 ms

  





  

    		2024-03-15 19:10:02.237017

    		-1.6 ms

  





  

    		2024-03-15 20:10:04.793849

    		1.6 ms

  





  

    		2024-03-15 21:10:07.082748

    		0.2 ms

  





  

    		2024-03-15 22:10:09.303549

    		-0.7 ms

  





  

    		2024-03-15 23:10:11.067245

    		-2.5 ms

  





  

    		2024-03-16 00:10:13.307471

    		1.0 ms

  





  

    		2024-03-16 01:10:15.759781

    		-1.3 ms

  





  

    		2024-03-16 02:10:19.375016

    		-2.3 ms

  





  

    		2024-03-16 03:10:22.640259

    		-2.8 ms

  





  

    		2024-03-16 04:10:25.819965

    		0.2 ms

  





  

    		2024-03-16 05:10:28.48956

    		-0.4 ms

  





  

    		2024-03-16 06:10:30.99271

    		0.0 ms

  





  

    		2024-03-16 07:10:33.154332

    		1.0 ms

  





  

    		2024-03-16 08:10:36.127315

    		1.0 ms

  





  

    		2024-03-16 09:10:38.633855

    		0.3 ms

  





  

    		2024-03-16 10:10:41.775056

    		1.3 ms

  





  

    		2024-03-16 11:10:43.898523

    		1.0 ms

  





  

    		2024-03-16 12:10:46.316671

    		1.6 ms

  





  

    		2024-03-16 13:10:48.735715

    		1.4 ms

  





  

    		2024-03-16 14:10:51.383692

    		0.3 ms

  





  

    		2024-03-16 15:10:53.162022

    		0.6 ms

  





  

    		2024-03-16 16:10:55.994452

    		1.8 ms

  





  

    		2024-03-16 17:10:58.103236

    		1.9 ms

  





  

    		2024-03-16 18:10:59.970739

    		-0.8 ms

  





  

    		2024-03-16 19:11:01.894426

    		-1.9 ms

  





  

    		2024-03-16 20:11:05.513176

    		0.8 ms

  





  

    		2024-03-16 21:11:07.583535

    		0.4 ms

  





  

    		2024-03-16 22:11:09.667806

    		0.4 ms

  





  

    		2024-03-16 23:11:11.702061

    		0.7 ms

  





  

    		2024-03-17 00:11:13.192378

    		-0.5 ms

  





  

    		2024-03-17 01:11:15.043654

    		1.0 ms

  





  

    		2024-03-17 02:11:18.433161

    		-0.3 ms

  





  

    		2024-03-17 03:11:20.536414

    		-1.3 ms

  





  

    		2024-03-17 04:11:22.119882

    		-0.2 ms

  





  

    		2024-03-17 05:11:24.976207

    		1.6 ms

  





  

    		2024-03-17 06:11:28.675792

    		1.5 ms

  





  

    		2024-03-17 07:11:31.176701

    		-1.3 ms

  





  

    		2024-03-17 08:11:32.849132

    		2.5 ms

  





  

    		2024-03-17 09:11:34.956026

    		2.6 ms

  





  

    		2024-03-17 10:11:37.008826

    		1.8 ms

  





  

    		2024-03-17 11:11:39.050291

    		1.7 ms

  





  

    		2024-03-17 12:11:41.012412

    		-0.6 ms

  





  

    		2024-03-17 13:11:45.085785

    		0.3 ms

  





  

    		2024-03-17 14:11:47.498274

    		-1.2 ms

  





  

    		2024-03-17 15:11:49.866121

    		0.6 ms

  





  

    		2024-03-17 16:11:53.381081

    		-0.7 ms

  





  

    		2024-03-17 17:11:55.611979

    		0.7 ms

  





  

    		2024-03-17 18:11:57.311194

    		1.2 ms

  





  

    		2024-03-17 19:12:01.039607

    		1.1 ms

  





  

    		2024-03-17 20:12:03.023041

    		1.3 ms

  





  

    		2024-03-17 21:12:05.159296

    		-0.7 ms

  





  

    		2024-03-17 22:12:07.185457

    		-0.6 ms

  





  

    		2024-03-17 23:12:08.896402

    		-1.3 ms

  





  

    		2024-03-18 00:12:10.941195

    		-0.7 ms

  





  

    		2024-03-18 01:12:12.67924

    		1.3 ms

  





  

    		2024-03-18 02:12:14.829327

    		-0.1 ms

  





  

    		2024-03-18 03:12:17.95234

    		-0.8 ms

  





  

    		2024-03-18 04:12:19.542674

    		-1.0 ms

  





  

    		2024-03-18 05:12:21.634149

    		-0.4 ms

  





  

    		2024-03-18 06:12:24.164325

    		-0.3 ms

  





  

    		2024-03-18 07:12:26.579466

    		-1.0 ms

  





  

    		2024-03-18 08:12:29.64203

    		0.8 ms

  





  

    		2024-03-18 09:12:31.071105

    		1.9 ms

  





  

    		2024-03-18 10:12:33.43312

    		2.2 ms

  





  

    		2024-03-18 11:12:36.092007

    		0.2 ms

  





  

    		2024-03-18 12:12:37.635348

    		-0.4 ms

  





  

    		2024-03-18 13:12:39.558855

    		0.0 ms

  





  

    		2024-03-18 14:12:41.935662

    		2.6 ms

  





  

    		2024-03-18 15:12:44.241804

    		2.1 ms

  





  

    		2024-03-18 16:12:46.049785

    		0.2 ms

  





  

    		2024-03-18 17:12:47.505093

    		-1.2 ms

  





  

    		2024-03-18 18:12:49.008791

    		-0.8 ms

  





  

    		2024-03-18 19:12:52.82783

    		-0.6 ms

  





  

    		2024-03-18 20:12:55.948098

    		1.7 ms

  





  

    		2024-03-18 21:12:58.311903

    		-1.3 ms

  





  

    		2024-03-18 22:12:59.876053

    		-1.6 ms

  





  

    		2024-03-18 23:13:01.427739

    		-1.6 ms

  





  

    		2024-03-19 00:13:03.080001

    		-1.2 ms

  





  

    		2024-03-19 01:13:05.166972

    		-1.0 ms

  





  

    		2024-03-19 02:13:08.559609

    		-0.3 ms

  





  

    		2024-03-19 03:13:11.680202

    		0.1 ms

  





  

    		2024-03-19 04:13:14.210154

    		1.1 ms

  





  

    		2024-03-19 05:13:16.921821

    		-0.5 ms

  





  

    		2024-03-19 06:13:18.437485

    		-1.8 ms

  





  

    		2024-03-19 07:13:20.54268

    		1.1 ms

  





  

    		2024-03-19 08:13:22.42846

    		2.1 ms

  





  

    		2024-03-19 09:13:24.394634

    		1.0 ms

  





  

    		2024-03-19 10:13:26.048878

    		4.7 ms

  





  

    		2024-03-19 11:13:27.670459

    		0.8 ms

  





  

    		2024-03-19 12:13:29.460126

    		2.8 ms

  





  

    		2024-03-19 13:13:31.725235

    		1.8 ms

  





  

    		2024-03-19 14:13:33.213322

    		0.5 ms

  





  

    		2024-03-19 15:13:34.748766

    		1.8 ms

  





  

    		2024-03-19 16:13:36.319574

    		0.2 ms

  





  

    		2024-03-19 17:13:38.643762

    		0.2 ms

  





  

    		2024-03-19 18:13:40.97447

    		-1.6 ms

  





  

    		2024-03-19 19:13:43.259191

    		-0.3 ms

  





  

    		2024-03-19 20:13:46.1083

    		-1.4 ms

  





  

    		2024-03-19 21:13:48.435399

    		0.9 ms

  





  

    		2024-03-19 22:13:49.883645

    		-0.7 ms

  





  

    		2024-03-19 23:13:51.542019

    		-1.2 ms

  





  

    		2024-03-20 00:13:55.286769

    		-3.5 ms

  





  

    		2024-03-20 01:13:57.241591

    		-2.4 ms

  





  

    		2024-03-20 02:14:00.107121

    		0.8 ms

  





  

    		2024-03-20 03:14:03.365722

    		1.0 ms

  





  

    		2024-03-20 04:14:05.140647

    		-2.1 ms

  





  

    		2024-03-20 05:14:08.476007

    		-0.7 ms

  





  

    		2024-03-20 06:14:10.15912

    		0.6 ms

  





  

    		2024-03-20 07:14:11.92261

    		2.9 ms

  





  

    		2024-03-20 08:14:14.760461

    		-0.9 ms

  





  

    		2024-03-20 09:14:16.268467

    		-1.2 ms

  





  

    		2024-03-20 10:14:18.078591

    		-1.1 ms

  





  

    		2024-03-20 11:14:19.854993

    		1.0 ms

  





  

    		2024-03-20 12:14:21.502322

    		1.0 ms

  





  

    		2024-03-20 13:14:22.986013

    		3.7 ms

  





  

    		2024-03-20 14:14:24.986721

    		4.2 ms

  





  

    		2024-03-20 15:14:26.969347

    		4.3 ms

  





  

    		2024-03-20 16:14:28.815736

    		2.8 ms

  





  

    		2024-03-20 17:14:30.639217

    		1.8 ms

  





  

    		2024-03-20 18:14:34.235892

    		0.5 ms

  





  

    		2024-03-20 19:14:37.862077

    		0.1 ms

  





  

    		2024-03-20 20:14:39.46967

    		-0.1 ms

  





  

    		2024-03-20 21:14:41.994998

    		1.3 ms

  





  

    		2024-03-20 22:14:45.492249

    		1.6 ms

  





  

    		2024-03-20 23:14:47.079824

    		2.2 ms

  





  

    		2024-03-21 00:14:49.567849

    		0.9 ms

  





  

    		2024-03-21 01:14:53.728142

    		2.1 ms

  





  

    		2024-03-21 02:14:56.17686

    		1.1 ms

  





  

    		2024-03-21 03:14:58.394431

    		0.7 ms

  





  

    		2024-03-21 04:15:01.224453

    		1.1 ms

  





  

    		2024-03-21 05:15:03.754852

    		1.5 ms

  





  

    		2024-03-21 06:15:06.777509

    		-4.5 ms

  





  

    		2024-03-21 07:15:09.094642

    		-2.1 ms

  





  

    		2024-03-21 08:15:11.64408

    		0.2 ms

  





  

    		2024-03-21 09:15:13.192798

    		1.1 ms

  





  

    		2024-03-21 10:15:14.758996

    		0.3 ms

  





  

    		2024-03-21 11:15:16.31167

    		1.3 ms

  





  

    		2024-03-21 12:15:18.00114

    		3.5 ms

  





  

    		2024-03-21 13:15:19.664719

    		-1.1 ms

  





  

    		2024-03-21 14:15:21.87514

    		0.8 ms

  





  

    		2024-03-21 15:15:24.364013

    		-0.4 ms

  





  

    		2024-03-21 16:15:27.267002

    		-0.9 ms

  





  

    		2024-03-21 17:15:29.533017

    		0.6 ms

  





  

    		2024-03-21 18:15:33.276478

    		0.9 ms

  





  

    		2024-03-21 19:15:35.122531

    		-1.5 ms

  





  

    		2024-03-21 20:15:39.282692

    		-1.2 ms

  





  

    		2024-03-21 21:15:40.848476

    		-2.2 ms

  





  

    		2024-03-21 22:15:42.576218

    		-2.4 ms

  





  

    		2024-03-21 23:15:45.659442

    		0.2 ms

  





  

    		2024-03-22 00:15:47.766368

    		-2.6 ms

  





  

    		2024-03-22 01:15:49.637681

    		0.1 ms

  





  

    		2024-03-22 02:15:52.951616

    		-2.0 ms

  





  

    		2024-03-22 03:15:54.674015

    		0.3 ms

  





  

    		2024-03-22 04:15:59.084909

    		-1.3 ms

  





  

    		2024-03-22 05:16:00.97342

    		-0.6 ms

  





  

    		2024-03-22 06:16:03.118112

    		-1.3 ms

  





  

    		2024-03-22 07:16:06.55077

    		1.8 ms

  





  

    		2024-03-22 08:16:08.432599

    		1.5 ms

  





  

    		2024-03-22 09:16:10.129406

    		2.4 ms

  





  

    		2024-03-22 10:16:13.223735

    		0.8 ms

  





  

    		2024-03-22 11:16:14.833346

    		-0.7 ms

  





  

    		2024-03-22 12:16:17.110477

    		1.9 ms

  





  

    		2024-03-22 13:16:18.831031

    		-0.8 ms

  





  

    		2024-03-22 14:16:21.240756

    		0.1 ms

  





  

    		2024-03-22 15:16:22.80542

    		-0.8 ms

  





  

    		2024-03-22 16:16:24.408692

    		1.6 ms

  





  

    		2024-03-22 17:16:26.27544

    		-1.9 ms

  





  

    		2024-03-22 18:16:28.585949

    		1.0 ms

  





  

    		2024-03-22 19:16:31.014111

    		0.4 ms

  





  

    		2024-03-22 20:16:33.483184

    		-0.5 ms

  





  

    		2024-03-22 21:16:35.6818

    		-2.0 ms

  





  

    		2024-03-22 22:16:37.742565

    		-1.5 ms

  





  

    		2024-03-22 23:16:40.808246

    		-2.5 ms

  





  

    		2024-03-23 00:16:43.46308

    		-2.1 ms

  





  

    		2024-03-23 01:16:45.42094

    		-1.4 ms

  





  

    		2024-03-23 02:16:47.715244

    		0.5 ms

  





  

    		2024-03-23 03:16:49.848989

    		-1.4 ms

  





  

    		2024-03-23 04:16:51.92785

    		-0.6 ms

  





  

    		2024-03-23 05:16:53.941767

    		1.3 ms

  





  

    		2024-03-23 06:16:57.676094

    		-0.1 ms

  





  

    		2024-03-23 07:16:59.880442

    		-0.1 ms

  





  

    		2024-03-23 08:17:01.814641

    		1.1 ms

  





  

    		2024-03-23 09:17:03.732264

    		1.4 ms

  





  

    		2024-03-23 10:17:05.206599

    		-0.3 ms

  





  

    		2024-03-23 11:17:08.069149

    		-0.6 ms

  





  

    		2024-03-23 12:17:11.355164

    		-0.2 ms

  





  

    		2024-03-23 13:17:14.318711

    		-0.4 ms

  





  

    		2024-03-23 14:17:16.034123

    		0.1 ms

  





  

    		2024-03-23 15:17:18.106053

    		-1.4 ms

  





  

    		2024-03-23 16:17:20.879908

    		-1.3 ms

  





  

    		2024-03-23 17:17:22.691322

    		1.4 ms

  





  

    		2024-03-23 18:17:24.448908

    		1.7 ms

  





  

    		2024-03-23 19:17:26.094495

    		1.2 ms

  





  

    		2024-03-23 20:17:28.099876

    		-0.7 ms

  





  

    		2024-03-23 21:17:31.674455

    		-1.2 ms

  





  

    		2024-03-23 22:17:34.043007

    		-0.2 ms

  





  

    		2024-03-23 23:17:36.154998

    		0.4 ms

  





  

    		2024-03-24 00:17:38.63321

    		-1.2 ms

  





  

    		2024-03-24 01:17:40.81477

    		-2.0 ms

  





  

    		2024-03-24 02:17:42.539674

    		1.1 ms

  





  

    		2024-03-24 03:17:44.410563

    		0.1 ms

  





  

    		2024-03-24 04:17:45.913377

    		1.5 ms

  





  

    		2024-03-24 05:17:47.663565

    		2.2 ms

  





  

    		2024-03-24 06:17:51.066885

    		-0.2 ms

  





  

    		2024-03-24 07:17:52.709517

    		0.5 ms

  





  

    		2024-03-24 08:17:55.060332

    		2.3 ms

  





  

    		2024-03-24 09:17:56.755141

    		0.6 ms

  





  

    		2024-03-24 10:17:59.442444

    		0.0 ms

  





  

    		2024-03-24 11:18:01.73028

    		0.8 ms

  





  

    		2024-03-24 12:18:04.632013

    		0.3 ms

  





  

    		2024-03-24 13:18:07.239099

    		0.0 ms

  





  

    		2024-03-24 14:18:10.083545

    		-0.6 ms

  





  

    		2024-03-24 15:18:11.92318

    		-0.5 ms

  





  

    		2024-03-24 16:18:13.997179

    		2.9 ms

  





  

    		2024-03-24 17:18:15.62505

    		-0.7 ms

  





  

    		2024-03-24 18:18:19.052374

    		0.2 ms

  





  

    		2024-03-24 19:18:21.308278

    		-2.1 ms

  





  

    		2024-03-24 20:18:23.71859

    		-0.8 ms

  





  

    		2024-03-24 21:18:25.391215

    		-0.7 ms

  





  

    		2024-03-24 22:18:27.088644

    		-0.6 ms

  





  

    		2024-03-24 23:18:29.142797

    		-1.0 ms

  





  

    		2024-03-25 00:18:31.294428

    		-1.5 ms

  





  

    		2024-03-25 01:18:33.589761

    		-1.7 ms

  





  

    		2024-03-25 02:18:36.333339

    		0.6 ms

  





  

    		2024-03-25 03:18:39.017265

    		0.8 ms

  





  

    		2024-03-25 04:18:41.624366

    		0.4 ms

  





  

    		2024-03-25 05:18:44.441511

    		-1.3 ms

  





  

    		2024-03-25 06:18:47.399346

    		-0.6 ms

  





  

    		2024-03-25 07:18:49.382111

    		-0.9 ms

  





  

    		2024-03-25 08:18:51.36515

    		-0.8 ms

  





  

    		2024-03-25 09:18:53.328385

    		1.8 ms

  





  

    		2024-03-25 10:18:54.949175

    		4.1 ms

  





  

    		2024-03-25 11:18:56.731912

    		1.3 ms

  





  

    		2024-03-25 12:18:58.376229

    		-1.3 ms

  





  

    		2024-03-25 13:19:00.051677

    		3.4 ms

  





  

    		2024-03-25 14:19:01.804474

    		-1.5 ms

  





  

    		2024-03-25 15:19:04.608574

    		-2.3 ms

  





  

    		2024-03-25 16:19:07.271007

    		-0.3 ms

  





  

    		2024-03-25 17:19:09.026015

    		-2.1 ms

  





  

    		2024-03-25 18:19:12.556491

    		-0.9 ms

  





  

    		2024-03-25 19:19:14.990362

    		-0.8 ms

  





  

    		2024-03-25 20:19:18.579218

    		-2.1 ms

  





  

    		2024-03-25 21:19:20.453555

    		0.7 ms

  





  

    		2024-03-25 22:19:22.984417

    		0.3 ms

  





  

    		2024-03-25 23:19:24.676368

    		0.3 ms

  





  

    		2024-03-26 00:19:26.682727

    		-1.5 ms

  





  

    		2024-03-26 01:19:28.725634

    		-0.5 ms

  





  

    		2024-03-26 02:19:30.651887

    		-1.6 ms

  





  

    		2024-03-26 03:19:33.182463

    		1.1 ms

  





  

    		2024-03-26 04:19:36.886696

    		2.0 ms

  





  

    		2024-03-26 05:19:38.983952

    		1.7 ms

  





  

    		2024-03-26 06:19:40.880748

    		1.8 ms

  





  

    		2024-03-26 07:19:43.017338

    		0.9 ms

  





  

    		2024-03-26 08:19:45.220355

    		0.0 ms

  





  

    		2024-03-26 09:19:47.173309

    		2.8 ms

  





  

    		2024-03-26 10:19:48.620905

    		0.3 ms

  





  

    		2024-03-26 11:19:50.94805

    		0.0 ms

  





  

    		2024-03-26 12:19:52.924314

    		-1.2 ms

  





  

    		2024-03-26 13:19:54.893535

    		0.9 ms

  





  

    		2024-03-26 14:19:57.143166

    		1.3 ms

  





  

    		2024-03-26 15:19:59.498024

    		0.6 ms

  





  

    		2024-03-26 16:20:01.564181

    		4.3 ms

  





  

    		2024-03-26 17:20:04.209981

    		-1.2 ms

  





  

    		2024-03-26 18:20:06.66754

    		-0.3 ms

  





  

    		2024-03-26 19:20:09.753414

    		-1.2 ms

  





  

    		2024-03-26 20:20:11.431657

    		-0.2 ms

  





  

    		2024-03-26 21:20:15.106161

    		0.8 ms

  





  

    		2024-03-26 22:20:16.963152

    		-1.7 ms

  





  

    		2024-03-26 23:20:18.783246

    		-1.8 ms

  





  

    		2024-03-27 00:20:20.359203

    		-1.8 ms

  





  

    		2024-03-27 01:20:21.940846

    		0.3 ms

  





  

    		2024-03-27 02:20:23.828539

    		-0.9 ms

  





  

    		2024-03-27 03:20:27.73633

    		1.4 ms

  





  

    		2024-03-27 04:20:29.250162

    		-1.7 ms

  





  

    		2024-03-27 05:20:32.35488

    		2.1 ms

  





  

    		2024-03-27 06:20:34.010842

    		2.4 ms

  





  

    		2024-03-27 07:20:35.477765

    		2.3 ms

  





  

    		2024-03-27 08:20:37.159825

    		1.2 ms

  





  

    		2024-03-27 09:20:39.00146

    		2.2 ms

  





  

    		2024-03-27 10:20:41.133307

    		-0.6 ms

  





  

    		2024-03-27 11:20:42.799724

    		2.7 ms

  





  

    		2024-03-27 12:20:44.535358

    		1.2 ms

  





  

    		2024-03-27 13:20:46.137131

    		-1.1 ms

  





  

    		2024-03-27 14:20:48.183454

    		1.1 ms

  





  

    		2024-03-27 15:20:49.786869

    		-0.6 ms

  





  

    		2024-03-27 16:20:52.41064

    		-0.2 ms

  





  

    		2024-03-27 17:20:55.690902

    		2.2 ms

  





  

    		2024-03-27 18:20:58.115354

    		1.6 ms

  





  

    		2024-03-27 19:20:59.626743

    		1.7 ms

  





  

    		2024-03-27 20:21:02.133691

    		-0.8 ms

  





  

    		2024-03-27 21:21:04.663566

    		-0.7 ms

  





  

    		2024-03-27 22:21:06.641644

    		-1.2 ms

  





  

    		2024-03-27 23:21:08.928039

    		-2.1 ms

  





  

    		2024-03-28 00:21:10.562769

    		-1.4 ms

  





  

    		2024-03-28 01:21:12.813862

    		-2.3 ms

  





  

    		2024-03-28 02:21:15.588859

    		0.8 ms

  





  

    		2024-03-28 03:21:18.323038

    		-0.8 ms

  





  

    		2024-03-28 04:21:20.118883

    		-0.6 ms

  





  

    		2024-03-28 05:21:21.545699

    		-1.2 ms

  





  

    		2024-03-28 06:21:23.467362

    		0.9 ms

  





  

    		2024-03-28 07:21:24.908297

    		0.1 ms

  





  

    		2024-03-28 08:21:26.695339

    		1.8 ms

  





  

    		2024-03-28 09:21:28.329031

    		2.6 ms

  





  

    		2024-03-28 10:21:30.264781

    		1.3 ms

  





  

    		2024-03-28 11:21:32.183805

    		0.1 ms

  





  

    		2024-03-28 12:21:34.28227

    		-0.7 ms

  





  

    		2024-03-28 13:21:36.384414

    		1.0 ms

  





  

    		2024-03-28 14:21:38.363361

    		1.5 ms

  





  

    		2024-03-28 15:21:40.777729

    		2.8 ms

  





  

    		2024-03-28 16:21:42.620283

    		0.5 ms

  





  

    		2024-03-28 17:21:45.329024

    		0.0 ms

  





  

    		2024-03-28 18:21:47.396568

    		-1.7 ms

  





  

    		2024-03-28 19:21:50.156379

    		-2.0 ms

  





  

    		2024-03-28 20:21:52.433288

    		-2.9 ms

  





  

    		2024-03-28 21:21:54.533937

    		-7.8 ms

  





  

    		2024-03-28 22:21:56.150656

    		-0.6 ms

  





  

    		2024-03-28 23:21:58.372045

    		-1.0 ms

  





  

    		2024-03-29 00:22:00.355389

    		0.8 ms

  





  

    		2024-03-29 01:22:02.940907

    		-1.2 ms

  





  

    		2024-03-29 02:22:04.70422

    		-0.5 ms

  





  

    		2024-03-29 03:22:07.482002

    		0.9 ms

  





  

    		2024-03-29 04:22:09.707524

    		1.5 ms

  





  

    		2024-03-29 05:22:12.222575

    		1.2 ms

  





  

    		2024-03-29 06:22:16.328889

    		-0.5 ms

  





  

    		2024-03-29 07:22:19.782431

    		0.5 ms

  





  

    		2024-03-29 08:22:21.788782

    		2.0 ms

  





  

    		2024-03-29 09:22:23.461719

    		2.1 ms

  





  

    		2024-03-29 10:22:25.508955

    		0.3 ms

  





  

    		2024-03-29 11:22:27.226658

    		2.0 ms

  





  

    		2024-03-29 12:22:29.141699

    		1.3 ms

  





  

    		2024-03-29 13:22:30.697699

    		0.5 ms

  





  

    		2024-03-29 14:22:32.536242

    		-0.7 ms

  





  

    		2024-03-29 15:22:34.205671

    		2.1 ms

  





  

    		2024-03-29 16:22:36.377215

    		2.5 ms

  





  

    		2024-03-29 17:22:39.033526

    		-0.1 ms

  





  

    		2024-03-29 18:22:40.736685

    		-1.7 ms

  





  

    		2024-03-29 19:22:42.639805

    		-0.5 ms

  





  

    		2024-03-29 20:22:44.326238

    		-2.7 ms

  





  

    		2024-03-29 21:22:45.965422

    		-2.3 ms

  





  

    		2024-03-29 22:22:48.380663

    		0.7 ms

  





  

    		2024-03-29 23:22:51.360724

    		-1.0 ms

  





  

    		2024-03-30 00:22:53.329284

    		0.4 ms

  





  

    		2024-03-30 01:22:55.431153

    		-0.4 ms

  





  

    		2024-03-30 02:22:58.05641

    		-1.4 ms

  





  

    		2024-03-30 03:23:01.545432

    		0.0 ms

  





  

    		2024-03-30 04:23:04.285407

    		1.9 ms

  





  

    		2024-03-30 05:23:06.671741

    		-1.2 ms

  





  

    		2024-03-30 06:23:08.633336

    		-0.6 ms

  





  

    		2024-03-30 07:23:10.711042

    		-1.1 ms

  





  

    		2024-03-30 08:23:12.857425

    		1.1 ms

  





  

    		2024-03-30 09:23:14.839727

    		2.3 ms

  





  

    		2024-03-30 10:23:16.455657

    		1.6 ms

  





  

    		2024-03-30 11:23:17.964316

    		1.7 ms

  





  

    		2024-03-30 12:23:22.143154

    		-0.7 ms

  





  

    		2024-03-30 13:23:23.687364

    		-0.9 ms

  





  

    		2024-03-30 14:23:26.891814

    		-0.5 ms

  





  

    		2024-03-30 15:23:29.356692

    		1.3 ms

  





  

    		2024-03-30 16:23:31.140746

    		0.5 ms

  





  

    		2024-03-30 17:23:32.874508

    		0.1 ms

  





  

    		2024-03-30 18:23:34.80027

    		-1.3 ms

  





  

    		2024-03-30 19:23:36.481274

    		0.1 ms

  





  

    		2024-03-30 20:23:38.585684

    		-1.3 ms

  





  

    		2024-03-30 21:23:40.879425

    		-1.9 ms

  





  

    		2024-03-30 22:23:42.425665

    		-1.0 ms

  





  

    		2024-03-30 23:23:45.229675

    		-1.5 ms

  





  

    		2024-03-31 00:23:46.84985

    		1.5 ms

  





  

    		2024-03-31 01:23:48.924681

    		-2.0 ms

  





  

    		2024-03-31 02:23:51.09736

    		0.1 ms

  





  

    		2024-03-31 03:23:53.709591

    		1.0 ms

  





  

    		2024-03-31 04:23:56.804906

    		2.0 ms

  





  

    		2024-03-31 05:23:59.974023

    		1.6 ms

  





  

    		2024-03-31 06:24:02.537274

    		0.7 ms

  





  

    		2024-03-31 07:24:04.337092

    		-1.0 ms

  





  

    		2024-03-31 08:24:06.16904

    		0.8 ms

  





  

    		2024-03-31 09:24:07.845462

    		1.4 ms

  





  

    		2024-03-31 10:24:09.675228

    		2.3 ms

  





  

    		2024-03-31 11:24:11.766229

    		2.4 ms

  





  

    		2024-03-31 12:24:14.338357

    		0.5 ms

  





  

    		2024-03-31 13:24:18.149732

    		1.9 ms

  





  

    		2024-03-31 14:24:19.565024

    		0.5 ms

  





  

    		2024-03-31 15:24:22.346311

    		1.4 ms

  





  

    		2024-03-31 16:24:24.252816

    		-1.0 ms

  





  

    		2024-03-31 17:24:26.255152

    		-0.1 ms

  





  

    		2024-03-31 18:24:28.462862

    		-2.7 ms

  





  

    		2024-03-31 19:24:31.382921

    		-1.6 ms

  





  

    		2024-03-31 20:24:33.21712

    		-1.3 ms

  





  

    		2024-03-31 21:24:36.314012

    		-1.7 ms

  





  

    		2024-03-31 22:24:38.654175

    		0.8 ms

  





  

    		2024-03-31 23:24:41.134795

    		-0.2 ms

  





  

    		2024-04-01 00:24:43.538827

    		-0.7 ms

  





  

    		2024-04-01 01:24:46.53656

    		-3.0 ms

  





  

    		2024-04-01 02:24:48.553826

    		-0.9 ms

  





  

    		2024-04-01 03:24:50.735178

    		-1.3 ms

  





  

    		2024-04-01 04:24:53.29369

    		0.8 ms

  





  

    		2024-04-01 05:24:55.405174

    		-0.1 ms

  





  

    		2024-04-01 06:24:58.314587

    		1.8 ms

  





  

    		2024-04-01 07:25:00.958236

    		2.5 ms

  





  

    		2024-04-01 08:25:02.620686

    		1.3 ms

  





  

    		2024-04-01 09:25:04.512005

    		-0.6 ms

  





  

    		2024-04-01 10:25:06.578492

    		1.1 ms

  





  

    		2024-04-01 11:25:08.395042

    		-0.6 ms

  





  

    		2024-04-01 12:25:10.730295

    		0.5 ms

  





  

    		2024-04-01 13:25:12.610127

    		0.4 ms

  





  

    		2024-04-01 14:25:14.568094

    		-0.7 ms

  





  

    		2024-04-01 15:25:16.461653

    		-0.3 ms

  





  

    		2024-04-01 16:25:19.542325

    		-0.2 ms

  





  

    		2024-04-01 17:25:22.082416

    		1.7 ms

  





  

    		2024-04-01 18:25:23.605591

    		-0.1 ms

  





  

    		2024-04-01 19:25:25.395416

    		0.2 ms

  





  

    		2024-04-01 20:25:27.910118

    		0.5 ms

  





  

    		2024-04-01 21:25:30.875121

    		-0.8 ms

  





  

    		2024-04-01 22:25:32.726527

    		-1.8 ms

  





  

    		2024-04-01 23:25:34.730303

    		-1.9 ms

  





  

    		2024-04-02 00:25:36.258319

    		-1.4 ms

  





  

    		2024-04-02 01:25:40.530509

    		-1.4 ms

  





  

    		2024-04-02 02:25:42.96324

    		-0.6 ms

  





  

    		2024-04-02 03:25:46.238416

    		2.0 ms

  





  

    		2024-04-02 04:25:49.464447

    		1.4 ms

  





  

    		2024-04-02 05:25:53.55124

    		2.1 ms

  





  

    		2024-04-02 06:25:56.115518

    		-0.7 ms

  





  

    		2024-04-02 07:25:58.265475

    		-0.7 ms

  





  

    		2024-04-02 08:25:59.867775

    		0.9 ms

  





  

    		2024-04-02 09:26:01.364663

    		0.6 ms

  





  

    		2024-04-02 10:26:03.349984

    		4.9 ms

  





  

    		2024-04-02 11:26:05.61985

    		1.5 ms

  





  

    		2024-04-02 12:26:08.136907

    		6.3 ms

  





  

    		2024-04-02 13:26:09.651467

    		7.0 ms

  





  

    		2024-04-02 14:26:11.264517

    		0.7 ms

  





  

    		2024-04-02 15:26:13.97874

    		0.1 ms

  





  

    		2024-04-02 16:26:16.069241

    		-0.1 ms

  





  

    		2024-04-02 17:26:17.832232

    		-1.6 ms

  





  

    		2024-04-02 18:26:20.786683

    		-0.2 ms

  





  

    		2024-04-02 19:26:22.928523

    		-1.1 ms

  





  

    		2024-04-02 20:26:24.936902

    		-1.6 ms

  





  

    		2024-04-02 21:26:26.94687

    		-0.6 ms

  





  

    		2024-04-02 22:26:28.809285

    		-1.3 ms

  





  

    		2024-04-02 23:26:30.606087

    		-1.0 ms

  





  

    		2024-04-03 00:26:33.1705

    		-2.1 ms

  





  

    		2024-04-03 01:26:36.358749

    		0.9 ms

  





  

    		2024-04-03 02:26:39.824786

    		0.9 ms

  





  

    		2024-04-03 03:26:41.930168

    		0.8 ms

  





  

    		2024-04-03 04:26:44.273787

    		0.3 ms

  





  

    		2024-04-03 05:26:45.911481

    		-1.2 ms

  





  

    		2024-04-03 06:26:47.564006

    		0.3 ms

  





  

    		2024-04-03 07:26:49.836589

    		-0.1 ms

  





  

    		2024-04-03 08:26:51.32055

    		2.1 ms

  





  

    		2024-04-03 09:26:53.861817

    		-0.1 ms

  





  

    		2024-04-03 10:26:56.301767

    		1.4 ms

  





  

    		2024-04-03 11:26:58.001817

    		1.2 ms

  





  

    		2024-04-03 12:26:59.484006

    		1.8 ms

  





  

    		2024-04-03 13:27:01.613451

    		2.2 ms

  





  

    		2024-04-03 14:27:03.444255

    		0.3 ms

  





  

    		2024-04-03 15:27:05.987845

    		-2.0 ms

  





  

    		2024-04-03 16:27:08.491479

    		1.1 ms

  





  

    		2024-04-03 17:27:11.479513

    		-0.7 ms

  





  

    		2024-04-03 18:27:13.267943

    		0.4 ms

  





  

    		2024-04-03 19:27:14.92782

    		-0.6 ms

  





  

    		2024-04-03 20:27:17.913021

    		0.5 ms

  





  

    		2024-04-03 21:27:20.755173

    		0.7 ms

  





  

    		2024-04-03 22:27:22.531201

    		0.0 ms

  





  

    		2024-04-03 23:27:24.463002

    		-2.5 ms

  





  

    		2024-04-04 00:27:26.807205

    		0.9 ms

  





  

    		2024-04-04 01:27:30.73718

    		1.1 ms

  





  

    		2024-04-04 02:27:33.347018

    		-1.5 ms

  





  

    		2024-04-04 03:27:35.019437

    		-0.1 ms

  





  

    		2024-04-04 04:27:38.064258

    		-0.9 ms

  





  

    		2024-04-04 05:27:41.058872

    		-1.3 ms

  





  

    		2024-04-04 06:27:43.011795

    		-0.2 ms

  





  

    		2024-04-04 07:27:44.546727

    		1.8 ms

  





  

    		2024-04-04 08:27:47.6108

    		3.4 ms

  





  

    		2024-04-04 09:27:51.62769

    		-1.1 ms

  





  

    		2024-04-04 10:27:54.38189

    		2.0 ms

  





  

    		2024-04-04 11:27:55.942211

    		-0.3 ms

  





  

    		2024-04-04 12:27:58.916971

    		-0.4 ms

  





  

    		2024-04-04 13:28:01.485072

    		-1.9 ms

  





  

    		2024-04-04 14:28:03.386835

    		1.4 ms

  





  

    		2024-04-04 15:28:05.627746

    		-1.3 ms

  





  

    		2024-04-04 16:28:09.501685

    		0.5 ms

  





  

    		2024-04-04 17:28:13.400579

    		-1.3 ms

  





  

    		2024-04-04 18:28:17.715556

    		0.6 ms

  





  

    		2024-04-04 19:28:19.704564

    		-1.4 ms

  





  

    		2024-04-04 20:28:22.060378

    		-0.8 ms

  





  

    		2024-04-04 21:28:24.536223

    		-4.5 ms

  





  

    		2024-04-04 22:28:28.248937

    		2.6 ms

  





  

    		2024-04-04 23:28:30.683543

    		-0.2 ms

  





  

    		2024-04-05 00:28:33.206234

    		-1.2 ms

  





  

    		2024-04-05 01:28:35.086998

    		2.1 ms

  





  

    		2024-04-05 02:28:39.356589

    		-0.9 ms

  





  

    		2024-04-05 03:28:42.881201

    		0.9 ms

  





  

    		2024-04-05 04:28:44.786442

    		1.5 ms

  





  

    		2024-04-05 05:28:47.293695

    		1.4 ms

  





  

    		2024-04-05 06:28:49.552282

    		2.6 ms

  





  

    		2024-04-05 07:28:52.38832

    		2.8 ms

  





  

    		2024-04-05 08:28:54.497617

    		1.8 ms

  





  

    		2024-04-05 09:28:56.229753

    		3.0 ms

  





  

    		2024-04-05 10:28:58.093262

    		2.6 ms

  





  

    		2024-04-05 11:28:59.677721

    		-0.2 ms

  





  

    		2024-04-05 12:29:02.29763

    		-0.6 ms

  





  

    		2024-04-05 13:29:05.242586

    		0.1 ms

  





  

    		2024-04-05 14:29:07.83549

    		2.6 ms

  





  

    		2024-04-05 15:29:09.691682

    		2.4 ms

  





  

    		2024-04-05 16:29:12.516511

    		0.6 ms

  





  

    		2024-04-05 17:29:14.875151

    		1.8 ms

  





  

    		2024-04-05 18:29:16.42983

    		1.1 ms

  





  

    		2024-04-05 19:29:19.512765

    		-1.0 ms

  





  

    		2024-04-05 20:29:21.734783

    		0.4 ms

  





  

    		2024-04-05 21:29:23.286292

    		0.4 ms

  





  

    		2024-04-05 22:29:25.406099

    		1.2 ms

  





  

    		2024-04-05 23:29:28.049041

    		0.6 ms

  





  

    		2024-04-06 00:29:30.028114

    		0.8 ms

  





  

    		2024-04-06 01:29:31.98347

    		1.0 ms

  





  

    		2024-04-06 02:29:33.661259

    		-0.4 ms

  





  

    		2024-04-06 03:29:36.032565

    		1.9 ms

  





  

    		2024-04-06 04:29:38.08222

    		-0.9 ms

  





  

    		2024-04-06 05:29:39.912291

    		-0.9 ms

  





  

    		2024-04-06 06:29:41.407036

    		0.0 ms

  





  

    		2024-04-06 07:29:45.829629

    		-0.3 ms

  





  

    		2024-04-06 08:29:49.713242

    		-1.1 ms

  





  

    		2024-04-06 09:29:52.901894

    		-0.8 ms

  





  

    		2024-04-06 10:29:55.091121

    		-0.4 ms

  





  

    		2024-04-06 11:29:56.732752

    		-1.5 ms

  





  

    		2024-04-06 12:29:59.770783

    		-0.5 ms

  





  

    		2024-04-06 13:30:02.524905

    		-1.1 ms

  





  

    		2024-04-06 14:30:04.676927

    		-0.7 ms

  





  

    		2024-04-06 15:30:08.68753

    		-0.1 ms

  





  

    		2024-04-06 16:30:11.01378

    		1.7 ms

  





  

    		2024-04-06 17:30:13.593333

    		0.5 ms

  





  

    		2024-04-06 18:30:15.743844

    		-1.0 ms

  





  

    		2024-04-06 19:30:17.508777

    		-0.3 ms

  





  

    		2024-04-06 20:30:21.723105

    		-2.2 ms

  





  

    		2024-04-06 21:30:24.994269

    		-0.1 ms

  





  

    		2024-04-06 22:30:27.524466

    		-2.2 ms

  





  

    		2024-04-06 23:30:29.471018

    		-1.0 ms

  





  

    		2024-04-07 00:30:32.622205

    		-1.8 ms

  





  

    		2024-04-07 01:30:34.612981

    		-1.8 ms

  





  

    		2024-04-07 02:30:37.149905

    		-0.3 ms

  





  

    		2024-04-07 03:30:39.256923

    		1.1 ms

  





  

    		2024-04-07 04:30:41.589717

    		-0.1 ms

  





  

    		2024-04-07 05:30:44.206816

    		-0.2 ms

  





  

    		2024-04-07 06:30:46.310061

    		0.1 ms

  





  

    		2024-04-07 07:30:48.424772

    		-0.6 ms

  





  

    		2024-04-07 08:30:50.340781

    		1.5 ms

  





  

    		2024-04-07 09:30:52.410398

    		-0.1 ms

  





  

    		2024-04-07 10:30:55.896042

    		0.0 ms

  





  

    		2024-04-07 11:31:00.043743

    		-0.4 ms

  





  

    		2024-04-07 12:31:02.002751

    		1.8 ms

  





  

    		2024-04-07 13:31:03.707679

    		-0.5 ms

  





  

    		2024-04-07 14:31:05.858718

    		-1.9 ms

  





  

    		2024-04-07 15:31:08.330103

    		-0.8 ms

  





  

    		2024-04-07 16:31:10.489285

    		1.6 ms

  





  

    		2024-04-07 17:31:12.354218

    		0.4 ms

  





  

    		2024-04-07 18:31:14.222823

    		-1.8 ms

  





  

    		2024-04-07 19:31:16.14176

    		1.5 ms

  





  

    		2024-04-07 20:31:18.110001

    		0.6 ms

  





  

    		2024-04-07 21:31:21.701456

    		-0.1 ms

  





  

    		2024-04-07 22:31:24.612389

    		1.7 ms

  





  

    		2024-04-07 23:31:26.564097

    		-0.9 ms

  





  

    		2024-04-08 00:31:29.739323

    		-1.5 ms

  





  

    		2024-04-08 01:31:31.695137

    		-0.6 ms

  





  

    		2024-04-08 02:31:34.014705

    		0.8 ms

  





  

    		2024-04-08 03:31:36.274443

    		1.5 ms

  





  

    		2024-04-08 04:31:38.367305

    		0.5 ms

  





  

    		2024-04-08 05:31:39.986806

    		-0.2 ms

  





  

    		2024-04-08 06:31:41.718024

    		-1.5 ms

  





  

    		2024-04-08 07:31:45.478972

    		0.2 ms

  





  

    		2024-04-08 08:31:47.313004

    		2.5 ms

  





  

    		2024-04-08 09:31:49.009902

    		0.3 ms

  





  

    		2024-04-08 10:31:50.777985

    		-0.4 ms

  





  

    		2024-04-08 11:31:53.056795

    		0.4 ms

  





  

    		2024-04-08 12:31:54.718747

    		-0.9 ms

  





  

    		2024-04-08 13:31:56.524842

    		-0.3 ms

  





  

    		2024-04-08 14:31:58.970196

    		-0.4 ms

  





  

    		2024-04-08 15:32:00.428183

    		1.4 ms

  





  

    		2024-04-08 16:32:02.876236

    		-1.0 ms

  





  

    		2024-04-08 17:32:04.66882

    		-0.6 ms

  





  

    		2024-04-08 18:32:06.383999

    		-1.3 ms

  





  

    		2024-04-08 19:32:08.068908

    		-0.4 ms

  





  

    		2024-04-08 20:32:10.999584

    		-1.9 ms

  





  

    		2024-04-08 21:32:13.457483

    		-1.6 ms

  





  

    		2024-04-08 22:32:15.595024

    		-1.1 ms

  





  

    		2024-04-08 23:32:17.601039

    		0.4 ms

  





  

    		2024-04-09 00:32:19.855199

    		0.4 ms

  





  

    		2024-04-09 01:32:22.698317

    		-0.9 ms

  





  

    		2024-04-09 02:32:25.632639

    		-0.2 ms

  





  

    		2024-04-09 03:32:28.787492

    		2.8 ms

  





  

    		2024-04-09 04:32:30.732046

    		-1.0 ms

  





  

    		2024-04-09 05:32:34.045774

    		-1.4 ms

  





  

    		2024-04-09 06:32:35.740681

    		1.0 ms

  





  

    		2024-04-09 07:32:37.424865

    		2.9 ms

  





  

    		2024-04-09 08:32:39.990008

    		1.6 ms

  





  

    		2024-04-09 09:32:41.879006

    		-0.8 ms

  





  

    		2024-04-09 10:32:43.888342

    		1.6 ms

  





  

    		2024-04-09 11:32:45.987914

    		1.8 ms

  





  

    		2024-04-09 12:32:48.27748

    		-2.3 ms

  





  

    		2024-04-09 13:32:50.282989

    		-1.2 ms

  





  

    		2024-04-09 14:32:51.973684

    		0.3 ms

  





  

    		2024-04-09 15:32:54.101138

    		0.8 ms

  





  

    		2024-04-09 16:32:57.55486

    		0.0 ms

  





  

    		2024-04-09 17:32:59.307143

    		0.5 ms

  





  

    		2024-04-09 18:33:01.031203

    		-1.5 ms

  





  

    		2024-04-09 19:33:02.65018

    		-0.4 ms

  





  

    		2024-04-09 20:33:06.021534

    		-0.6 ms

  





  

    		2024-04-09 21:33:07.696333

    		-1.6 ms

  





  

    		2024-04-09 22:33:09.759775

    		1.2 ms

  





  

    		2024-04-09 23:33:12.714413

    		1.5 ms

  





  

    		2024-04-10 00:33:15.827736

    		-1.5 ms

  





  

    		2024-04-10 01:33:18.259057

    		0.2 ms

  





  

    		2024-04-10 02:33:20.750812

    		2.9 ms

  





  

    		2024-04-10 03:33:22.718481

    		0.5 ms

  





  

    		2024-04-10 04:33:24.444619

    		-0.8 ms

  





  

    		2024-04-10 05:33:26.155229

    		-1.1 ms

  





  

    		2024-04-10 06:33:28.998817

    		2.3 ms

  





  

    		2024-04-10 07:33:31.14352

    		0.3 ms

  





  

    		2024-04-10 08:33:33.007662

    		0.3 ms

  





  

    		2024-04-10 09:33:35.201567

    		0.9 ms

  





  

    		2024-04-10 10:33:37.670875

    		0.6 ms

  





  

    		2024-04-10 11:33:39.85697

    		-0.5 ms

  





  

    		2024-04-10 12:33:42.412189

    		1.7 ms

  





  

    		2024-04-10 13:33:44.774853

    		-0.3 ms

  





  

    		2024-04-10 14:33:46.420218

    		-0.6 ms

  





  

    		2024-04-10 15:33:49.321535

    		0.8 ms

  





  

    		2024-04-10 16:33:51.670756

    		1.4 ms

  





  

    		2024-04-10 17:33:53.528706

    		-1.4 ms

  





  

    		2024-04-10 18:33:54.945092

    		1.2 ms

  





  

    		2024-04-10 19:33:56.798802

    		-1.7 ms

  





  

    		2024-04-10 20:33:59.942673

    		1.8 ms

  





  

    		2024-04-10 21:34:02.722821

    		-1.6 ms

  





  

    		2024-04-10 22:34:05.670546

    		0.8 ms

  





  

    		2024-04-10 23:34:07.516773

    		-1.3 ms

  





  

    		2024-04-11 00:34:10.44524

    		-1.2 ms

  





  

    		2024-04-11 01:34:12.021442

    		-2.3 ms

  





  

    		2024-04-11 02:34:13.969449

    		0.3 ms

  





  

    		2024-04-11 03:34:16.202397

    		-1.6 ms

  





  

    		2024-04-11 04:34:19.055659

    		1.7 ms

  





  

    		2024-04-11 05:34:22.100473

    		0.3 ms

  





  

    		2024-04-11 06:34:25.745728

    		1.0 ms

  





  

    		2024-04-11 07:34:27.688733

    		-0.1 ms

  





  

    		2024-04-11 08:34:29.650832

    		-0.7 ms

  





  

    		2024-04-11 09:34:31.330398

    		1.0 ms

  





  

    		2024-04-11 10:34:33.124628

    		-1.8 ms

  





  

    		2024-04-11 11:34:34.634041

    		1.7 ms

  





  

    		2024-04-11 12:34:36.914292

    		1.5 ms

  





  

    		2024-04-11 13:34:39.696917

    		-1.2 ms

  





  

    		2024-04-11 14:34:42.933933

    		-0.7 ms

  





  

    		2024-04-11 15:34:45.483562

    		2.7 ms

  





  

    		2024-04-11 16:34:48.444364

    		-2.4 ms

  





  

    		2024-04-11 17:34:51.309198

    		-1.0 ms

  





  

    		2024-04-11 18:34:53.350164

    		0.0 ms

  





  

    		2024-04-11 19:34:57.183381

    		-1.6 ms

  





  

    		2024-04-11 20:35:00.265096

    		-0.1 ms

  





  

    		2024-04-11 21:35:01.829664

    		0.8 ms

  





  

    		2024-04-11 22:35:04.487281

    		-2.6 ms

  





  

    		2024-04-11 23:35:06.113497

    		-1.5 ms

  





  

    		2024-04-12 00:35:07.743469

    		-2.3 ms

  





  

    		2024-04-12 01:35:09.453325

    		-1.0 ms

  





  

    		2024-04-12 02:35:11.662919

    		-1.5 ms

  





  

    		2024-04-12 03:35:13.649446

    		-0.4 ms

  





  

    		2024-04-12 04:35:15.462941

    		-0.7 ms

  





  

    		2024-04-12 05:35:17.64268

    		0.1 ms

  





  

    		2024-04-12 06:35:20.070998

    		0.6 ms

  





  

    		2024-04-12 07:35:22.357665

    		1.6 ms

  





  

    		2024-04-12 08:35:23.850097

    		1.1 ms

  





  

    		2024-04-12 09:35:25.529331

    		0.7 ms

  





  

    		2024-04-12 10:35:27.709246

    		0.0 ms

  





  

    		2024-04-12 11:35:30.057817

    		0.0 ms

  





  

    		2024-04-12 12:35:31.7715

    		-0.9 ms

  





  

    		2024-04-12 13:35:33.30148

    		1.1 ms

  





  

    		2024-04-12 14:35:35.950484

    		1.5 ms

  





  

    		2024-04-12 15:35:37.873917

    		-1.5 ms

  





  

    		2024-04-12 16:35:39.506351

    		-0.4 ms

  





  

    		2024-04-12 17:35:41.840512

    		0.5 ms

  





  

    		2024-04-12 18:35:43.503034

    		0.2 ms

  





  

    		2024-04-12 19:35:47.27239

    		0.2 ms

  





  

    		2024-04-12 20:35:49.223502

    		-1.6 ms

  





  

    		2024-04-12 21:35:51.815158

    		-1.4 ms

  





  

    		2024-04-12 22:35:53.666184

    		0.1 ms

  





  

    		2024-04-12 23:35:55.470787

    		0.1 ms

  





  

    		2024-04-13 00:35:58.533532

    		-1.7 ms

  





  

    		2024-04-13 01:36:01.83047

    		1.4 ms

  





  

    		2024-04-13 02:36:04.74508

    		-1.2 ms

  





  

    		2024-04-13 03:36:08.320409

    		-0.1 ms

  





  

    		2024-04-13 04:36:10.998426

    		-1.1 ms

  





  

    		2024-04-13 05:36:14.906537

    		-0.1 ms

  





  

    		2024-04-13 06:36:16.66711

    		1.8 ms

  





  

    		2024-04-13 07:36:19.281374

    		1.9 ms

  





  

    		2024-04-13 08:36:22.592304

    		-0.1 ms

  





  

    		2024-04-13 09:36:24.375654

    		0.2 ms

  





  

    		2024-04-13 10:36:25.986999

    		-0.2 ms

  





  

    		2024-04-13 11:36:28.134845

    		1.9 ms

  





  

    		2024-04-13 12:36:29.998777

    		0.3 ms

  





  

    		2024-04-13 13:36:31.579198

    		0.8 ms

  





  

    		2024-04-13 14:36:33.829613

    		-1.6 ms

  





  

    		2024-04-13 15:36:35.4407

    		1.5 ms

  





  

    		2024-04-13 16:36:36.948792

    		-1.1 ms

  





  

    		2024-04-13 17:36:39.379365

    		0.3 ms

  





  

    		2024-04-13 18:36:42.655378

    		-1.1 ms

  





  

    		2024-04-13 19:36:44.188259

    		0.8 ms

  





  

    		2024-04-13 20:36:46.304811

    		-1.4 ms

  





  

    		2024-04-13 21:36:48.54253

    		1.0 ms

  





  

    		2024-04-13 22:36:50.196098

    		-0.9 ms

  





  

    		2024-04-13 23:36:52.527998

    		2.1 ms

  





  

    		2024-04-14 00:36:56.282276

    		0.8 ms

  





  

    		2024-04-14 01:36:58.767784

    		2.0 ms

  





  

    		2024-04-14 02:37:02.543531

    		-1.1 ms

  





  

    		2024-04-14 03:37:04.928882

    		-0.2 ms

  





  

    		2024-04-14 04:37:07.856698

    		1.2 ms

  





  

    		2024-04-14 05:37:09.565246

    		-0.5 ms

  





  

    		2024-04-14 06:37:12.340329

    		-1.4 ms

  





  

    		2024-04-14 07:37:14.304843

    		-0.8 ms

  





  

    		2024-04-14 08:37:16.728395

    		-0.4 ms

  





  

    		2024-04-14 09:37:18.689006

    		3.1 ms

  





  

    		2024-04-14 10:37:22.896485

    		0.1 ms

  





  

    		2024-04-14 11:37:24.696468

    		1.9 ms

  





  

    		2024-04-14 12:37:27.175293

    		0.8 ms

  





  

    		2024-04-14 13:37:29.930163

    		1.7 ms

  





  

    		2024-04-14 14:37:33.771005

    		-2.3 ms

  





  

    		2024-04-14 15:37:35.566631

    		-1.5 ms

  





  

    		2024-04-14 16:37:37.143297

    		0.1 ms

  





  

    		2024-04-14 17:37:39.381463

    		1.1 ms

  





  

    		2024-04-14 18:37:42.396966

    		-0.4 ms

  





  

    		2024-04-14 19:37:44.007791

    		-0.6 ms

  





  

    		2024-04-14 20:37:46.07538

    		-0.8 ms

  





  

    		2024-04-14 21:37:49.349424

    		-0.5 ms

  





  

    		2024-04-14 22:37:51.182899

    		-1.6 ms

  





  

    		2024-04-14 23:37:54.662976

    		-1.5 ms

  





  

    		2024-04-15 00:37:57.649023

    		1.0 ms

  





  

    		2024-04-15 01:38:00.699202

    		-0.9 ms

  





  

    		2024-04-15 02:38:04.898432

    		-0.5 ms

  





  

    		2024-04-15 03:38:06.444161

    		-1.2 ms

  





  

    		2024-04-15 04:38:08.096421

    		-0.4 ms

  





  

    		2024-04-15 05:38:09.723222

    		-0.5 ms

  





  

    		2024-04-15 06:38:11.727125

    		1.5 ms

  





  

    		2024-04-15 07:38:13.219947

    		1.7 ms

  





  

    		2024-04-15 08:38:14.827118

    		-0.7 ms

  





  

    		2024-04-15 09:38:16.921742

    		1.6 ms

  





  

    		2024-04-15 10:38:18.798798

    		1.8 ms

  





  

    		2024-04-15 11:38:21.498344

    		-1.1 ms

  





  

    		2024-04-15 12:38:23.188349

    		1.4 ms

  





  

    		2024-04-15 13:38:24.809968

    		1.1 ms

  





  

    		2024-04-15 14:38:26.500184

    		0.2 ms

  





  

    		2024-04-15 15:38:28.287027

    		-1.8 ms

  





  

    		2024-04-15 16:38:30.934343

    		-1.9 ms

  





  

    		2024-04-15 17:38:33.069507

    		1.7 ms

  





  

    		2024-04-15 18:38:35.577472

    		1.0 ms

  





  

    		2024-04-15 19:38:39.55747

    		2.3 ms

  





  

    		2024-04-15 20:38:42.07974

    		1.1 ms

  





  

    		2024-04-15 21:38:45.710501

    		-1.3 ms

  





  

    		2024-04-15 22:38:47.626083

    		-1.8 ms

  





  

    		2024-04-15 23:38:50.695002

    		-0.2 ms

  





  

    		2024-04-16 00:38:53.816501

    		-0.7 ms

  





  

    		2024-04-16 01:38:55.716395

    		-0.6 ms

  





  

    		2024-04-16 02:38:57.745679

    		0.8 ms

  





  

    		2024-04-16 03:39:00.408424

    		0.9 ms

  





  

    		2024-04-16 04:39:02.819066

    		-1.3 ms

  





  

    		2024-04-16 05:39:04.750097

    		1.4 ms

  





  

    		2024-04-16 06:39:06.662313

    		-0.2 ms

  





  

    		2024-04-16 07:39:10.155509

    		1.8 ms

  





  

    		2024-04-16 08:39:12.763164

    		0.6 ms

  





  

    		2024-04-16 09:39:14.410389

    		2.7 ms

  





  

    		2024-04-16 10:39:17.017308

    		-0.3 ms

  





  

    		2024-04-16 11:39:18.531095

    		2.6 ms

  





  

    		2024-04-16 12:39:21.928442

    		-0.2 ms

  





  

    		2024-04-16 13:39:23.788713

    		2.3 ms

  





  

    		2024-04-16 14:39:25.548228

    		-0.9 ms

  





  

    		2024-04-16 15:39:27.800876

    		1.4 ms

  





  

    		2024-04-16 16:39:29.75787

    		4.7 ms

  





  

    		2024-04-16 17:39:32.097141

    		3.8 ms

  





  

    		2024-04-16 18:39:34.018517

    		-0.5 ms

  





  

    		2024-04-16 19:39:36.737434

    		-0.2 ms

  





  

    		2024-04-16 20:39:38.415293

    		-0.9 ms

  





  

    		2024-04-16 21:39:39.944978

    		1.3 ms

  





  

    		2024-04-16 22:39:42.064102

    		1.3 ms

  





  

    		2024-04-16 23:39:45.432739

    		-0.5 ms

  





  

    		2024-04-17 00:39:47.855389

    		1.4 ms

  





  

    		2024-04-17 01:39:50.108786

    		0.0 ms

  





  

    		2024-04-17 02:39:52.108575

    		1.6 ms

  





  

    		2024-04-17 03:39:53.959221

    		-1.0 ms

  





  

    		2024-04-17 04:39:55.58016

    		0.3 ms

  





  

    		2024-04-17 05:39:58.380554

    		-1.0 ms

  





  

    		2024-04-17 06:40:00.699784

    		2.6 ms

  





  

    		2024-04-17 07:40:02.406314

    		0.0 ms

  





  

    		2024-04-17 08:40:04.465839

    		2.5 ms

  





  

    		2024-04-17 09:40:06.274396

    		0.3 ms

  





  

    		2024-04-17 10:40:08.85357

    		1.2 ms

  





  

    		2024-04-17 11:40:10.564004

    		0.3 ms

  





  

    		2024-04-17 12:40:12.106968

    		-0.9 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-04-17 11:55:38.825 UTC

    		193.15.219.94

    		Ingrid Wrebo (IW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:56:35.022 UTC

    		193.15.219.94

    		Ingrid Wrebo (IW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 11:55:49.737 UTC

    		199.247.35.73

    		Lena Skullman (LS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:56:43.376 UTC

    		199.247.35.73

    		Lena Skullman (LS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 11:56:02.065 UTC

    		129.178.95.37

    		Mats Torstendahl (MT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:56:53.895 UTC

    		129.178.95.37

    		Mats Torstendahl (MT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 11:55:53.389 UTC

    		129.178.95.25

    		Linnéa Ecorcheville (LE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:56:56.514 UTC

    		129.178.95.25

    		Linnéa Ecorcheville (LE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 11:56:17.988 UTC

    		199.247.35.126

    		Jacqueline Hessner (JH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:57:25.282 UTC

    		199.247.35.126

    		Jacqueline Hessner (JH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 11:57:36.82 UTC

    		129.178.95.36

    		Anna Sjödahl (AS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:58:18.978 UTC

    		129.178.95.36

    		Anna Sjödahl (AS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 11:58:16.7 UTC

    		104.28.31.63

    		Thomas Lundström (TL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 11:59:38.426 UTC

    		104.28.31.63

    		Thomas Lundström (TL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  

  

    		2024-04-17 13:15:14.471 UTC

    		147.161.188.127

    		Daniel Eriksson (DE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-04-17 13:16:47.262 UTC

    		147.161.188.127

    		Daniel Eriksson (DE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-04-10 16:35:32 UTC.

  









